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StoreFront

Ul experience

Deploy Citrix Workspace
app

Appearance
Authentication methods
Launch preferences
Store timeouts

Session reconnect

Pinned links
Custom announcements
Dialog after log in

Advanced settings

Edit store website - /Citrix/StoreWeb

User interface settings

These settings control the end user experience,

Web browser settings
[+ Automatically launch desktop @

[+*] Show desktop viewer

Navigation tabs
[ ] Always display navigation tabs @
[ Show Home tab

Default tab: Apps =

Apps view

ﬁ[ Cancel ] [ Apply
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Terms and conditions

By pressing Accept, you indicate that you accept the terms and conditions.
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Upcoming maintenance window o
This store will be unavailable on 24th April from 22:00 to 23:00

Good afternoon, Joe Bloggs
Friday, March 14, 2025
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Colors

These colors appear in sign-in screens and within the workspace experience.

Banner color: Banner text and icon color: Accent color:
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Good evening, Mary
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Assigned Desk K
Restart
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Add to favorites

View Details
Shut down
Force shutdown
Hibernate
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Custom URLs with icons
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Managed Windows APAC Desktop Microsof ft Word Microsoft Powerpoint Microsof ft access lira Google Calendar
Desktop 2022 2021
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KUUF AN BIER. LIHEENIEIRM Ul FRTE. B X F4ES, 1555 Progressive Web App
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o
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Citrix Web § B

Citrix Web ¥ B ENFREREER, LTE[EM PowerShell F&hfCiE StoreFronts

¥ Windows Server 2025 BY3Z$F
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BEGE Y Windows Server 2016 B9 3
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« PowerShell i45 Set-STFWebReceiverSiteStyle FPIRERFFEIZ Value cannot be null
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o PRGN F _ LR E N AT A EMRIRTE,.
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System.IndexOutOfRangeException”s = StoreFront SIZEHIE P AR AZER, SHEIILE
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« StoreFront AHRIBIANMERK . REEFAIGEERASHIIZAFRIRRY, HER@MSTMY, HET
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Rl BT ULIBRINEE, MRE—NTXEPEHRFN=HARY, ERERLFRT StoreFront AR
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« JERER) StoreFront 2402 F{&EF XenApp Services URL B, FEBRTE Citrix Workspace app for
Windows 2309 S = hrAF BBV ER o

* 7E StoreFront Web API F1, 3|RigmNViIBERTEHA T BETEFRIGE

isSubscriptionEnabled o
+ 7E Store Services API Ff, FFENZE I NIRRT ER 7 WEFFRIKEITIHIKS.

o 4k StoreFront 5, BAIEERFRBIBENXHFI ( \Storeweb\custom ) FHIBEE XX HFEIA
EARIZTTRR S T sE HIRE s S 4 RAVAR B R ( \Storeweb ) F,
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« HfHH Citrix Gateway Service FiEZF E AN MRNZEESRIEREIE Y, L —KE
UEo

- HIZFBEETMTE Citrix Workspace app FITHESC LA IERE 5 7E Web 3528447
FHEFAE R, AfEatillER T EBIEEN BMMEE LREENHNRERER. ARE
HEEEBPHNAZTHER, "R HTMLS HDX BRIEEN B RE, NMELERER,

28 Ul (FIREE

- HEENEIRE N LAFEREEY, “YOBER Citrix Workspace app”FREETX
K“undefined’,

- ZH“RIFAPBGE Citrix Workspace app ¥elll'f5, MUai#kid Citrix Workspace app #&:MBYF
FPFAZEm, BIEES, AP TRITHANAREIEMiLE, F|EFT Citrix Workspace app
s

« {3 Microsoft Edge BY, T Citrix Workspace app /5, #48 X i0{aE5h Citrix Workspace
EnhasavisiBe,

« {#F3 Safari BY, £ Citrix Workspace app $eMERE £, #RAFTH Citrix Workspace EnhEziIii
BH.

o YSEHREW G E AL ER BB R E Citrix Web ¥ EFH NP Citrix Workspace app B,
TENR BN EBEHNTE Web REEEHITH ZRo

- ¥ Citrix Web #" B IhI&ME] Citrix Workspace app f&, MBI EPR#E T Citrix
Workspace app’BY 5%,

- BRERILRME—FE, BiiEHREYREEN.

- NARLHKIEN TS default-src: none o

o JNRTEINE] Citrix Workspace N 2T R R/FBR Citrix Web B, Ul R,

- FAERBESH, MNFSETRTER,

- TIREBERRE L, 18R 2EMER Citrix Workspace Web BB oI BIEFH £,

« 2 Cookie RIRE SameSite o BIULEER, FE Cookie Y samesite #IZEN Lax o

- EFEREREEFIEN Mozilla Firefox B, BHEFIHRINRRE AR,

« BT HTML X4 http-equiv IR EXHNAB L 25K, MURIEREEA, NREUER
eval Z[A DOM FRIMMMELHIAN A NBEEX T StoreFront, MIREFRSBIXLERE KK,

WA Ul FIRAEE !

« 7 macOS LERZRET Citrix Web 3 BRI Google Chrome B, SiEEFIEZEAIRET AT R,
- MNRAFREEMAER, NAFRESEIEDF,
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o FIRTHIERN AR N T AR EERY HAIRIE.

- EBENRE L, EREFUNEEREN EREMAZRE

- SFTERRERFENAREFFRIFERBPERTEN SR FSENY, EEB Citrix Workspace N2
R BYIEA B Ao

o EAREMNFASERE L, XEFEFE KEEDL o
o MARARIETSIETEER T Linux BY Citrix Workspace TR _ENE
o RVFERIEIEES MR L A EI A M A AV L 2 BB B AU 2

B A a]E
« 7£ i0S tfEF Safari BY, 5EAY Citrix Workspace N EFE 0 MH&E[E Safari f5, WIIAJRESE
ENERERE L. RERIR, BFAIRIFMIT,

- EEEZEH AWK L, “EEARINME REREER.
« StoreFront EIRHEHIE R BRG] EERIEIR.

« 7N StoreFront B Citrix Gateway Service 2EEIFIF %, MTEM StoreFront 2407 % 2411 F+
&%) 2507 BY, FRAZMXBoIRIREREK,. EMXEBE NN iEER 1w+ L, &R
IR 5RO 8090, FEX StoreFront TiEA IR =IEESRLIAR STA Bif, Ef#ARLLRIR, 5
MIIRAPED=IEESR URL HIERE O,
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Al

FoRFMF

1. MXNIEH StoreFront 3E&

2. REHEBIFFL StoreFront BREMNZRIRERER ¢

o Citrix BNV AMKEME
« B/K DaaS
o ZeFHIAR,
BEXMILEEERENELZER, BERIEER R
3. BEERAERHAREBELZRE StoreFront B REZ M,

B2 StoreFront

EQIEEH StoreFront™ SE, BHRIUTHSE ©

1. &% StoreFrontBIEARS 28 Lo
2. BIEFEREURIENE— N BEEE,
3. HAE R P RAA R N A EE,

RALIERIERE

1. AT RITTRAEIHRLEE, BEB R H T EHRHFNEZ RSN StoreFront BR35 254,
. RIPIERRREL £
. I RER P&,

4. fEMCitrix Gateway /g FIZ 2418

w N

HMRIEBY StoreFront 583

StoreFront 51&#Y Citrix Virtual Apps and Desktops EREBERL, NAFRRE— BT HRESE N
R E—BBIARS AR S,
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https://docs.citrix.com/cn/zh/citrix-virtual-apps-desktops/install-configure.html
https://docs.citrix.com/cn/zh/citrix-daas/overview.html
https://docs.citrix.com/cn/zh/citrix-secure-private-access/current-release/spa-onprem-integrations.html
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ZEIS7 T HEM StoreFront 8E,

CVAD
CVAD
(| Citri
=N itrix 3 Load 3 u
Rermate user Gateway elEmGEr StoreFront

F\n

T Daa8S

Cl

Local user

Active Directory forest

SRS
StoreFront {8 Active Directory #{THFP B2 . EARREMRINEMIFAER, URE
StoreFront ARS5 28 Z B[RS ##E.

MFRRSB[/EE, EIUERMABNRS 28 L& EE StoreFront, {BRELLINEEFAAIA ; TN,
StoreFront RSS2 AL T2 2 F F 1K B9 Active Directory i/, SHEMNTS5BEFIKFIHESEMFE
XRMIET, RIEEERNEMINIEEIRS Citrix Virtual Apps and Desktops it R 8817, AFMPAE
StoreFront ARS3 88 ML F Rl —1E o

StoreFront [R53854H

StoreFront FIAECE N EARSS2RE0E, WAIUECENZARSS2EZE, ¥ StoreFront fk352:4H. AR
SRATURHTNNEE, TREESHAIAMS. StoreFront RECERSSMABR NAEFITEH
BIRA(E RFMETERRSS SR AT RIFT B AR S B EHHIT R Fl. XERE, 91R StoreFront AkSS2HE
RREZEATH, BRAUWERERRSSHARESPENAREE, R, SHERSSHEmEER
FIiRs5 a4, HECEMITRBIERBoIEH. 1TRBIEEIRS SFEHREINER, BUNRRSES
ERAERE T T AR EE S, MpAEEXEENR, NRAEFEERRSHFVEFHE, &
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I LATERTARSS 88 £ 3 StoreFront FRFENMEII B RS HREH. FIRSFBEMARSRAEANZE R
EEHEFAFANNARERITIE.

Citrix® ZiNIRSZS /AT RZAI kG NRRSHHEEBI S, BERATHFEFEIHR
MRS AR REVEFRL, HEMERER TR,

StoreFront AxS5 2R HER B (NTEARSS 2R 4A FARSS 25 Z BIRVIEEGER/ VT 40 2% (BRI )T
3= (BRTHN) NBERTRZRE, BEERT, RSFAPHNAERS SN TRE—E
(BIEFRO. ITRK) , EREADRRSSRENERREXLEIERITE, RSIFHERMAIUER—
KRR REUE. 2 EEXKENN A ARNERESHHEEFONRSSRE, 5EE, X
BB RE SRR, Citrix FEVFBAUEFANREREEE, BEragERTer AL,

k- e

XtF StoreFront fiRS5ERATRIZ OARSS 2, BOMECBNGHEH T, EREANERNSBNRIE
FRAMERI AR T#28, 40 NetScaler ADCo B X f£f NetScaler ADC #{THHTHHNESER,
BB HETE,

FFiZiZi5inf Citrix Gateway

NRIETRIMN D BINLZANERE AT StoreFront B9i518], MEFEE Citrix Gateway NitiZAFPiRERZ £
E#. J¥ Citrix Gateway EBEBTELEIMEHAER, FHEEABLAIER Citrix Gateway 53 MLEH AER
MEEFREFF K. H{R Citrix Gateway BEE AR & StoreFront fRS5 2587 Active Directory o

ERRSSHHHTER

EARE Citrix B8, ErIgEEZ N EIEFOIAE StoreFront A1 NetScaler 8, ERLEIRSES
1 EH 28 (GSLB), FAIUEE— 2B URL, GSLB 2 HEHEEREEP— X H X RE
URL, &%, GSLB SIRIEMHFEHEZE (FlaNfHRATE] (RTT) ESMEE) EFRRIINM X,

fgn, Eelged 3 MRIEM X -
emeagateway.example.com - FR/NFI %
usgateway.example.com - ZEE[x
apacgateway.example.com - YA %
MBZ%—1> GSLB :

gslb.example.com

22


https://docs.netscaler.com/zh-cn/citrix-adc/current-release/getting-started-with-citrix-adc/load-balancing/configure-load-balancing.html
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Remote Access using the GSLB domain name or a location specific URL for each Gateway

N\

E

Use location specific URL 8

g

o

E

@

x

Q

=

Use GSLB URL » &
Use location specific URL- =

———

]

External Client E‘

-]

-

0

Q

Use location specific URL

APAC data center

StoreFront Gateway Objects
=3 §: G

NetScaler Gateway - APAC Controller g
APAC StoreFront C"

APACGateway.example.com
APAC
APAC Controller

/

EECE GSLB Z#i, FRELRE GRS SHIEBUKREAL A HNIT DNS #Eif, &L Citrix
Gateway # StoreFront E3EFFERIEMA URL EARAEFE T EIRSZ ZHEPRH,

StoreFront R ERNEVGIRETIRZB[ELECEINEE ; Hx, BEEARFTEMWEFRE StoreFront iR
SSA#RLIFBRIM A RECE, WER P TICEEDI N ARS S5 AEBRER B —BMIERIS,

StoreFront FEILAEHARAI S ARSS2R4A < BIRVITI) (WisR) , 1BEH iTHEY,

IR R FBREE AN INE Citrix Workspace N BIERFEY, ©R@IEA URL AR BREERINRIA5HIN
BEE, Fib, MREE GSLB FEAE S StoreFront 23E, LS NEREHLNEFHERER EAX
URL,

p=3 g

& Citrix Workspace W B2 1E GSLB [FEHIAR[E StoreFront ERE < [BLE1E, ARRES
HITEMIIE. Eitt, BROZEERAN, WEERENERT, AFRNIERGEARERE
BEIRIERE,

AP 5

BB AR IRED
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RGFER
zIN= 7

% ZE StoreFront Z 81, BEE MEEBY StoreFront #8&,

StoreFront JRZ 2R ER

0
Citrix BEFEUTFE LM H 2 #F StoreFront 2% .

« Windows Server 2025 #3EF /O RRFIFRERR
« Windows Server 2022 #3EF /O RRFIFRERR
« Windows Server 2019 #3&E /O RRFIFRERR

xE:
StoreFront & Windows £mE{RL, RILTEZRZEIE Windows Server Core o

AR5 2s£HPBIFRAE StoreFront AR5 250 EAMEERMRIERGMRA. EEMXBIKE.

RZFFFERTIT StoreFront BIARSS 88 EBVIRIERGhR A, Citrix 2IEEMZENRIERE LZE

StoreFront,

TE%&4E StoreFront Z &, WAJTE Web BRZZ23 EE LT Windows IheE, XLELAHTEHT Windows
TRBPIRINEH, FLFRIECRABEE, TNEERITEMRE,

« NET-Framework-45 IfEE
o .NET #EZR 4.5 %D
* PowerShellRoot

o PowerShell

WNRZEER .NET Framework lRAFEF 4.8.0, ZEIEZEFSBETIELE NET Framework 4.8.0, XE
KB &3 NET-Framework-45-Core Windows LhAE,

Starting with 2507 LTSR CU2, StoreFront requires .NET 10. If .NET 10 is
not already installed, the installer automatically installs it.
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> **Note:**
>
> Earlier StoreFront builds (that is, 2507 and 2507 LTSR CU1l) require .NET

SN StoreFront ZEFZFALNELL TEM Windows IhaERR %K, TITFBENRE !
+ Web fR5Z2:8
o Web k5528
o EOL HTTP ThEE

RRIASI A
o HTTP $51R
o BEHE

HTTP EEM

o

o

o BITIRR

o HTTP BHEIER
o Tt

o 1EK Mm%

o EARFRHINUE

o Windows &7 5%1iE
o AL

NET ¥ B4 4.5

o

o

Web-Applnit

o

Web-Asp-Net45 IhEE

Web-ISAPI- &

o

Web-ISAPI-Tfi%k2s

o

- Web-BI2TE
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o Web-EIBZHIA
o Web-filxTE
« .NET Framework 4.5 &g

o NET #EZ2 4.5 ASP.NET AR

> .NET WCF fRS3 4.5
o NET-WCF-TCP-PortSharing45

TE&E StoreFront 28, FJLUE IS Mt shEI AR E R IReh2s. RS B[/APHPIEIRS 3
+, IS A StoreFront FIFEXT IR 124 AE(E],

B
Storefront™ RSB 23 TUHEA TEK !

o AMESS I T 2 NERICPU, BN 4 NERL CPU
« RAM: 4GB, MESTAFENEAZIRE 700 15,
o 7ZfiBZE|A) -

o StoreFront ABEZE 250MB,
o N NFEE 30MB, RIS TN AEE— M,
o WFENTERTWEENNAREE, F£E S5MB, A 0E 1000 MUKkE T 8MB,

o WRIBEER, A IS BEXHREEBHZEE, B5SH Microsoft X TEE IS BEXHE
BRI A,

o 79 StoreFront iZ#T B EIRMEEBAIZEE], FIANBER T, StoreFront AT NIRSZHRE 1GB H
&Ko StoreFront BB EEE 1 MERRSURENNARNE 3 MRS (NABEERS. 517
WIEARSF Web kit Receiver fR%2) » B XIFEHER, BEIR HEXHF.

&L
StoreFront EAA M Fim O TEE, 1BERREN MEFMEMNLZIGE R FIGRIX LR,
o BPFIRFEA HTTPS B HTTP %3 StoreFront, @E 9 33@1d TCP ix[ 443 8 80, TR
TR P IREEIEED StoreFront, B@ERFRSIEEDAHOERIMX, HENREEAE

StoreFront, f&EEILTE IS ECEPEKFRERNmO. BiIVEER HSTS 585 Web X% 23E A
HTTPS,

« TCP %% 808 AAF :

26


https://learn.microsoft.com/zh-cn/iis/manage/provisioning-and-managing-iis/managing-iis-log-file-storage
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o FIFIRSI[/EARMNBEF . XMCERTER T WEFXAEFERNEAMEIBEMIENES SQL
Server BIEEMNB R

- AT ARFRAZENITH. XMNERTEEBER BFITH MBI,

« MNFRERFREmROPRENIEE— TCP im0, ATARSS2RAET StoreFront fRS5 282 BRVE(E.

o WNRICIFE{EASE StoreFront 512809 NetScaler faZj19#%iss, ©EEEES Citrix IREZISWM
2. BRINBERT, LISM2s{E TCP 550 8000 LinfT, BB E @ HTTPS T4 443
iE17. &2 {#H NetScaler ADC #{TH E 5%,

L4 StoreFront BY, =AZE Windows B ASERL NI FSIFIAIR] StoreFront ATHITX 4 RN GR
AEBMLE _ERERBHMIEHEMIGEE AR IERRAFERIAR S E TCP wOMRE,

StoreFront Z#F4f IPv6 MLEFINA% IPv4/IPv6 IF3E,

ETIER
% StoreFront THREE K Z2E StoreFront BY Windows AR 230 Active Directory 1%, StoreFront
TReZETEIIEH28 ko

B StoreFront £ 3% Microsoft Active Directory X B P #{TERI0IE, 1BH{R StoreFront fRE 256
MASZERKFE, SX5RFKFPEESEEXRE., X T HES BEAEHEN. T H
F&MER BMHIIE, X2RIAEXK, HEEFLUESE StoreFront SR IEERFELA (T 1EH]25.

WRIBIERMAZ LIRSS 25 £ %2 StoreFront, MM TFINEEARRTA :
- fRS52R4E
o Wi

s REXAFRAMNEBERBZANBMRIRIESZE, LTI EHEEES StoreFront BE@EM X, Ews
JECIE StoreFront ¥ &4 I IERIELE (T2 250

{8 Microsoft SQL Server f£fi&i] &=

EBI LOREE f£/ Microsoft SQL Server FfiE1Ti5##E, StoreFront x3F5 Citrix Virtual Apps and
Desktops B F#3EERY Microsoft SQL Server hrA#8[E, 1E Citrix Virtual Apps and Desktops R4t
ERA, FBR BIEE,

BhHZRMAER

Citrix B3 23F StoreFront 5LLF Citrix = @ik A—EEH,
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https://docs.citrix.com/cn/zh/citrix-virtual-apps-desktops/system-requirements.html#databases
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Citrix EE# N M KE™
StoreFront 235 L FhRASAY Citrix Virtual Apps and Desktops :

- BRI AMSKE 2507 LTSR
« BANELNAMSKE 2503
- BARLIZAMKE 2411
« BAREBNAMSKE 2407
o BAREBTZAMRE 2402 LTSR
o BRI AMSKE 2203 LTSR

BN Gateway
LUFRRAEY Citrix Gateway AJFFALNHEML ERIB PR StoreFront BY3A 1R,

« BARMX 14.1

« BARMX 13.1

1B3d Citrix Gateway BIEZERILAER ICA K. Citrix Gateway 3G LR Fim VPN (CVPN) i3
7o

APISEER

StoreFront NPT ZMihn] EE @AM ERERRED, Citrix B A LOE I At Z2ER Citrix

Workspace N AR IAIBNARENE, tLrIUTERENKEEPRIAR. §XIFHAER, BSRABF A%
T,

Citrix Workspace N 2R

IR LUEFFRE HR1Z 3589 Citrix Workspace N FTZFRRA, B3 AEMLEEREF Citrix Gateway
J518) StoreFront NS, B * Citrix Workspace N FRAIEFAEGERIHE, E81% <https://

www.citrix.com/support/product-lifecycle/workspace-app.html> .
|HRRAEY Citrix Workspace™ [ FAFERH] Citrix Receiver™ BJBERTIA T 1E, BARZZH,

7 Android. iOS 1 iPadOS £, WRFEHFETF 24.12 HrAH Citrix Workspace N BIERF, NFTEE
X EEIRE T MAAKRNNAREE.
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Web J% 8%

LA P A LER Web JEERR R AREIE. NARERFREELOBE AMELER Citrix
Workspace MR FF/UESEDN) E Web H'% 2P EEN, BIEEHMILAE, RKXBEFH
MERMEA A BYIR,

ERUT RS 2R R AR A

7£ Windows _E :

%% Edge
o &3¢ Chrome
NN 55 85

Internet Explorer %588 11*

* Internet Explorer ] Fi FEZICE N FERLHRAIEMIETLAIER Store s, HTML5 HDX &R
IHASZH¥ Internet Explorer, RILLEHAER Citrix Workspace N FAIERF EEEH R,

£ Mac t :

« Safari X% 25
« &3t Chrome
o MY 25

1£ Linux Lt :

« &3t Chrome
o NGNS 25

B X ERAEATF HTML5 B9 Citrix Workspace N BIERFEid Web X2 EHR R FNEZER, 15
27 EATF HTML5 B Citrix Workspace R FTEFE X140

Citrix Web ' B

AT IRSELGFRIARTE, BINAFF Citrix Web M BRINEIH Web X528, B XEK, 1FEIH Citrix
Web *}-\-Eo

IBhRIZ &

|HAR Citrix 2 ima] LAEH XenApp Services URL A [8)ZHAESZ FRAY StoreFront FfE. XenApp
Services URL /7 Citrix Receiver 3.4 Enterprise N8 RHRATR P iniE I AEERIREREREMIBRR
X LIEEEFA, FRERRNRAPER.
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https://docs.citrix.com/cn/zh/citrix-workspace-app-for-html5/system-requirements.html
https://docs.citrix.com/cn/zh/citrix-workspace-app/workspace-web-extensions.html#supported-browsers

ZEEFEK

¥¥ Citrix Workspace AR EEEFESER

Citrix M7 5EEEPLER@EA A A (CAC). EEERINMESHEARATE T AZHBRIIE (NIST PIV)
TR L USB %ﬁ‘é“ﬁ’“ﬁﬁﬁ’\]%@"lﬁo BRI UERTS USB S A/E 8 F#OI&&E (CCID) FiseH
HEEPREREZRS (ZKA) 1337 1 2EBEFIRFERIEMTUIRFER. ZKA 1 EMIURFRE
KAPREEFRBAR R, TS'Z?%ﬁT’@;eﬁ:E’\J SBEEFIRFER, TUE 2 {EFEE FHEHRETEA
PIN &) . FFEMURRERURETREFESER (TPM) SR ERIEEF.

3tF Windows &%, HeEEZIFET Microsoft NAITEN/EEEE (PC/SC) tRENTE. ENREE
K, BEEFMIRFR/RUNZRERALIFHEIRIE Windows BEHIAIIE,

B X Citrix RAZEFMPEHHNEZELR, 1EEIH Citrix Virtual Apps and Desktops XAHHIE EE
+, LUK <http://www.citrix.com/ready> o

Citrix Analytics IRSZE3R

I&A] LUEZE Citrix StoreFront, L& Citrix Workspace 2R A] LURHERIE &% F| Citrix Analytics AR
%, EEBEIFHERECitrix Analytics BRSH#HITT iR, LINREZIHUTIR !

« JB1E Web FIL5251H8]AY Store,
« @EERT Windows B Citrix Workspace 2R 1903 S E ShRAIAIRIAY Stores
« BIERTF Linux BY Citrix Workspace M ABTER 1901 (& mhikAiF a8 Store,

LA Citrix Virtual Apps and Desktops. Citrix Desktops as a Service 3 Secure Private Access
RTRIERY, BEEXRENIEEEUTE, & XA Citrix Virtual Apps and Desktops X {J N 2
E,JE TIZI IEN )Y ]ﬁ%'ﬁl mﬁﬁ%Ir_o

s MABHELERREENN BEEFE2RNEI.

o (AN%) AR, BANBAREFRFAGERN, KRR 5ER X7 —RERENAREE
&,

o EBR—NEINR, UEBIAFTE StoreFront Wik _EEXHIRFIN B2,

o (A%) WA, EEANBMPEET \ MUEIEXHREREN, 0, Ee]LURIESEEII NV
RREF#ITHE, HEBNARFHRERFP BEEIEN AR, 72N REEMiLE N AR ED
5, K NERERERTIRURS AN PN BERF.
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https://docs.citrix.com/cn/zh/citrix-virtual-apps-desktops/secure/smart-cards.html
https://docs.citrix.com/cn/zh/citrix-virtual-apps-desktops/manage-deployment/applications-manage.html
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XET

BA LB M FRTE KEYWORDS: [keywordname] MifNEINBREFERRARERNDXEF, 20
XEF 2B HEEAZER DM ; B0, KEYWORDS:Accounts Featured » X*EFAILLUETZMAR
fEF -

 TENBERF - H2H RN AEEIRE.
- B2 HENAEFE.
« REXBFEBERHRE X

X BFHIN R

Rl SN B RINE ETET £, SWERR
B, FPTEMNETTETTE SRR E] 14 5 A
B, WMRANAEERRT BT, Mtk
EXEKo

BE SAPERINAREEN, VABRFIEES
B EpBGR AN B E TR R, A RTLAEY
HERI N FAEF. MRANAEIERAT
Wi, MR

TreatAsApp EATEME, 8% StoreFront SFEA AN FAFE
F. RSEERTNMNAREEIFMAE R
EHEMF Lo b5, Bt RECE AR EHME
EHRITLIIRE, HAFPEREINAREEMLL
B, KSEMAcEmER, FERRET
Desktop Viewer 3518,

RiF=" L FE" Hrh application FRRAMEZENHIEF. X
i& T Windows L Citrix Workspace N BiEF
FHEABNAER. XRRMNRAMEZEN
R 2R R A S MR TR FIER AT A, MR
MIBRAMEZENEER, BXFHAER, 18
BRI EAMN BIEFIHRNBER.

FE M RE FEAZMRREN, IEEXRET primary 9L
RIRARFTTHEE X 2F secondary Ao
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https://docs.citrix.com/cn/zh/citrix-workspace-app-for-windows/install.html#set-local-app-access
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EREIEfREE

StoreFront™ G B FLEBEIH AR, ERILTE Studio FENIHA)HER, X0 AT iRiEXLE
EREIA RN E R FHIEL TR R TH, XF

« Citrix Virtual Apps and Desktops 2407 i E=mhRA. B X IFMER, BEERE X TIARREEIN,

« Citrix Desktops as a Service, B XFHER, BEBHE X TiHR KA,

StoreFront KB FEREIH AR -

%5 £ pu |
Citrix.ClientUserAgent B imR AP AR Mozilla/5.0 (X11; Linux

x86_64) AppleWebKit/
537.36 (KHTML, like
Gecko) Chrome/
51.0.2704.103 Safari/

537.36
Citrix.StoreFrontStoreu P &R SR https://
rl URL storefront.example.com/
Citrix/Store

=3 StoreFront

Eoe ]

ELREEMECE StoreFront ZHl, BEERFAENR,

Z3E StoreFront

EE

FEERER S StoreFront B HILBATE RN BIEERR, BHRERFIBNARIREFHAIEXH, HEE
HRG LERETITHMES HIRE.

1. MStoreFront THIIE FHRRERER. TEERWEILTE Citrix Virtual Apps and Desktops BR{&
B \x64\Storefront BEZRFE,

2. FHEEFAMEERNERKFERE StoreFront RSS2,
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https://docs.citrix.com/cn/zh/citrix-virtual-apps-desktops/install-configure/delivery-groups-manage.html#about-access-policy-rules
https://docs.citrix.com/cn/zh/citrix-daas/install-configure/delivery-groups-manage.html#about-access-policy-rules
https://www.citrix.com/downloads/storefront/
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3. ¥3 CitrixStoreFront-x64.exe, FUEIER ST,
4. FHEHEZIFAN, RERET—F,
5. NREMEBMNERM TUE, BRET T

6. T HAEFLTETHEL, WEIHNERZENVESRMAH StoreFront B¢+, AERTRE,

7. RESTHG, B

StoreFront

Successfully installed StoreFront

StoreFront has been successfully installed.

& Internet Information Services (115 installed successfully,
& StoreFront installed successfully.

& Citrix StoreFront 2203.0,0.29 installed successfully.

start automatically after you click Finish.

Mote: StoreFront must be configured before it can be used. The administration console will

8. StoreFront AIRERBEKREFEIATTM R R, BHEIENEHIZE.

9. J§ HTTPS EZi& Microsoft Internet Information Services (11S), B * 8, FLFEH HTTPS

{£1F StoreFront,

BEE SR RTEZE StoreFront

1. FREEXRMEIEAN R ERE] StoreFront fRS5 23,

2. WEIRMNERENFRH THA, $Z CitrixStoreFront-x64.exe, FHIFiZ XK & H13AR 53 28 L AYIGE

&,

3. EMTIREAN T, SNBSS REXHHIXHRABRAUTGHS
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CitrixStoreFront-x64.exe [-silent] [-INSTALLDIR installationlocation]
[-WINDOWS_CLIENT filelocation\filename.exe] [-MAC_CLIENT
filelocation\filename.dmg]

/A -silent SEUAFRBA S NLLE StoreFront REXEHH, BIABERT, StoreFront ZEE1E C:
\Program Files\Citrix\Receiver StoreFront, B2, EBJLAfEFR -INSTALLDIR 2 iEEFRRNE
EAIE, H installationlocation B %% StoreFront E R, MREITEIFIRS B[ ENRS 234
B—&B5?, M StoreFront TEAIEM 1IS MikigiE. YEERENILR ID BERERS S LR
F—.

AP Windows 3¢ macOS £/ Web R8s T H N AREIER, MREAER AN
Citrix Workspace app, RSB M Citrix s FTHHLZEER THFSBIMEN Citrix
Workspace app. f&ErIM{EeRIIT, UERF M StoreFront AR5588 T Citrix Workspace app
BREXHE, BEXFAGRR, BERAEBENFEAR ETHR.

NREREITILERBER, 151EE -WINDOWS_CLIENT #1 -MAC_CLIENT B8, U750
i&FF windows BY Citrix Receiver 33&FHF Windows BY Citrix Workspace app, MUAGERTF
Mac B9 Citrix Receiver 3(3&FHF Mac B Citrix Workspace app &4 & #E) StoreFront Z3E
FPHMERAIE, ¥ filelocation BNV EZE & HINTEXHNER, ¥ filename BIRALENX
HH%F5. BT Windows B9 Citrix Workspace app MU EERF Mac B9 Citrix Receiver Z5&FH
F Mac B9 Citrix Workspace app ZEXHEZTEEM Citrix Virtual Apps and Desktops &£/
B,

Windows Server 2019 _tH .Net Framework 4.8 EE % B

.Net Framework 4.8 & Windows Server 2022 ERITIRELH M, {BRE Windows Server 2019 _EHY
LAY, MRAIEIE Net Framework 4.8, CitrixStoreFront-x64.exe REZFIFIEIT Net
Framework 4.8 Z#12F, MRIEEFERIMER .Net Framework FE, WA gEEEEHECHIRS T
AESTAX .Net Framework 4.8 Y% 3%, SAfGF BER L StoreFront, #RMEIETEETT PowerShell &

&, WAlgeR&EXME R,

MNRFEEFHESN, CitrixStoreFront-x64.exe FHRIY, 2 EREFoIENED. MNRTZENTERER
B, SRUBIRAERY, ENFHEREFR AFEFREM. EXMIERT, CitrixStoreFront-
x64.exe HIZFHR[E] .Net Framework 4.8 ZERZFFHEMIEMINHEE IS, EFMNEFREINHEL
REZ R :

e ERROR_SUCCESS REBOOT_REQUIRED 3010

« ERROR_SUCCESS_REBOOT_INITIATED 1641
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F7E IS PIEERNRZE, NABEMNMILERZt Al LTE StoreFront EIRZEHI & T, &BE, &RE
155, BRIIEREENBEEREAER, HEEES Auth , MNWEERSNEBEEEREER,
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HEBGES web o U0, WFNAMEIERELIERTE /citrix/Store , BRRIRSHIREZEN /
Citrix/StoreAuth , FUULEYE&RTEJY /Citrix/StorewWeb o

fFlan, EBFRENERE AN /citrix/Store MINAEIERS, BEETUATHS
I Get-STFStoreService -VirtualPath '/Citrix/Store'

INRIGERS VirtualPath, MEREEIFAERS. WRIE—1RS, W PowerShell 2FEM BN
o

IR ID

R cmdlet 2T siteld B, WREER—ARSHLBRE IS Rk EEZMEHE, Wpdis
E siteld o MMRERE—NiER, WARFERZEEH,

N LS

StoreFront B & —LRBIRIA, XLHAAITF %ProgramFiles%\Citrix\Receiver
StoreFront\PowerShellSDK\Examples XA, E0] LUHXLERIA B ERIE B S BRI AR
o

- Use the PowerShell ISE, Visual Studio Code or a similar tool to edit
the script.

- Use variables to assign values that are to be reused or modified.
- Remove any commands that are not required.

- Note that StoreFront cmdlets can be identified by the prefix STF.

=l 1P
BIZERERE A gIE— 1 ERHE, HRa3— 1 EE

T B CVAD 52 BY StoreFront 1255128,

ellfepum o RIEIEIES HIA : ERI— T HIARREL L, AEERIMNZT
iR IIEE.
IZEARERHM X RZIZHIEEE A ERI— P EIARREL L, FINEENS

EEMMX, URHEEFNAF KL,
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tIERRENE
WUTFRAIBT T MASIZEET — CVAD MR E R EBE,

Friaz e, 15 RIRER Get Started FIFIREIT BIR(E, WRBIRTUBEN, UERBATFEE
StoreFront SR E RIS,

AT T HANS N2 EEMta. XFEHTEEEXECHIRA,

o GEEIFMNIBERH S APTER StoreFront #3R, 7EIML PowerShell kA F, REEE A,

Param(
[Parameter (Mandatory=$true)]
[Uri]$HostbaseUrl,
[long]$SiteId =
[ValidateSet("XenDesktop", "XenApp", "AppController", "VDIinaBox")]
[string]$Farmtype = "XenDesktop",
[Parameter (Mandatory=$true)]
[string[]]$FarmServers,

[string]$StorevirtualPath = "/Citrix/Store",

[bool]$LoadbalanceServers = $false,
[int]$Port = 80,
[int]$SSLRelayPort = 443,

[ValidateSet ("HTTP", "HTTPS", "SSL")]

[string]$TransportType = "HTTP"

# Import StoreFront modules. Required for versions of PowerShell
earlier than 3.0 that do not support autoloading
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Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Authentication

Import-Module Citrix.StoreFront.WebReceiver

o IRIERMR $storevirtualPath BEMEHHILIEH Citrix Receiver for Web AR5 BIREHLUER
2, $StorevirtualPath [EF StoreIISPath , EAMEIMEREIAAZR IS FHERE,
Itt, 7£ PowerShell 1, EfJBEH /Citrix/Store . /Citrix/Storeweb IY /Citrix/
StoreAuth o

# Determine the Authentication and Receiver virtual path to use based
of the Store

$authenticationVirtualPath = "$($StoreIISPath.TrimEnd('/"'))Auth"

$receiverVirtualPath = "$($StoreVirtualPath.TrimEnd('/"'))Web"

- WIRFEREFEEE, WEBE—TFEBE, NARMPAFE StoreFront BS54, -Confirm:
$false % T HEIABRE AT AL AV E K,

# Determine if the deployment already exists

$existingDeployment = Get-STFDeployment

if(-not $existingDeployment)

# Install the required StoreFront components

Add-STFDeployment -HostBaseUrl $HostbaseUrl -SiteId $SiteId
-Confirm:$false

elseif($existingDeployment.HostbaseUrl -eq $HostbaseUrl)
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# The deployment exists but it is configured to the desired
hostbase url

Write-Output "A deployment has already been created with the
specified hostbase url on this server and will be used."

else

Write-Error "A deployment has already been created on this server
with a different host base url."

s NREEENEBBRERFE, WIE—FNSMNRIERS. RIANAFRRNEBESHIIES
ABERA.

# Determine if the authentication service at the specified virtual path

exists

$authentication = Get-STFAuthenticationService -VirtualPath
$authenticationvVirtualPath

if(-not $authentication)

# Add an Authentication service using the IIS path of the Store
appended with Auth

$authentication = Add-STFAuthenticationService

$authenticationVvirtualPath

else
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Write-Output "An Authentication service already exists at the
specified virtual path and will be used."

o MNREEENEMBEREE, VWEIB— 1 HHBEERS, ZRSEEE— 1R (HBFA
1) , H{EREE $XenDesktopServers F7E X HIARSZ 85,

# Determine if the store service at the specified virtual path exists
$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

if(-not $store)

# Add a Store that uses the new Authentication service configured to
publish resources from the supplied servers

$store = Add-STFStoreService -VirtualPath $StoreVirtualPath
-AuthenticationService $authentication -FarmName $Farmtype -FarmType

$Farmtype -Servers $FarmServers -LoadBalance $LoadbalanceServers

-Port $Port -SSLRelayPort $SSLRelayPort -TransportType
$TransportType

else

Write-Output "A Store service already exists at the specified
virtual path and will be used. Farm and servers will be appended to
this store."

# Get the number of farms configured in the store

$farmCount = (Get-STFStoreFarmConfiguration $store).Farms.Count
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# Append the farm to the store with a unique name
Add-STFStoreFarm -StoreService $store -FarmName "Controller$
($farmCount + 1)" -FarmType $Farmtype -Servers $FarmServers

-LoadBalance $LoadbalanceServers -Port $Port °

-SSLRelayPort $SSLRelayPort -TransportType $TransportType

« EIEER IS EHRBRERNM—1MLG, LOniRE LEeZrEER AN ARER.

# Determine if the receiver service at the specified virtual path
exists

$receiver = Get-STFWebReceiverService -VirtualPath $receiverVirtualPath

if(-not $receiver)

# Add a Receiver for Web site so users can access the applications
and desktops in the published in the Store

$receiver = Add-STFWebReceiverService -VirtualPath
$receiverVirtualPath -StoreService $store

else

Write-Output "A Web Receiver service already exists at the

specified virtual path and will be used."

- NEER A XenApp BRSS, UEIRIBHI Citrix Receiver 3¢ Citrix Workspace W B2 & P imA]
DUEERIE R BN BRER.
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# Determine if PNA is configured for the Store service
$storePnaSettings = Get-STFStorePna -StoreService $store

if(-not $storePnaSettings.PnaEnabled)

# Enable XenApp services on the store and make it the default for this
server

Enable-STFStorePna -StoreService $store -AllowUserPasswordChange
-DefaultPnaService

B : QIR ERE
TR — MIARER ERINT — N REERIANS TS,

FFoiz B, ERBIRIRIR (Hoet-started) FRIFMEIS BIRIE, AILUERALRT R EE IR, UER
BT B8x5h1t StoreFront ERERIRIA,

ATIFEREY StoreFront £ERHIHIAR S M EDHIER. XFEHTEEEXEHCHHZA,

o REFRIRVBERHS AFTEDR StoreFront 1#3R, EIMLIRAR PowerShell FARZEZ Ao

Param(
[Parameter (Mandatory=$true)]
[Uri]$HostbaseuUrl,
[Parameter (Mandatory=$true)]
[long]$SitelId = 1,
[string]$Farmtype = "XenDesktop",
[Parameter (Mandatory=$true)]

[string[]]$FarmServers,
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[string]$StoreVvirtualPath

"/Citrix/Store",

[bool]$LoadbalanceServers = $false,

[int]$Port = 80,

[int]$SSLRelayPort = 443,

[ValidateSet ("HTTP", "HTTPS", "SSL")]

[string]$TransportType = "HTTP",

[Parameter (Mandatory=$true)]

[Uri]$GatewayUrl,

[Parameter (Mandatory=$true)]

[Uri]$GatewayCallbackurl,

[Parameter (Mandatory=$true)]

[string[]]$GatewaySTAUrls,

[string]$GatewaySubnetIP,

[Parameter (Mandatory=$true)]

[string]$GatewayName

Set-StrictMode -Version 2.0

# Any failure is a terminating failure.

$ErrorActionPreference = 'Stop'

$ReportErrorShowStackTrace = $true

$ReportErrorShowInnerException = $true
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# Import StoreFront modules. Required for versions of PowerShell
earlier than 3.0 that do not support autoloading

Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Roaming

o BT AFIERRGIAKRZNER IR StoreFront BiE, EARIERY BUZFHRZHI,

# Create a simple deployment by invoking the SimpleDeployment example

$scriptDirectory = Split-Path -Path $MyInvocation.MyCommand.Definition
-Parent

$scriptPath = Join-Path $scriptDirectory "SimpleDeployment.psi"

& $scriptPath -HostbaseUrl $HostbaseUrl -SiteId $SiteId -FarmServers
$FarmServers -StoreVirtualPath $StoreVirtualPath -Farmtype $Farmtype \°

-LoadbalanceServers $LoadbalanceServers -Port $Port -SSLRelayPort
$SSLRelayPort -TransportType $TransportType

- REVEERMERCENRS, RAFTBEEFRCIIUZFFTZNNTR

# Determine the Authentication and Receiver sites based on the Store

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$authentication Get-STFAuthenticationService -StoreService $store

$receiverForWeb = Get-STFWebReceiverService -StoreService $store

« 7 Citrix Receiver™ for Web fRs5_EE B CitrixAGBasic, ZiRS A Citrix Gateway #H1Tix
RiFRIFTAER, MZIFRITYFIREY Citrix Receiver for Web CitrixAGBasic 1 ExplicitForms
B1RIIEA Eo
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# Get the Citrix Receiver for Web CitrixAGBasic and ExplicitForms
authentication method from the supported protocols

# Included for demonstration purposes as the protocol name can be used
directly if known

$receiverMethods = Get-STFWebReceiverAuthenticationMethodsAvailable |
Where-Object { $_ -match "Explicit" -or $_ -match "CitrixAG" }

# Enable CitrixAGBasic in Receiver for Web (required for remote access)

Set-STFWebReceiverService $receiverForWeb -AuthenticationMethods
$receiverMethods

. TEHRIERRSS LB CitrixAGBasic, XZ2ini2ihaIFA A EM,

# Get the CitrixAGBasic authentication method from the protocols
installed.

# Included for demonstration purposes as the protocol name can be used
directly if known

$citrixAGBasic = Get-STFAuthenticationProtocolsAvailable | Where-Object
{ $_ -match "CitrixAGBasic" }

# Enable CitrixAGBasic in the Authentication service (required for
remote access)

Enable-STFAuthenticationServiceProtocol -AuthenticationService
$authentication -Name $citrixAGBasic

o AIN—THFBZAZIGEM X, RHEENERYFW IP ik, HFE MBI ELHITIZIZ,

# Add a new Gateway used to access the new store remotely

Add-STFRoamingGateway -Name "NetScaler10x" -LogonType Domain -Version
Versionl0_0_69_4 -GatewayUrl $GatewayUrl °

-CallbackUrl $GatewayCallbackUrl -SecureTicketAuthorityUrls
$GatewaySTAUrls
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# Get the new Gateway from the configuration (Add-STFRoamingGateway
will return the new Gateway if -PassThru is supplied as a parameter)

$gateway = Get-STFRoamingGateway -Name $GatewayName
# If the gateway subnet was provided then set it on the gateway object

if($GatewaySubnetIP)

Set-STFRoamingGateway -Gateway $gateway -SubnetIPAddress
$GatewaySubnetIP

# Register the Gateway with the new Store

Register-STFStoreGateway -Gateway $gateway -StoreService $store
-DefaultGateway

A IEREAREREMNXNTEHEHE
LR REETZaBEA, W7 — " EERERMM X IZRIRIEHRE.

Fohzal, IEMERIRE A RiERiS BigE, WREIRILUERFmAAERITEENX, UERBT
B5h{t StoreFront ERZEHIBIA,

T R A
ATIFEREY StoreFront ERHIHIAR BN DHIER. XFEBTEEEX HCHIHA,

o REHIRLIEERHF S AFHRD StoreFront &=1R, 7EIA PowerShell iy AF, FFEEF Ao

Param(
[Parameter (Mandatory=$true)]
[Uri]$HostbaseUrl,

[long]$Siteld = 1,

[string]$Farmtype = "XenDesktop",
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[Parameter (Mandatory=$true)]
[string[]]$FarmServers,

[string]$StorevVirtualPath = "/Citrix/Store",

[bool]$LoadbalanceServers

$false,

[int]$Port = 80,

[int]$SSLRelayPort = 443,

[ValidateSet ("HTTP", "HTTPS", "SSL")]

[string]$TransportType = "HTTP",

[Parameter (Mandatory=$true)]

[Uri]$GatewayUrl,

[Parameter (Mandatory=$true)]

[Uri]$GatewayCallbackurl,

[Parameter (Mandatory=$true)]

[string[]]$GatewaySTAUrls,

[string]$GatewaySubnetIP,

[Parameter (Mandatory=$true)]

[string]$GatewayName,

[Parameter (Mandatory=$true)]

[Uri]$OptimalGatewayUrl,

[Parameter (Mandatory=$true)]

[string[]]$0ptimalGatewaySTAUrls,

[Parameter (Mandatory=$true)]

60



CITRIX® STOREFRONT 2507 LTSR

[string]$0OptimalGatewayName

Set-StrictMode -Version 2.0

# Any failure is a terminating failure.
$ErrorActionPreference = 'Stop'
$ReportErrorShowStackTrace = $true
$ReportErrorShowInnerException = $true

# Import StoreFront modules. Required for versions of PowerShell
earlier than 3.0 that do not support autoloading

Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Roaming

- ERZRIRERE AU EC EE AR EH ANNZIZ 1180

# Create a remote access deployment

$scriptDirectory = Split-Path -Path $MyInvocation.MyCommand.Definition
-Parent

$scriptPath = Join-Path $scriptDirectory "RemoteAccessDeployment.psi"

& $scriptPath -HostbaseUrl $HostbaseUrl -SiteId $SiteId -FarmServers
$FarmServers -StoreVirtualPath $StoreVirtualPath -Farmtype $Farmtype °

-LoadbalanceServers $LoadbalanceServers -Port $Port -SSLRelayPort
$SSLRelayPort -TransportType $TransportType °

-GatewayUrl $GatewayUrl -GatewayCallbackUrl $GatewayCallbackUrl
-GatewaySTAUrls $GatewaySTAUrls -GatewayName $GatewayName
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« PMNEENRERSMX, FNEEBEMXTIRPIINE.

# Add a new Gateway used for remote HDX access to desktops and apps

$gateway = Add-STFRoamingGateway -Name $OptimalGatewayName -LogonType
UsedForHDX0Only -GatewayUrl $OptimalGatewayUrl
-SecureTicketAuthorityUrls $0OptimalGatewaySTAUrls -PassThru

« RINAEERSUERREN X, FMEHFEDECLRKBIEEML RIS,

# Get the Store configured by SimpleDeployment.psi

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

# Register the Gateway with the new Store for launch against all of the
farms (currently just one)

$farmNames = @($store.FarmsConfiguration.Farms | foreach
{ $_.FarmName })

Register-STFStoreOptimalLaunchGateway -Gateway $gateway -StoreService
$store -FarmName $farmNames

AdEEZA URL

EK URL BEERE LI EMREIEFMEM StoreFront BRSZHY URL 1R, EXTMEABF BT EHEERE
BIERE (MIFEBH Citrix Gateway) HJ URL, 540 https://storefront.example.com o HEH
T2 http 3¢ https o BEINEIREFER https o
o WFRBEAFIERNVBRSFETE, BRAIRS S URL,
- NRAFBIAESERERE, FRAMDTESERN URL, BEXAERAFLEERE, UE
StoreFront £id fa Zi 2R #H 1 TAERE S,

EFEREAXN URL :

1. 7 Citrix StoreFront BEIRZEHI SR EME &S, EZF RSFA T =
2. TEEFFERT, BHEHEX URL..,

3. HAZRT URL.

4. ¥R
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Change Base URL

Maodify the base URL for services hosted on this deployment. For multiple server
deployments, specify the load-balanced URL for the server group.

Base URL: | hitps://mysto refru:-nﬂ;’

o e

AidERfRSS 34
AT RIMARNAEENE, BN ZEASHSEREE, URSFANWEREE 2 SHEZHEBY
StoreFront fR5525. StoreFront RTEARSS 258 8)[F]*5 Ao & A U 23R

ETEZIRSHREE, T —RAFEA—CIRSBRELIRSZHFANEE., AR Citrix StoreFront EIE
IS RIEEEPRE M EMARS 2R L51T. EEN/G, (#propagate-local-changes-to-a-server-
group) ABRENBEFHEE—H.

EERSSHRA

£ StoreFront EIEZEHI A, EAMBIRIRINE R, % Server Group, X B RARS2EHEY
RS2 E. EAX URL. IRE[RIERRERT RS

FrhRSs s AR MBI ARSS 224

FEIEERINEIARIARSS 25 £ %3 StoreFront (Z &, EHARMUTEI :

o IEERNINRIARSS 280 5 40 R ELth Ak 5525 E B BEIIRARY StoreFront,

- BEAMNRSHSHPNEMIRSHRUTE—IE, HBRIRSSREEREERMAISENE
o

« BENIBRSHSITHRERGRAM XIS EO NS AP HEMARSS BB, FXFIEES
BRERGARANKIEIZER StoreFront AR55854H.
« IS EEERMLAECE (FIENYIIEREEMILR ID) K5 AP EMARSZFEE,

p=3_ g
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B X RSB[AKXNEIL, EBIF (/zh-cn/storefront/2507-Itsr/get-started/
plan.html#storefront-server-groups).

INRIEEZNR StoreFront RS B[/UFIE FTENIRSSRAH S HMIFR, NEREEFARIMNBIAE
BN A REBARS284H 2 A1, WU StoreFront IRSZEB|/EBE RN BRINRES. EEIH (/zh-cn/

storefront/2507-Itsr/manage-deployment/reset-server-to-factory-defaults.html)

BEERT .

RS 2R ANINEIARSS AR 4EET, StoreFront ARS3 K P EAAMEIE 53 4B RIRL SN R HTARSS
#rbo XERFFEAMEERNRF EMARSHAFHSZRT . WREERHRKELR
FEESIHRNNFR SR, HERFIIRS 2 LAMEIRSIHRINER, N StoreFront TTENAMR
55an4Ho

1. BRIEHLEMAR StoreFront ZBEFRIIRS 2, FAEITH Citrix StoreFront EIRIEHIS, 1E1E
HENAMBERPIEF RSFIA TR, AEEIREERPIEE Add Server, 18 T EREIEN
EN

2. EEBFARSS 2R, £ StoreFront BEIEZEHISH, & MMANBRSIRE,
3. A MNARRS A MEES, ERINRS S EFEEINTIRSHBET. BAMN RS 2:IRE
BURARES, PAREER MA.

MARRE, HRSHOEENERUCEKINEIRSRNECE, HFRIFTE EMMARS SR ERH
AR5 2R B9IF (S 1T EH.

Join Server Group Add Server

To authorize this server, first connect to a server in the group and choose “Add

; ) ) o “2012R2-B" added to Server Group
Server”. Enter the provided autharization information here.

Authorizing server: | 2012R2-A I Details -
Authorization code: Servers Status
' 2012R2-8  Completed
o |

4. FHARSS 2RI AT E =R,

EEIEZIRSEESME, —XAHEFEA—aRZBINIRSZI:FANVEEHITER, AR Citrix StoreFront
BRI S R ESETNEMNEMIRSE S L5517, BB ERERE B RE N IE BRI AP A E
k28, LAREBNEHENIRE—E.
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MBRS5 3248 P BRARSS 28

1. MNaESEERPRIFRIRSS 88,

2. BRIRSF[ATRERLEMIFRAIIRS B 2 HER—EIRSS 280
3. ¥TFF StoreFront EEBIEHIE,

4. ERPRTLEIR, % BRS33R4E

5. e MFRARSS 28

6. SR EMPRAIARS 2R

EEMIFREY StoreFront fRS5 28 AT AR A NBER S A ERIARS AR, EOIREEENH
RIS, BEH HRSHEENH FRINRE

R A E L HERIARSS 284

N—alRSEHAITEEENRG, DI XEERERRSHFATHIPIEHMARS S EERERR
B FohETIRY, XEFER AT LUERIA TR SR AR U N E S ERREBNHITEH. ETlT
HEAEHERY, EARFREIRSSREEF A, BT EETERE—THEL,

EEREEN, BNREERPERERES
EERT:

e &R, ARHEMARS S EFMSBI T ESER R EF. MREEHTIRSHOERE, 15
RESEZREIATEMRS SR, UBREUENREPHNARRS HE BB ERXLEE
o

HPARSS IR EE RS R aE

« FiE web.config XHHAZR, EHETE StoreFront AL,

e C:\Program Files\Citrix\Receiver StoreFront\Receiver Clients FIAZ, #&0 c:
\Program Files\Citrix\Receiver StoreFront\Receiver
Clients\windows\CitrixworkspaceAppWeb.exe #1 C:\Program Files\Citrix\Receiver

StoreFront\Receiver Clients\MAC\CitrixWorkspaceAppWeb.dmg o

o WFEFMNAEEML (FI70 c:\inetpub\wwwroot\Citrix\Storeweb ) , contrib .
custom # customweb XHEKHAR, XLEXHFAFREMLLEE X I,

« Citrix Delivery Services iE BEFHEHIANE, EBEFhSANEEIEFRRHEIER (CRL) R (BX
PEAM CRLFFMER, BERIEPREYIR (CRL) KE, ) .
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xR

1JIREIES Propagate Changes #& it S HEMIRS 23R E . EBohAE, THEED
Propagate Changes £55,

EEITRBUER

LIZOENFAEERY, StoreFront RTEARS aRAHIBIE— Microsoft AT B1Z(#5 12 (ESENT) #
1EE, BTEERER (BIRITIRE) 8B, 1 StoreFront fRE2AINEH, SEIRESH[EEIFE
CHEIRERIAR, WMBERNEFRENHEREHMARSEE, UBRAFTICEESWMERSS
#REE RIS,

A, 8RBT LURH YR SR /75 7E SQL Server BUEBES, B X IFMER, B2 £ Microsoft SQL
Server TZETT IREIE.

BEEENFABEIEREAA ESENT #3EEXE SQL Server #3EE, 1EERALLT PowerShell il
*

$store=Get-STFStoreService -VirtualPath '/Citrix/Store'

Get-STFStoreSubscriptionsDatabase -StoreService $store

ETRWR B

£ ESENT #UEER, Fe]LUFER PowerShell BIBWEI IR, B X 1IFHAER, HER BEWE
FHHE, R SQL Server #iEZERY, EAILUER SQL BIBIEH.

TERR S5 2R 2 18] [R5 Ui e

TARERSBARNRS B2 AEHES, NREESMRSRA, NALERE Cirix Files ME
SERSSRAZARSTH. AXHMAER, B8E TR,

EERITRBEE
HISRAEFA A AR, MUATLAER PowerShell cdlet ETRRSREHIIRE R

pi i SANVIE ¢
BERHS T EEERE — 2 T R BURER X+ KN EIEFE.
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1. 7£ StoreFront fR5525_E1ZLE Citrix Subscriptions Store fRS5. 18 Citrix Subscriptions Store AR
FIEEE(T, MR ERBRMEFEIERITIRIEE,

2. 7T StoreFront fRS388 LI BITIRAEFEMESXER @ ¢

\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1l__Cit

3. MIFRITREFMEXHRIAR, BEREMBFHEES,

4. 1% StoreFront ARS3 85 EE#T/S 5D Citrix Subscriptions Store RS,

RO LUER LT PowerShell 1A BRREIEBITTIRIEIE. UEIERB 7517t PowerShell ENEL, %
BIEGEEEIEREMIRS URBBRX AR, Itk PowerShell EEAISLIL 5 Lk Fh5 BAEREIRY
&R,

EIhia1T cmdlet, Citrix Subscriptions Store fRSZ A MTEARSS 28 £iBT1T.

function Remove-SubscriptionData
[CmdletBinding()]
[Parameter (Mandatory=$False)][String]$Store = "Store"
$SubsService = "Citrix Subscriptions Store"
# Path to Subscription Data in StoreFront version 2.6 or later

$SubsPath = "C:
\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\Subscriptio
nsStore\1l_ Citrix_$Store\*"

Stop-Service -displayname $SubsService
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Remove-Item $SubsPath -Force -Verbose
Start-Service -displayname $SubsService

Get-Service -displayname $SubsService

Remove-SubscriptionData -Store "YourStore"

S HITHRZEE

& A LUER cmdlet Export-STFStoreSubscriptions SREXEETT FEIEREH (LUBIRTOIRAY txt
XHR) ,

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/

<yourstore>"

Export-STFStoreSubscriptions -StoreService $StoreObject -FilePath
"$env:USERPROFILE\Desktop\Subscriptions.txt"

MRITEEEIEZIRSI/EFE, NMBILULE StoreFront BRSS2854A P MEAIARS 28 L5517t PowerShell
cmdlet, ARSZZRATHEEIRZSREAEIF EXNERS[VITRBIENERES B4R, MNREIAA
StoreFront fRZEZ 23 2 EIFITIHIEIS FERE, BMATHFAEIRSS[SFERIEHHITHRUETEE

ik £ 1T %R

8 Restore-STFStoreSubscriptions BEI AT HEE. EaILUER2a1{ER Export-
STFStoreSubscriptions BIZRIFIRTT A FRAY .txt XHEHED R E BIERITIRIEEE,

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/

<yourstore>"
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Restore-STFStoreSubscriptions -StoreService $StoreObject -FilePath
"$env:USERPROFILE\Desktop\Subscriptions.txt"

B % Restore-STFStoreSubscriptions WEZ{E S, 182i# <https://developer-
docs.citrix.com/zh-cn/storefront-powershell-sdk/2507/Restore-

STFStoreSubscriptions/>

E8/ StoreFront JREZ2S iR EIE
TR NIRSEHMER, THEXATAEFEERS. ERFRITHRSE2q, WEEBRNEITIRBEE,

7 StoreFront R334 _FIRRBURE
ETIRSIERRBIIRS2334H, EERITUTIE,

TE = StoreFront fREZ 23RS 23 HERE R,

e StoreFrontA
e StoreFrontB

e StoreFrontC

1. &M =PRSS SFPERA—TRIEITHEE.

2. {Z1EARS5 8% StoreFrontB A C _ERIITIRFMEARSS. LHIRIERIFALEARSS2RTE E#T StoreFrontA HAiE]
RIXRSIEWT AR,

3. BFRARZ: 23 StoreFrontB 1 C ERYITIRIEIE, XA LARS LIEIE R RIIT IR B3R AR ITAD,

4. £ Restore-STFStoreSubscriptions cmdlet 7£ StoreFrontA iR FEEIE. TEEILITIREE
ARSS, tBEFEFRR StoreFrontA LRVITIRIAIE (EREERRREHEHES) -

5. EFEoIARSS 25 StoreFrontB 1 StoreFrontC _ERIITIREEIRS . ARG, XLEARSSETRIAM
StoreFrontA EWEGERI A,

6. FHFABERSBEZERERD, FARIEIEURT StoreFrontA EFEMICREE, MRAERS
REAL T AL EE L, WETBERRRLE. BT WAN EEFESITHAIEHFEEE K
8o

7. M StoreFrontB #1 C SHEKIEUBIARL BT, HEF Store 1Ji#ITEER.

SAITHARIE

Y Store RAETTIHEIER, 5@ A Import-STFStoreSubscriptions, Itk cmdlet R IFRATIRAEIE
M— Store B3R5 — Store, HETFITHBIBEBS ARFHTNED StoreFront fRSS 2B {ER,
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$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/
<yourstore>"

Import-STFStoreSubscriptions -StoreService $StoreObject -FilePath
"$env:USERPROFILE\Desktop\Subscriptions.txt"

B X Import-STFStoreSubscriptions WEZ{E2, &% <https://developer-
docs.citrix.com/zh-cn/storefront-powershell-sdk/2507/Import-

STFStoreSubscriptions/>

VAR ¥ AER
THBEXHE—1TXAXME, ERSTEs—THAPITRE. 8T8 — THHIRTORIER
5

<user-identifier> <resource-id> <subscription-id> <subscription-status>

<property-name> <property-value> <property-name> <property-value> ...

Hrep:

o <user-identifier> -#%E, IMRHAFMNERFEY, IRRFTEHAFH Windows Z£1riR
o

» <resource-id> - W%FE, FRRBITHRBENZERFS,

« <subscription-id> - #%F. H—IMRITRNFRFY . WWEXRER (REHIEXHHNIOEF
T=—1ME) o

« <subscription-status> - &, TR | BEITREKRITIH.

« <property-name> #1 <property-value> - A%, ENHZTEMURINEXNFS, XLLR

T StoreFront FF i (B Citrix Workspace RFRTERF) SiTHRXBHEME. B2 MEN

BHHESHEBAMNZ N NENRR (B0, “... MyProp AMyProp B ..."R ~"MEN A. B
BEM MyProp)

B

S-0-0-00-0000000000-0000000000-0000000000-0000 XenApp.Excel 21EC2020-3AEA-4069-
A2DD-08002B30309D E2iTi# KB NIE 1
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StoreFront fRSZZ_EEER_FRIITIRBEEAR/N

IBRE K/ MB
0 6.02
1,000 7.02
10,000 40.00
100,000 219.00
200,000 358.00
500,000 784.00
800,000 1213.02
1,000,000 1597.15
1,300,000 1919.15
1,500,000 2205.15
2,000,000 2915.15

SAMSH .txt XEHAK/)

IBRE x/ MB

0 0.00

1,000 0.13

10,000 1.30

100,000 12.80

200,000 25.60

500,000 64.10

800,000 102.00

1,000,000 128.00
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BRI X/ MB
1,300,000 166.00
1,500,000 192.00
1,700,000 218.00
2,000,000 256.00
StoreFront iT 54158

RBILAfE Microsoft Windows M BEMS IR ITELER (FFiR > 5517 > perfmon), a0, 2RARSEH[ L
RIITENE R A%, X StoreFront BREZ 2540 7 iEI[EH BYIE R

5 PowerShell ZE&FiTiAiH k28

Get-Counter -Counter "\Citrix Subscription Store(1__citrix_store)
\Subscription Entries Count (including unpurged deleted records)"

Get-Counter -Counter "\Citrix Subscription Store
Synchronization\Subscriptions Store Synchronizing"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number
Subscriptions Synchronized"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number
Subscriptions Transferred"

{8 Microsoft SQL Server f2fi&1] /&=
AE

AN BRI EE MS SQL Server 1 T-SQL IR EMANIR, BERAESIREB/AIEZ
B, K SOL Server WERE. FEAMNSIE,
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&

ESENT @—" AT #RAME S UEIEES 1, Windows RILUMERATE. BRIANBERT, PFAIEHRAR
StoreFront #ZFHERNER ESENT #iEE. MNREIEICENER SQL EEF/HFE, BNI1ETIY
%EEE] Microsoft SQL Server 5=,

$5 StoreFront )i 1E A SOL MIE ESENT WEBMREET T, ErILURRNER SQL BFBAXE
B, BEREMBRITIRIESR. MNRFER SQL, MEIMITHEIREHITHEXREY, TESH. BHHE
S AE ESENT ITIH$06E,

EBNIMEITIEEIEMN ESENT iT#53 Microsoft SQL Server, EZEFM StoreFront SHEBIFEE
ESENT #iBH1 7 SQL RIFERLUEITIES A, M FREEMFITRALBIBNFIEE, WP ER
=N EN, BIRRRSBRZHIT X,

=

B TMEH ST EERES StoreFront AT EMEITIREIER SQL Server £, HA&S
StoreFront 3BT EEH. PR SSEAFPARER T ; 7 SQL Server EZK § 281,
RARTERN. HERXEBVENEIR. EREHRE, RRMATTUSKRENER. AT
5§/ ESENT BY Citrix Subscription Store BRSZ {2 LERIE TR,

"R -

8 ESENT 8 SQL Y, EZE T KEYWORDS:Auto 8 KEYWORDS:Mandatory BIZ&RITH
FRERE. MRAFMNERPEASE— KEYWORD, NYBAFREXERN, SBHEIEHN
SQL T2 %o

ESENT # SQL Server H{L %

ESENT SQL
AINRIE, THRIGHNECERN A FFaRN B TEE, FJUERA T-SQL BifiZtigiFe
FA"StoreFront, EIMTRABUE. SIFRIREERE AP RYIE

Fo NIRRT TNARER. XIZEHR
APPSR, RIFRRBFRESIRAFHNR
VERPHIE, PRI EFRRIEH 2R
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ESENT

ERITRES AT, FIUEREMEE
TRERSHRAZENEH, ESH EEEITHE
27

UREBITAEIER, SQLEFKER, R
TR EIBKIT A EEEFH, ESENT BAIgE#E
BEREK

ESENT 1 SQL Server Bt

ESENT

TR B ERITRNSE. SE28dS
HEY txt XEHITITERF. BASHAEFRS
ABMTASIERF. FIERECRAEHRMNER
RAEIHETRIER, XEFENIXEZHHE.

BRZS eRAHEIE StoreFront BRSS 2R EB WA LE
1P ESENT BUEEREIAR. ARDEBRT, It
BRI RERTEARSS B AAN A AR SS 2R4A 2
EHIAED .

MWEAE

p=3_ g

sQL

A, PINEEERYIRBIERR S HNECHTHY
RATHERIERETo

5 StoreFront f##8, EILTE StoreFront A4k
FIEREHMITIRBE, RARIBREERMN
SQL Server ko TE&EHINMIIF StoreFront,
FER SQL F1DEREEFHLH,

AR5 aRHFR A R HZ 1T BRI AR,
MR AR SS 282 B R E = BV R R 25 1R)
HYRTEEM.

SQL

FEEAR SQL B AFIIRMER IS, FIEES
EME SQL FRIE, XN StoreFront #iE
MEEMA, AiZ, Citrix Virtual Apps and
Desktops #IEESLFIB RIS StoreFront =
DR AR

EiRSHRAE EFITHBEHIEZ S, €©F

EFTEEROLEZ SQL EAIUKRE]ZIE
MWES &, XBFELZ A MS SQL AR,

TEM ESENT TREIRHIFEHZIR N SQL &
FR. ERERERIT—R,
ATEEE BRI BY Windows ARSZ 28 F1F BT iE,

B2 StoreFront ERINF &,

WNREBLIFAF TR, StoreFront FECENS NN AFEEEEE ESENT $IEZEDL Microsoft
SQL #iEE, iTIREIEMNTEES L RTE StoreFront AN AR ER S I&E R,
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Citrix® EiXFrE N A B ELIEEE B 7ERE—" Microsoft SQL Server 324 L, LEEIE
g M H R B IRAI AT EE .

ETNABERUREZE— M ERE, fiRREE(NEMEENERERNERFTTER. ENRESHER
FRNZHERRLT X BB, S TNABERERIEENRRETEH S MR R N
FAmIE,

TEEEZ TN AAEMERIE StoreFront Bf& L, MTEIEEFET ANHASERAR LZRAITTH. AJX
H—TNAEEEENER ESENT, F5—TERENER SQL, BRENXEM, FAXRIEIN
EEE REH RSB EHEIR.

RO LUER A T M A ZRATIRSBUEFGETE SQL Server H ©

AR 1 5 ESENT B93> STOREFRONT fRZ2EARZ 2R (BN

FRIANBERT, B 2.0 lRLCRBIFRE StoreFront R AEE AT ESENT BUIRETRSH[/AM R 28]
ZHEM 8 FITIAEIR. IRSSF[AMES TR ATMAEIFITRBIBENEREBIAR, ZBIAREG RS SRARPT
BHMRERY ., AREEMNEELS R, WAREATASHTEALIMNEEN Delivery
Controller EMHAFTEMEITHEIE (FINBFREFIBAFITH) HITMEEBRESHNER,

AE 2 TERTHEA STOREFRONT fRS58#14H#t MICROSOFT SQL SERVER 34l

StoreFront fEFAMZER SQL Server SE6I, FERXMMAHEUTRE MRS L. KARERT
B ERAYER StoreFront BRE, HAPEF AJaeEEIMEEN Delivery Controller 275, HEFEWNH
ITHBYE (PINMBRECERIBAAITH) RITMEEERES, BMIAFEESA AN StoreFront &
&, Citrix M2 AEATIRS2RE, HAERTEFE Microsoft SQL Bz EE L FIRIARSS 240 A
REQEBERHE, ARFERTAEEIERE,

FR 3 EBHSTHEYRN STOREFRONT RSS2 ER MICROSOFT SQL SERVER 3&ff] (##%)
PR StoreFront A3 2340 X 3 &R EERIR]— & B Microsoft SQL Server 323 SQL #fELEEF
£, XRAEPUIBERZFEWIRE, HAb Citrix BEERHEMEFRRTILEFIRLH, HEHFEX
HiTRBE (GINRRsEFRIBAFITR) RITMEEEES, HEFESTAM.
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StoreFront Server Group

SQL Server
OR
SQOL HA Cluster
L™
M ol .
SQL Server
StorefrontSQL2 SQLiInstance
e
N |
2
X
StorefrontSQL3

AR 4 8N EEDOENMRSBANZE STOREFRONT ARS8 %E A MICROSOFT SQL SERVER
]

p=3 g

XR—MEREEE, (NHERAEFSEFNZELFEMN SQL Server IR, FEBEERY
MEBCFIRIREER, F=itItiReF,

XE5AHE IR, ERET BSETFERZEHIER OB S StoreFront FRSEFAMNE
o Citrix HIE AR LUAREMERESHAREMER IR RERS e B[RS 1T IRHE, HiEFR
DHRMENIRS SAEREEDRH B 2H%E A Microsoft SQL Server £, LUISEHITTR. iRfEL
FBMMERE, EAREBEAEMEY Microsoft SQL Server ECBFNEMZE, ©RESMEHT
Microsoft SQL AR & HiTIREIERE SQL F5,
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UK StoreFront Server Group US StoreFront Server Group

US SQL Server
OR
US SQL HA Cluster

)3

SOL Server

UK SQL Server
OR
UK SQL HA Cluster

)

§(3T_ Server

US Citrix ADC

UKSQlInstance Load Balancer StorefrontSQL5S

UK Citrix ADC

Load Balancer StorefrontSQL2 USSQiinstance

StorefrontSQL3 StorefrontSQL6

Subscriber

H"IR
el LAM <https://github.com/citrix/sample-scripts/tree/master/storefront> F#&LL
TRIARIAEE BN IR

ACEBA
+ Set-STFDatabase.psl — & Store & & MS SQL FEF T, £ StoreFront R385 L35
7o

+ Add-LocalAppPoolAccounts.psl — #&F 7 StoreFront BRS3 28889 FRIZF 3t SQL #iEE
BIEEIFRINE, 7 SQL BRSES RIS 2 5517

+ Add-RemoteSFAccounts.psl — 2 TR Z24HHBIFRE StoreFront ARZ 233 SQL HUEEZERYIE
BEihRINER, 7 SQL ARSS 2R LR 33517,
+ Create-StoreSubscriptionsDB-2016.sql — €2 SQL HUEEMZEM, 7E SQL ARS8 L3517,
BIER IS ARE

+ Transform-SubscriptionDataForStore.ps1 — i ESENT Il BT RBGES HH S SQL
RIFEIUAHSF A

+ Create-ImportSubscriptionDataSP.sql — g Z— 1 ZEfi#d 2, BF S AH Transform-
SubscriptionDataForStore.ps1 ¥R EVEIE. TE{FF Create-StoreSubscriptionsDB-2016.sq] £
BRIREZME, £ SQL RS2 LB TIHHIA—X,
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#£ SQL Server FHZ{& StoreFront RSB BBWAMZ 24

7% 2 | BET B StoreFront fRSZ 25 A Microsoft SQL Server 324

7 Microsoft SQL Server LRIE—"1% <sqQLServer>\StoreFrontServers FIAMZRH, H
0 IIS APPPOOL\DefaultAppPool #1 IIS APPPOOL\Citrix Receiver for Web HIRZIIK
P, URIFARMEEER StoreFront 3t SQL #1TIRE, LtREAECIEFMHEITIREBIEESRMN .SQL
AR5, HLbEHRRARITE,

Ea] LU E A Add-LocalAppPoolAccounts.psl REBIIR,

7£5517 Add-LocalAppPoolAccounts.psl IRz BiZ 3 StoreFront, ZMIAMKFFEALL 1IS
APPPOOL\Citrix Receiver for Web REPI IS tKFBEVEES], 1ZMP7E StoreFront ZEFACE Z F
AR1FfE. 1IS APPPOOL\DefaultAppPool BT ZEE IS Web BR324 & B MEIE,

# Create Local Group for StoreFront servers on DB Server
$LocalGroupName = "StoreFrontServers"

$Description = "Contains StoreFront Server Machine Accounts or StoreFront
AppPool Virtual Accounts"

# Check whether the Local Group Exists

if ([ADSI]::Exists("WinNT://$env:ComputerName/$LocalGroupName"))
Write-Host "$LocalGroupName already exists!" -ForegroundColor "Yellow"
else

Write-Host "Creating $LocalGroupName local security group"
-ForegroundColor "Yellow"
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# Create Local User Group

$Computer = [ADSI]"WinNT://$env:ComputerName, Computer"
$LocalGroup = $Computer.Create("group", $LocalGroupName)
$LocalGroup.setinfo()

$LocalGroup.description = $Description
$Localgroup.SetInfo()

Write-Host "$LocalGroupName local security group created" -ForegroundColor
"Green"

$Group = [ADSI]"WinNT://$env:ComputerName/$LocalGroupName, group"

# Add IIS APPPOOL\DefaultAppPool

$objAccount = New-Object System.Security.Principal.NTAccount("IIS
APPPOOL\DefaultAppPool")

$StrSID =
$objAccount.Translate([System.Security.Principal.SecurityIdentifier])

$DefaultSID = $StrSID.Value

$Account = [ADSI]"WinNT://$DefaultSID"

$Group.Add($Account.Path)

# Add IIS APPPOOL\Citrix Receiver for Web

$objAccount = New-Object System.Security.Principal.NTAccount("IIS
APPPOOL\Citrix Receiver for Web")
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$StrSID =
$objAccount.Translate([System.Security.Principal.SecurityIdentifier])

$WebRSID $StrSID.Value

$Account [ADSI]"WinNT://$WebRSID"

$Group.Add($Account.Path)

Write-Host "AppPools added to $LocalGroupName local group"
-ForegroundColor "Green"

£/ SQL Server EEEEIESRTEAM SQL LAIFERARHEE, StoreFront 1 SQL Server Z[B]H

HiZEBEF RSB EE,

ﬁ 5ql Server Configuration Manager
File Action View Help

e A ERCRES

ﬁ 50QL Server Configuration Manager (Local) Protocol Name Status
o SOL Server Services Shared Memo Enabled

. S0L Server Network Configuration (32bit) - Named Pipes Enabled

W % SQL Native Client 11.0 Configuration (32bit) ,
=L Client Protocols
& Aliases
v i 50L Server Network Configuration
&= Protocols for STOREFRONTCAM2
w § SQL Native Client 11.0 Configuration
=L Client Protocols
ﬁi Aliases

BA1R Windows FFASERINIBEREE, URIFEREIROFHIESEHmOR SQL Server &F3%, %
WRITEIREVIRE P TILIR(E, 1555 Microsoft X414,

"R -
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WNREZRAM SQL SLEAIKN, BHREEZEFFTEPFEAD localhost 3 <hostname> ‘BZE
FEAT D IERARY IPv4 iliE, Windows RIRER =X ERA IPv6 MJE IPv4, #HH localhost B DNS
fEMTR]RE=IR[E] ;1 MIE StoreFront 1 SQL ARSZ2HVIEHRS IPv4 sk, PIREEERESZHAEMN
ARSS 28 £V IPv6 LS HERL T BERR R LR,

75 3 | StoreFront fRSS2REFE H Microsoft SQL Server 32

£ Microsoft SQL Server L8IE—1N4%/ <sQLServer>\StoreFrontServers HARMZ LA, H
70 StoreFront ARSZ2BRIFAE R R, LR 24ATEERF1E Create-
StoreSubscriptionsDB-2016.sql BlAH5 |, ZHIABT7E SQL 6l iTIREIREL N,

& Computer Management

File Action View Help

e | @ XE= HE

A Clomputer Management (Local) Name Description
v [t System Tools & Access Control Assistance Operators Members of this group can remot...
> @ Task Scheduler 3 . .
@ Event Viewer &k Administrators Administrators have complete an...
» % Shared Folders *—Backup Operators Backup Operators can override se.., StoreFrontServers Properties ? %
— %Certrfmare Service DCOM Access Members of this group are allowe...
v & Local Users and Groups ] . .
9 Users *—Cryptugraphlc Operators Members are authorized to perfor... General
~ Groups %‘_Dislribut!d COM Uszers Members are allowed to launch, a...
(®) Performance &% Event Log Readers Members of this group can read e... % StoreFrontServers
% Device Manager *Gue;ts Guests have the same access as m...
v {3 storage &% Hyper-V Administrators Members of this group have com...
e § 3 "
> W Windows Server Backup *HSJUSRS Built-in group used by Internet Inf... Description: gg:?’:magpr‘;g}ssm’e" Machine Accounts or
= Disk Management ﬁk Network Configuration Operators Members in this group can haves...
fg Services and Applications %Performance Log Users Members of this group may sche... Members:
%Perfurmunce Monitor Users Members of this group can acces... StoreFrontSQL1
*—Puwer Users Power Users are included for back... +StoreFrontSQL2
% Print Operators Members can administer printers ...
&% RDS Endpoint Servers Servers in this group run virtual m...
*RDS Management Servers Servers in this group can perform ...
&% RDS Remote Access Servers Servers in this group enable users ...
& Remote Desktop Users Members in this group are grante..,
&% Remote Management Users Members of this group can acces...
*Repllcalor Supports file replication in a dom...
% Storage Replica Administrators Members of this group have com... Changes to 3 user's group membership
*— System Managed Accounts Group Members of this group are mana... Add... Remove are not effective until the next time the
- user logs on.
% Users Users are prevented from making ...
& <0l Seryer2005501 BrowserUserSSHAREDSQL — Members in the group have the re... =]
[ ok | Apply Help
I 3 storeFrontServers Contains StoreFront Server Machi... _

fFRAE StoreFront BRSZEFAIFITEANK P ARINE] <sQLServer>\StoreFrontServers #H, 1%
SQL Server 8 Windows E1A31E, MARBLHFFIHB StoreFront BRSZ2:IFITENMKF FEETE
SQL FiEEABE AITIEIEH. A Add-RemoteSFAccounts.ps1 AT PowerShell B 6!
EAMEEHE, HI¥R A StoreFrontSQLL 1 StoreFrontSQL2 HIFR A StoreFront AR 28 INEIE
oS

function Add-RemoteSTFMachineAccounts

[CmdletBinding()]

param([Parameter (Mandatory=$True)][string]$Domain,

[Parameter (Mandatory=$True)][array]$StoreFrontServers)
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# Create Local Group for StoreFront servers on DB Server
$LocalGroupName = "StoreFrontServers"

$Description = "Contains StoreFront Server Machine Accounts or StoreFront
AppPool virtual accounts"

# Check whether the Local Security Group already exists

if ([ADSI]::Exists("WinNT://$env:ComputerName/$LocalGroupName"))

{

Write-Host "$LocalGroupName already exists!" -ForegroundColor "Yellow"
}
else
{

Write-Host "Creating $LocalGroupName local group" -ForegroundColor
"Yellow"

# Create Local Security Group

$Computer = [ADSI]"WinNT://$env:ComputerName, Computer"

$LocalGroup = $Computer.Create("group", $LocalGroupName)

$LocalGroup.setinfo()

$LocalGroup.description = $Description

$Localgroup.SetInfo()

Write-Host "$LocalGroupName local group created" -ForegroundColor "Green"
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Write-Host "Adding $StoreFrontServers to $LocalGroupName local group"
-ForegroundColor "Yellow"

foreach ($StoreFrontServer in $StoreFrontServers)

{
$Group = [ADSI]"WinNT://$env:ComputerName/$LocalGroupName, group"
$Computer = [ADSI]"WinNT://$Domain/$StoreFrontServers$"
$Group.Add($Computer.Path)

}

Write-Host "$StoreFrontServers added to $LocalGroupName" -ForegroundColor

"Green"

Add-RemoteSTFMachineAccounts -Domain "example" -StoreFrontServers
@("StoreFrontsSQL1", "StoreFrontSQL2")

/B AREIETE Microsoft SQL Server BT IFISIERE SR

7E Microsoft SQL Server ERIE—"an% 2 HM# StoreFront £/, & .SQL HIAFMERFIZGENS
R SQL hRAREAI B S HEBIEE XM FEMBEEXN N, TFIEA Create-
StoreSubscriptionsDB-2016.sql {5 SQL Server 2016 Enterprise.

B AR EBIBE, ARERFREBUERE", A SQL Server Management Studio (SSMS) £
B—1ERIEE
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Object Explorer * Ix
Connect~ ¥ *¥f A\ vES

= @ STOREFRONT IZ\STOREFRONT 2 (50L Server 13.0.1601.5 - \administrator)
2 Databases

System Databases

£2
= Database Snapshots

B New Database

Select a page )
Script - Hel
& General I Scr © Helo
J Options
J Filegroups Database name: I |
Owner: |<ddau|t> |
Database files:
If' Logical Mame  File Type  Filegroup Initial Size (MB)  Autogrowth / Maxsize F
. ROWS. PRIMARY |8 | By 64 MB, Unlimited
E: _log LOG Not Applicable 8 By 64 MB. Unlimited | q
®
=
®
&
- Connection

er:
STOREFRONTCAM2\STOREFR(

Connection:
PTD\administrator

y¥ View connection properties

H&ﬂd‘y L4 >
Add Remove

Cancel
BASEHR AEEIERN BIBREERN, FEFHMAFR, BI40 STFSubscriptions.

EITHIARZ AT, XF StoreFront B3EHNE NN ABEE, ESURFIEIARYSE | FHUTE R
StoreFront #1 SQL #E, Hla0, &K :

o HRRENENIEEDE NS USE [STFSubscriptions] H StoreFront FY A& E & FRIT
Aico

o JEdERE .mdf M Idf XEBBRERIRENER L EBIEERNNE,

C:\Program Files\Microsoft SQL
Server\MSSQL13.SQL2016\MSSQL\DATA\STFSubscriptions.mdf
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C:\Program Files\Microsoft SQL
Server\MSSQL13.SQL2016\MSSQL\DATA\STFSubscriptions.ldf

o TEHIAFIEEX SQL Server ZH#FHI5|A -
CREATE LOGIN [SQL2016\StoreFrontServers] FROM WINDOWS; ;

ALTER LOGIN [SQL2016\StoreFrontServers]

IEITHIAR, AINECEZRME, [MEIB=1HIERER | SchemaDetails. Subscription 1 User,

= Databases
System Databases
Database Snapshots
Database Diagrams
= Tables
] System Tables
¥ FileTables
External Tables
FH dbo.SchemaDetails
BE dbo.Subscription
B dbo.User

LUF#3EER S T B Create-StoreSubscriptionsDB-2016.sql A QI AITT RS

E3]

Lt}
= D

+H #

# =
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SchemabDetails
major_version

minor_version

details

User Subscription
7 id D——0 ¢ id

username subscription_ref

resource id

user_id
status
metadata

secure_metadata

781 StoreFront 7ZfEECE SQL Server EERF R

b5 -

"R -

T7B7E ESENT BUEEFHE ERYRBITIRBIER M HEKREMIFR. 0RERTE M Microsoft
SQL Server X & AfEA ESENT, RILMFRFAEEZRF TR E SR O ERRGEE. &
FHERER SQL HAEISIZREAERIM TR AR EET ESENT 1, AP EREIXEHRYIT
FIER. FTARIBITHIERIDFEFE.

T EEHER ESENT iTiH
T PowerShell ISE %R UERR B 55517,

£/ -UseLocalStorage &5 E EEHE A ESENT iTiRATEE -
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$SiteID = 1

$StoreVirtualPath = "/Citrix/Storel"

# Sets SQL DB Connection String

$StoreObject = Get-STFStoreService -SiteID $SiteID -VirtualPath
$StoreVirtualPath

# Removes the SQL DB Connection string and reverts back to using ESENT

Set-STFStoreSubscriptionsDatabase -StoreService $StoreObject
-UselLocalStorage

Get-STFStoreSubscriptionsDatabase -StoreService $StoreObject

HE 2. 3M4
¥TF PowerShell ISE %R UEIRRB9551T.

{#F \$StoreVirtualPath I8 EE N HIL B iEEF T RINTEE

$SiteID = 1

$VirtualPath= "/Citrix/Storel1"

$DBName = "Storel"

$DBServer = "SQL2016Ent"

$DBLocalServer = "localhost"

$SQLInstance = "StoreFrontInstance"

# For a remote database instance
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$ConnectionString = "Server=$DBServer\
$SQLInstance;Database=$DBName; Trusted_Connection=True;"

# For a locally installed database instance

$ConnectionString = "$DBLocalServer\
$SQLInstance;Database=$DBName; Trusted_Connection=True;"

# Sets SQL DB Connection String

$StoreObject = Get-STFStoreService -SiteID $SiteID -VirtualPath "/Citrix/
Store"

Set-STFStoreSubscriptionsDatabase -StoreService $StoreObject
-ConnectionString $ConnectionString

Get-STFStoreSubscriptionsDatabase -StoreService $StoreObject

INRIEAFRERNFA B FHEEECENER SQL ERFHH, NS NFMHEE R thidig,

FUEHIEM ESENT T2 Microsoft SQL Server

ZRFIA ESENT BUEIRE SOL, FE—TMTBIRRIIE, RMHEH TR MAREEERITI
—RI%18E, MR StoreFront RRVEZFF&HM SQL SEAECEIER, NFAEHITHERTE SQL H
MIEMRRILBERE, TB/E, HE ESENT ITREBIERNEIN SOLRIN, AP HBAIUERth]
LEIIT IR Ro

76 E—EAFNEA SQL TR

LLLLL

S8 1 5 TRANSFORM-SUBSCRIPTIONDATAFORSTORE.PS1 &% ESENT i AESH
BSAKN sQL &R

ERIZNPILH ESENT £U5ERY StoreFront ARS5 25,

ArSS e ARBVERIRERER, FiRERENIFH IS HRBENITIHIER.
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T PowerShell ISE %R UERRF55E1T.

IBITRIA Transform-SubscriptionDataForStore.psl, JZHIZAF <StoreName>.txt 3f4FM ESENT
HEESHIEeIAFNREHE.,

PowerShell A= 3 QIR E—1TITHIRMIFAR R, UFBIEIHAIT(LIRIERIRINE. XATRE
FERKIEFERETN.

fiAsErfE, ERENEEGEALSFTAFKH LR <StoreName>SQL. txt » AR EH—F
FiERBENELIERNITIHEE

NFETEHE SQL Server NEMFE, FE IiE

SB 2 A T-SQL FETEHE SQL SAKREHEEE
BNMEFREOBIREN I —REA—11ZE,

TP 1 PO <StoreName>SQL. txt XM StoreFront ARS3 25V EE & FIE] Microsoft SQL
Server B9 c¢:\ , FFEEMF N SubscriptionsSQL.txt,

Create-ImportSubscriptionDataSP.sql BIASIZ— T-SQL FiEd 2, ATFIES ATTHEE. ©
KPR T HE—RFNELELE, UEERN SQL BUBIEMIE(LHIFD B EMRBIRA,

TEIT Create-ImportSubscriptionDataSP.sql Z &i, 15 USE [STFSubscriptions] BEHASE
BB EE S IR BB EPTAL,

£ SQL Server Management Studio $JFF Create-ImportSubscriptionDataSP.sql X FHITHEH
BT, LERIAEYS ImportSubscriptionDataSP Tt A2 R INEIIE 2 wil A1 R AV BHRE .

RINEIEEFMEEZE, SQLEFEPFEERUTER, HE ImportSubscriptionDataSP Fi#d 2=
AINEIBEREES

Commands completed successfully. .

FES I BRI R IR ZEF (/en-us/storefront/2507-ltsr/media/manage-deployment/sql-server-

stored-procedure-added.png)

AR FHEESIE, SAG%RE Execute Stored Procedure, BHEd OK LUHITE,

HITEEIEREE B (/en-us/storefront/2507-ltsr/media/manage-deployment/sql-server-execute-

procedure.png)

R[E1E 0 RNFAEHIEHERINGA. SATEFRHINEMRAESICRE SQL ZFHl5, FiEd
EINEIT/E, 15 Transform-SubscriptionDataForStore.psl IERITIFIER 2 HME—RB R HE
TEM SQL BEMERFITILR. XS ZITE,
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BRI AR S BN S SQL IRERSEITE, &I

SELECT COUNT(*) AS TotalSubscriptions

FROM [Subscription]
FIRH AR —ERARET S SQL IRENAFRPIIZREITE, B

SELECT COUNT(*) AS TotalUsers

FROM [User]

INRFRHEIAE R 100 NHE—FB P H 1000 EiTIHIER S8, BAEMINERE, SQL N E/R48
EIRFR N EE.

B R StoreFront UEEMEAFBEAUUEREITRKE. HAPITRFECEITRERIER, SQL
FHIEITFIEREEH. FRAFPMITRIZCREES7E SQL FeliE,

P$B 3 FEANEEELET T-SQL &Eif
xE:

P& Delivery Controller Z#MX D K/NE, HEKMS StoreFront RERRIBFMA/NETT
e AN

- Get all SQL subscription records
Use [STFSubscriptions]
SELECT * FROM [Subscription]

SELECT * FROM [User]

- Get all subscription records for a particular user SID
Use [STFSubscriptions]

SELECT * FROM [Subscription]
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INNER JOIN [User]
ON [Subscription].[user_id] = [User].[1d]

WHERE [User].[username] = 'S-1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX-XXXX "

-- Get total number of Subscription records for a particular user SID
Use [STFSubscriptions]

SELECT COUNT(Subscription.id)

FROM [Subscription]

INNER JOIN [User]

ON [Subscription].[user_id] = [User].[1d]

WHERE [User].[username] = 'S-1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX-XXXX "

-- Get all subscription records for a particular delivery controller
Use [STFSubscriptions]
SELECT * FROM [Subscription]

WHERE [resource_id] LIKE 'DeliveryController.%'

-- OR for aggregated resources use the name of the aggregation group
Use [STFSubscriptions]
SELECT * FROM [Subscription]

WHERE [resource_id] LIKE 'DefaultAggregationGroup.%'
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-- Get all subscription records for a particular application
Use [STFSubscriptions]
SELECT * FROM [Subscription]

WHERE [resource_id] = ' DeliveryController.Application'

A T-sQL EH MR B ITHIZR

FrEE SQL EFHMMIPREDHBEBITHEIBN, Citrix RXFEFIEMEEBPTRENREIMm
SHIITIREIEERHENEH 1R, UT T-SQL EGAEEEANRITEEEHRNIEE, T
REFITAIMBRIEHER a1, BESHIT SQL BIEEFHFAEITIRASIEHITZEEMD. X
BERITHENBZN I RERSHBIBEERAHRIT. EXREFBIBERITERESH T-SQL
UPDATE 5 DELETE Baxfi, BEEBBENE-BIENTREIAR LHETUE, TE e
& PR,

=

FRIBMR B D KNG, HEXME StoreFront PEAMNAKNEN BT LT,

-- Update the site name used in all subscriptions.

Use [STFSubscriptions]

UPDATE [Subscription]

SET [resource_id] = REPLACE(resource_id, '0ldSiteName."', 'NewSiteName. ')

WHERE [resource_id] LIKE 'OldDeliveryController.%'

-- After enabling multi-site aggregation, update the resource_id

Use [STFSubscriptions]
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UPDATE [Subscription]

SET [resource_id] =
REPLACE(resource_id, '0ldDeliveryController.', 'DefaultAggregationGroup."')

WHERE [resource_id] LIKE 'OldDeliveryController.%'

-- Delete all subscription records for a particular site
Use [STFSubscriptions]
DELETE FROM [Subscription]

WHERE [resource_id] LIKE 'site.%'

-- OR for aggregated resources use the name of the aggregation group
Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

WHERE [resource_id] LIKE 'DefaultAggregationGroup.%'

-- Delete all subscription records for a particular application
Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

WHERE [resource_id] LIKE '%.Application'

-- Delete all subscription records for an application published via a

specific site

Use [STFSubscriptions]
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DELETE FROM [Subscription]
FROM [Subscription]

WHERE [resource_id] = 'Site.Application'

-- Delete all subscription records for a particular user SID

-- relies on cascade to delete records from [Subscription]

Use [STFSubscriptions]

DELETE FROM [User]

WHERE [User].[username] = 'S-1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX=XXXX "
-- Delete ALL subscription data from a particular database and reset the
primary key clustered index to start numbering from 0.

-- USE WITH EXTREME CARE AND NOT ON LIVE PRODUCTION DATABASES.

-- Can be useful whilst debugging data import issues to start with a clean
database.

Use [STFSubscriptions]

DELETE FROM [Subscription]

DBCC CHECKIDENT ([Subscription], RESEED, 0)
DELETE FROM [User]

DBCC CHECKIDENT ([User], RESEED, 0)
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1T ES
StoreFront 2 BahEF WiEE (HBHFAITHE) 7E StoreFront fRSS A F ARS8, MNRIEFZL

TIRSE34A (BEMUTARBMIBEAMAIE) , WATLESEMNAFIRE StoreFront E8E A BY7FAEX E HAHIEX
BRITHNEY, XBfER PowerShell 5eA%o

p=—

StoreFront 1 PowerShell =515 ReERBYFT . TEfER PowerShell #2245 EIE StoreFront
ACEZH, 1550 % ] StoreFront BIRHEHIS. BEE, 73T StoreFront %8 2 A1, BEX
& PowerShell 241,

FEIULTARSE, 538, BENURERPNEFEX BN iEE, SiEKNE, K
T2 R R B SHAFRERTNEFHEX PHEARNITR. NREETENRER
REZ TR, WANMFEXERANREHRIMESAITE, RGP AREHATRX 72K/
E ; flt0, CVAD_US 5 Cvad_Us R[E,

1. FREFEARMEIEANEM A E5) Windows PowerShell ISEs

2. BERERY, 15 Publish-STFServerGroupConfiguration 8453, EAILSEFFEARTE. EE
EJfRERETEIFIR, BIUl, ETE 08:00 FiaEY, AEE 30 DHELT—X :

Add-STFSubscriptionSynchronizationSchedule -RecurringStartTime 08:00:00
-RecurringInterval 30

BATENESEFARIEGTR, LB RN IRS2RA RN X BRI BT FEE3E. Fla0, AER
5ERAE 60 DRI —REIERIITXIFECE W T, ARS5884H 1 7£ 01:00. 02:00. 03:00 Y]
MBRSZ254H 2 RIENENIE. BRS5284H 2 7 01:30. 02:30. 03:30 HBYEIMARSBR4E 1 RIENENIE.

3. BiEEaASERYWEEXMITIE StoreFront B3E, BRAUTH S, EXTIRNENEH
StoreFront AR 2RAMVEIBF OECB LI, WETAIMUMNEMZERZEIRF OREUTREIE. 155
U T EEMZEELIEFORG

« FEEERIEF O StoreFront AR5 88 LinTTUAM R EHIEF/ O BRSS SFHIEEIE !

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/Citrix/
Store"

Add-STFSubscriptionSynchronizationSource -FriendlyName
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"SyncFromUKStore" -StoreService $StoreObject
-RemoteStoreFrontAddress "UKloadbalancedStoreFront.example.com"

« FEREBUEFC StoreFront k3588 L5E1TUMEEBIEFOARSS SR AIEEUE

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/Citrix/
Store"

Add-STFSubscriptionSynchronizationSource -FriendlyName
"SyncFromUSStore" -StoreService $StoreObject
-RemoteStoreFrontAddress "USloadbalancedStoreFront.example.com"

Hrh FriendlyName @— 1 EB1EIRAITIZERERIAFT, RemoteStoreFrontAddress Eini2akE
B9 StoreFront BRS3258% /1 ISR SS234HM FQDN, BEER MR EZSFHX 2 BES NARRE
175, FREERTMNEFEHEXEES BN StoreFront ERE M E B HERBIE .

4. FHriEERE S StoreFront fRS3 2389 Microsoft Active Directory 1B ARINE] HaTARS
25 _E A9 Windows A 4R CitrixSubscriptionSyncUserso

BRSPS ITHIE, XAFHEIARSSSM CitrixSubscriptionSyncUsers #5192 AR S5 28 F ENET
s EFITIRIE. B X ERAMAFRANEZELR, FEH <https://
docs.microsoft.com/zh-cn/previous-versions/windows/it-pro/windows-server-2008-

R2-and-2008/cc772524(v=ws.11)> o
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& lusrmgr - [Local Users and Groups (Local)\Groups] - O e

File Action VWiew Help
o 75FE XE
& Local Users and Groups (Local) || Mame Description || Actions

_3 g::ps %ﬂ Event Log Readers Members of this group can read event... Groups - |
%-l Guests

ék-i Hyper-V
s 1Ry general CitrixSubs...
%{Network More ... P
%f Perform %I'I Citrix Subscriptions SyncUsers
(‘.El Perform -

%‘ Power U

%5 Print Op{  Description: Memberships of the group denctes permissions to

%i RDS End synchronize subscriptions between remote Stone Front
& RDS Mar]
& RDS Ren
%i Remote
@ Remote
éki Replicat
%ﬂ Storage
%i Systern Ny
%j Users

& CitrinClu
B Citrinc]

A CitriCW
P [ - Changes to a user's group membership
%‘ CitrixDel | Add.. | Remove are not effective until the next time the

O CitrinDel{ user lags on.

B CitriP N ; =

4 Citrinsto ok || Cancel foply || Heb

%i CitrixSubscriptionServerlsers Members of this group can can access...
.CitrixSubscriptionsStoreServiceUs... Users authorized to access the Citrix 5.,

é CitrixSubscriptionsSyncUsers | Memberships of the group denotes pe...

= | HE

CitrixSubscriptionsSynclsers Properties ? * More...

Members:

5. IRBIEWEEEEITXIGE, £/ Citrix StoreFront EIE1Z4| 55 FEAY PowerShell, ¥iTiERES
T RIFRE R AP A RS 25,

Publish-STFServerGroupConfiguration

B XEZBRS528 StoreFront BPEPEBENNEZER, BEMH ECEMRS2E,

6. ZMRFIMATEART L, BEITU TS, ARNREERTEREERELM StoreFront
AR5 880

Clear-STFSubscriptionSynchronizationSchedule

Publish-STFServerGroupConfiguration

7. ERFRASERITRBSR, BTU TS, ARNEKEENTEREERELM StoreFront
AR5 880
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Remove-STFSubscriptionSynchronizationSource -FriendlyName
"SyncFromUKStore"

Publish-STFServerGroupConfiguration

8. ZMFFFAEMAITHRETIR, HETU TS, AEREEESTERIEEFRIEM StoreFront
AR5 880

Clear-STFSubscriptionSynchronizationSource

Publish-STFServerGroupConfiguration
9. EFH HRFIA StoreFront BREBECEAITHIED 1K, BWETU TR,
I Get-STFSubscriptionSynchronizationSchedule
10. ZEFIH ZF1JY StoreFront BB BEMITHRAT IR, HSITU TN,

I Get-STFSubscriptionSynchronizationSource

4K StoreFront™

FRREB IR StoreFront BRiE, HERAFBBEIFEFRFAT, Mtz T, EHE StoreFront 2IBR
StoreFront A X fRSS. hsm. WiEIR (EHIIARE 3R L) FIEXECE.

XFFRARERE

BRI UM A T RRA TR StoreFront 2507

» StoreFront 2503.1

 StoreFront 2503

 StoreFront 2407

« StoreFront 2402 LTSR ({E{@ CU)
« StoreFront 2203 LTSR ({£f8] CU)

e StoreFront 1912 LTSR CU10

ToiEM 2402 CU2 SESHRAR CU FLRE] 2407 8§ 2411,
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A
* StoreFront F3AF A SR E = miRARIZ MRS 2 E0E, Fit, ERFIIMERIHRRZAD,
AR 55 2840 P BIFR A AR S5 2R BB R B Rl —hieANo
« ZPRSBMEARZIFHEAR, RSBUITIRIRFFH R,

* 7 StoreFront ARTIT 2RI, ERMIT—EFARLE, MREMTAARLERK, ALRFR
RED, HEERIWBIRKEER. KM StoreFront ZERIFFRE, BEAXMERE, EEFST
ko

« YN StoreFront ARAE LM, RINEM StoreFront REAEESELHYAICE., RN
StoreFront Z& [k & BIEFiTITIRES, AEEFITITHL. E&F StoreFront ik £ B IE&E51TIK
s, BEEUTHE:

o X8 BIEFALEICIER VM RER,
o BABEHLEISHR StoreFront B2i&E, EEIRSHIS A StoreFront BRi&,
o PITHRIRFHLRIR] R AR BB PEHEBR IR I

« Citrix Virtual Apps and Desktops TTZ 312 F SV StoreFront ARRME S TEX IEEFHR
&, FHRMAE X KW B EEEE,

HEEFR
FEFFIAFHRZ BT, RITRIERITUTHE, MUBIEFREN :

o FEFLRFIFRNIENRFND R,
o IIFERE ETENT TR AT,
« M Citrix W& T2 StoreFront ZEEFERE,

HELRE StoreFront PR32

1. B EIE VM REBREF DRSS 23

2. SHINE StoreFront iEE. MNRIRSZ[BAFEZS MRS 2R, WRENEP—PRS RS HRS
SRARE, RELEEE(IEEBTAEENR, RESF[APHNFERSSHFHEIFEENER
A, WEMREETURMEINRSSHRE, WEEHEMDENBERIRERE, 518, R
BRIt F D1k & BE1T5 S B ERRARARS 25 F,

3. TNRTEHRT C:\inetpub\wwwroot\Citrix\<StoreName>\App_Data I C:
\inetpub\wwwroot\Citrix\<StoreName>Auth\App_Data RIS (fa0 default.ica 1
usernamepassword.tirm) , BEABTRNABESEREN]. A%E, EAIURE EIMTUEHN A
RHE.
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4. @I MNEA R TSR PBIRIRSS 2R 75 0B I EE KR L B P &R,
5. EXETIARS 25

6. WIRREIETTITHNARER, EE StoreFront HIEZHIE. H17H PowerShell B0, Z{E
fAIEMETREBIE StoreFront XN FBAERF. XAIAREEEFREARKIRERI LA RIS
StoreFront X1, SNRELERFTEARMERN S, WXLEXHFARIER, HEARNEL
W, MTSEHIME StoreFront A& MR,

7. IBRZRBEEE StoreFront X4 B FRHFTFHEM Windows HIFEEIEF v D IR o
8. 2R BMHRENBER.

9. SB{TFREE StoreFront ARAHIZEE T4,

IR EHIRAEFA 2R StoreFront fRS5434

BRI ENRIEA R DS S MRS B0 StoreFront [RSHBA, BRAUTSE :

L ETRARETE URL REM AFAARS BARBIE. AP A RIS 2D
£,

2. U8 FHREA StoreFront BR5538 FHIBHAIFHR S LIRS,

3. REFARSBREERET.

4. BIERRETE URL RERRAFPNEARIRSIARFIE,

EARENBER THLE StoreFront fRS33848

AL HFREBT AR SEAY StoreFront fREZ234AHHIARS 25, B, ZELUETSIZEEHRERENFHR
Z3E, WEHHATHE, AENAPEEIBEFIREZ[AEARLIELNAR, HRERSESAZIE
I EEE A StoreFront H{TE R REIF,

fFlan, BEARETE=5REZE3A. B # C B StoreFront fR55234H -
1. {#F Export-STFConfiguration S StoreFront Bit&, &N EVEN, FNRSSHEEFE
SRERIRE B IRE, XIHHPREDE IR,

2. {&F Export-STFStoreSubscriptions MRS58 A SHITIREIE, &N BHER, ENRS
BRHEENESEDRME B IRE, XHRRITREE. 55R SEEERNITREE,

3. XHAFILRARSER C, AEEHENAESTESRPRIR. XU LR EARSEREZED
RS 28 Co TIEIIMIRMEIIAR A XEIARSSES A F Bo

4, [FAIRSS A NIRS 2 C MASTRIR. RS2 AN B R NAFREMEZRRENILR, RS2
C MEEMRSHRA+THE, HEME B ”E,

5. f£A Clear-STFDeployment i EIARSS 28 C EBAE] FAIALE,
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6.

10.

11.

12.

13.

£/ Import-STFConfiguration &2 515 B StoreFront BLE S ARk 2% Co ARSS28 C I
FEES HRSFAERNEE. UWELTFERES T E, RE—ERSFABRELIENE
A, BInPREEABIMAANEAEMIRS S,

RER FREA StoreFront RSS2 PEVIHEAA LRSS 88 Co ARSS8R C MIEER S5 |IHARS 2RAMER
HECE, HEFHKEIFARAR StoreFront,

MRz SHAITRBIES ARRSSE Co U LFBREE USSR, RE—CRSHMEITA
HIEMEIA, BNAEEREIMALANTAEMRSE.

FHRSBBEESE I 4. 5M7 (FEEEEFE6) . 1EULtHAE, RERSHEANAFPRE
I E IR, Eith, BINETEERVWIRERRITISE, kBT StoreFront ARSZ 2SR
HINT 1B

£/ MADBIRS 884 SRS 2R B MAMRS 2R Co XRTTEHAIMAR StoreFront L2t
NIRSEEEE (ARSSEFA) , FEHFARAKR StoreFront HIRMHE— NN 2iRSE54E (ARSES
B C) o

F#ARSS 2% B M C MBI HFITERSS, UEENRILERERSEE A
MR EGERPBERIRS S A, UERFRERZIFHAHRMRSE: B M Co

EARSBAEZEELSES. 7. 10811 (FEEETR6) . RSFAARIRENETH. RS
2= A. Bl C B 5 RmABRREEMN TR,

p=3_ g

ERRSS 2% A BME— AR ARSS BRRVE T HAIE], WERAIRERER (PE,9) o XAIRETEEAR
SaAEARERERMENINTHSIEERA, HETAFHEERS=ER.

XORBINEER N, RABERBIENTFRFRERMNEHRBFHIELAT D, BE, ERSEA
g HIIREHMAFARNAS, ARREBRREAR. REFKAERERBEIVBLD
WiERIZR, BEXERENEAERL FHRKIEE StoreFront £ IR AT RES BAVE R

FRRFH R EI R

1.

£ C:\Windows\Temp\StoreFront #, JF&##Y CitrixMsi*.log HEREAIR BHEIR,

Thumbs.db 418 &5 : B C:\inetoub\wwwroot\citrix REBsEF B FHH thumbs.db X1435]
fCo MIPRILEIRVMES thumbs.db X5

TAERBM SXHHRIR \[EEFER 7% : tARAA, k8 RR/E&ERD, REHENRSSS, 7
FhfELEE{T StoreFront RS,
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RSEER R  MRAA, KERK/ED, NLETEM NET framework 4.5 (MIFEF
IHECEX ) o

2. WIR CitrixMsi*.log FREREHIR, BOERSHN BHEESE > MRS, TTZ LER
B EENEAEIR, EEEREIN.

3. MREHEERTREREEIR, 1BKE C:\Program Files\Citrix\Receiver StoreFront\logs F#Y
BERARL, TRAES LARERIRERNEMEIR EREAEREI.

B X BEXHHNESHAER, BEH ZEEE.

SHMSF A StoreFront EgiE
AR
1R EES A 5 BHF StoreFront TR AHEEIAY StoreFront Ai&.

&R S H StoreFront FBBENB N E, XOIERRSENEMRSHALE. NRSARS
R L EEFEENEEE, NWAEEN®RER, ARERAEHEFEPIEINEE, NRETR
ST aNE RIARE, WHERENPEENSAREZ— T HNHE, SHNERE
FMMRKRME, WARD zip FEER ; IREEETCEEH XERXTELFHITME, M
7 .ctxzip Fexo

AfEAEESENSANGR

o XREMAFIERETEEREMIKEH StoreFront HiE, MECEREAIEREFTEZHITHNEH
FERIBRIER. EXTAESIEER, EN backup.zip XX IR ERHELEES.

o 7EF4R StoreFront Z BIAITEGLURITREE -
o FIRINAE MR StoreFront ZPE LG A L=
o BT RFAE FEERE 7 R BRI E R A2 B P IR IS,

o EIRERSTFHABIFE TN StoreFront, FIENFHEE M Windows Server 2019 H4kE] Windows
2022, AZIFFHURIERKF R,

- ESMIBEBDWRGNIRSRAE, FIUIERES T EIERONAE B,

SHMSF A StoreFront Ac B EE FBHEIN

o IMYFIRE AR Citrix® LIS AIIE SDK R, a0 Magic Word S ARIESNE =7 &
MIIEEEX ? MMRE, WESASITNFPRIES ENERECR, YAEFRESARSSL
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ZERXERMHD, WREFMSARS SR LRZEFAFHZMINIE SDK 242, MNEESARK
o MIRFHEESARSHRA, BEAHANFIENR EZESNIIERM 2,

o OB REERESD. SHIMFA PowerShell cmdlet SZ3RX i f A,

o IRAIUTEEREINZE & (ctxzip), 1B StoreFront TEEFIMNBRINBIEND XA (zip)o IR
FTEMEER, BEREIETIEFNEBEL PowerShell EIEFNRBAHITEH,

« StoreFront HEJRETE IS FHIMiL (FHARSSER) B9 SitelD MG EER § FHH StoreFront
FSER 1IS BB irMLL (S ARSER) BY SitelD PLfg,

PowerShell cmdlet fp 5>

Export-STFConfiguration

¥ HaR
-TargetFolder (2T &) HMEENSHER. =~

$env:userprofile\desktop\"

-Credential (PSCredential 2B AT 5R) EE—TERMR, UEESHERECIENR
B .ctxzip &10 1714, PowerShell EEM RN E
ERTFMENBREZENERD, 57ENER
-Credential 1 -NoEncryption B8, =%l \
$CredObject

-NoEncryption (FF %) IBEFMEMMNAKRINEN zip X5, E7R
BJfsEF8 -NoEncryption #[1 -Credential &£,

-ZipFileName (7 8) StoreFront BB &R FEN L. BRI
i B4, B0 .zip 5 .ctxzipo X BA%
RIES HHEAEIREIEE T -Credential 5
-NoEncryption 2B &hARM. ~H: "backup”

-Force (fA/RfB) EEzEEESEEREUETEFEN
B XHFREBBEREFE,

BERT

StoreFront 3.5 FRY SitelD 237 3.6 IRAFEFH. HITSANTBEEISTE SitelD, HN
BMREETPEED SitelD AR WHFEH, HAR SitelD 58 ARSE 2B L IS FERENINEG
StoreFront FLPCEZ, A32#F SitelD 1 F) SitelD 2 HEZE S Ao
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Import-STFConfiguration
28

-ConfigurationZip (FF &)

-Credential (PSCredential 315R)

-HostBaseURL (¥ &)

Unprotect-STFConfigurationBackup
B8

-TargetFolder (FFFER)

-$Z$& (PSCredential 3T5)

-EncryptedConfigurationZip (T ER)

-OutputFolder (FFFER)

-Force (fr/R1B)

104

fixd

=

BESANENEFENTERE, XBNAETX
i BG. RINENEMEFHER zip, MEN
BN TFHEER ctxzipo T

$env:userprofile\desktop\backup.ctxzi

p

BE— 1 EENSR, BTFESARBBREINE
#ino. =l . $credobject

MRTSUESH, NEREEENENER
URL, MAEFHRSZJ/FHENER URL,
o . https://

<importingserver>.example.com

£ PUY

BENEHENSHERE. T :

$env:userprofile\desktop

ERILL B EINE SRR FEERINERIA,
IEEEE B THENERR PowerShell EHEXT
Ro 1 © $credobject

ERENINEENEENTEREE,
EXMHT B4 ctxzip, Tl :
$env:userprofile\\desktop\

RNDAVIE S

\backup.ctxzip

FFEIZME (.ctxzip) EHRFEIARMEZRIA
(.zip) RUBR TR, EMNREBINERIA™ERE, U
ERIUEE R, B7NARMEBEIRIEEXHF
BT B T

$env:userprofile\desktop

HEHZENBESEESRHUEFEFEN
WNEENXHEEERXARNENFE.



IEESHNSATH

F StoreFront cmdlet $ A 81 PowerShell &%
7E StoreFront fR5585_EFTH PowerShell £RIAIFIE (ISE) H5517T :

$env:PSModulePath =

[Environment]::GetEnvironmentVariable('PSModulePath', 'Machine")

$SDKModules = 'C:\Program Files\Citrix\Receiver
StoreFront\PowerShellSDK\Modules\Citrix.StoreFront'

Import-Module "$SDKModules\Citrix.StoreFront.psdl" -verbose
Import-Module
"$SDKModules.Authentication\Citrix.StoreFront.Authentication.psd1"

-verbose

Import-Module "$SDKModules.Roaming\Citrix.StoreFront.Roaming.psd1"
-verbose

Import-Module "$SDKModules.Stores\Citrix.StoreFront.Stores.psdl" -verbose

Import-Module "$SDKModules.WebReceiver\Citrix.StoreFront.WebReceiver.psdl"
-verbose

BRSIRTAR

ERRSS %R A LEIBRRRENKNEZEEHOHBRERRIE—ERE
SHEFELENHRSHECE,

Export-STFConfiguration -targetFolder "$env:userprofile\desktop\"
-zipFileName "backup" -NoEncryption

$¥ backup.zip X+ E FIR|R £IE, ERIUERLLENHITIERE, FRSHERBIELRIEPR

N
o

Import-STFConfiguration -configurationZip
"$env:userprofile\desktop\backup.zip" -HostBaseURL "https://
storefront.example.com"
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ERRSS 48 A LNRBREHFEERRIRSS: B, ULIBAFIRS =N/
SHEREENHRSHREE,

Export-STFConfiguration -targetFolder "$env:userprofile\desktop\"
-zipFileName "backup" -NoEncryption

¥ backup.zip X4 £ HIF|IRS 238 B BIEH,

Import-STFConfiguration -configurationZip
"$env:userprofile\desktop\backup.zip" -HostBaseURL "https://
serverB.example.com"

StoreFront EFFER IS PREEX WL, REEXERERS—1 8T XMISHE

ARS588 A EXF StoreFront BBBRIEE XMIL(IE, MARE IS PE LHEIAMLE, £ 1S FEIZER
EZNMLERY IS SitelD 79 2, StoreFront b AVIIRRRZE eI UL FIER AR znes (B0 d:\) SRk
N c\ R Rzhas £, ENERAKXT 1 /9 1IS SitelDo

1S FERE T —1 4% StoreFront BIFTMLE, EfEMA SitelD =2, StoreFront EZBETE IS HHYE
EX L, EYIRREMATFIRENEE d:\inetpub\wwwroot L,

Add Website 7 X Browse For Folder -

Site name: Application poo Select a directory for the application.

| Storefront | | Sto;ef-r;n;: | Select...

Content Directory b [ Documents -
Physical path: I @ Downloads

| | El Bl Music

Pass-through authentication b = Pictures

I- | & Videos =
Test Settings I FJ._ Local Disk (C:)

4 5 New Velume (D:)

Binding 4 1 Inetpub

Type: IP address: Port:

[https v | [AN Unassigned v] [a3 | b <2 CD Drive (E)

Host name: he
| | | Make Mew Folder | | oK | | Cancel

[] Require Server Name Indication

SSL certificate:
| Mot selected b | Select...

Start Website immediately

a € Default Web Site _1 Started (http) 80 (http) 3%SystemDriveZ&\inetpub\wwwroot

b8 Default Web Site

‘;} Application Pools Name = 1] Status Binding Path
0 Storefront Started (http) *443 (https) DInetpubiwwwroot

1. SHRSS AREBENEIZ,
2. 1£AR5338 B £, §H% 7 StoreFront FHMIEEZE 1S, ZMibtiEA SitelD 2,
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3. HiREBFARESATIRSEE B, MNP ENILS ID FHER, FEAMMSERESA
StoreFront EgiERY B AR PLAC,

Import-STFConfiguration -configurationzZip
"$env:userprofile\desktop\backup.ctxzip" -HostBaseURL "https://
serverB.example.com"

BRS5ER4B17 =R

R 1 ERNERSHARE, ASKHERE BIR—RSFATEFR
ZANEEEEMNEEREMS StoreFront lR5588 (2012R2-A 1 2012R2-B) ZARSS2r4H AN R ET#H1T
B, FMRERPISEZMNET CitrixClusterMembership HIi2E, ER NS ESHERBIRSSE
2012R2-A # 2012R2-B, HTF I EHEK, BERMEEMIUAEK, StoreFront fRSZAIERNFUMEEEFR
@, FittBmARSIRARNT FANNT = 2012R2-C, HNHAEFHIIRSEFAEE StoreFront B2
BRER, BESANBENXAER T RBIRSSHAT R, BN NgFSsaa=aks5E0
CitrixClusterMembership, S AHAIE, HAIEFEMRIMIHERIGFRE, HERERIIS AR ER
SHREEE, NRBRBEMNLURIRSSH/AT REMRSFATRIR, SAERFREHN
CitrixClusterMembership,

1. M 2012R2-A SHREZ 24 1 fTiE, 2012R2-A ERTEIEBR M REZHANTRE .

ﬁ}' CitrixClusterMembers
CitrixClusterMembers Properties [ ]

Description: Memberships of the group denotes membership of the
citrix Cluster

Members:

= \2012R2A
& \2012R2B

2. HE, ERENRSEE 2012R2-C ARMBIIM A RS2 4H.
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& CitrinClusterMembers
CitrixClusterMembers Properties [ 2 ]

| CitrixClusterMembers
Description: Memberships of the group denotes membership of the
citrix Cluster

3. IRSARANEELMNIRE BBV TIEIRTS, StoreFront FRAZERENHAIZE =5
£588MY CitrixClusterMembership, HESARERNEMKE,

4. THARSB24A 1 BEEEH S AR T R 2012R2-A,

Import-STFConfiguration -configurationzZip
"$env:userprofile\desktop\backup.ctxzip" -HostBaseURL "https://
servergroupl.example.com"

5. S ANREERBIBENRSSE, UEFRERSSFESARHEE —HWEE,

IR 2 §RRSBRE 1 PHRERE, HRERTFEFANH MINRE LEIEHNARSSS=4E,
RIEREAbFTRYARSS BR4H A R AN B HY EARSS 85

BIERS 24 2, EhIEWMEHIRSES | 2012R2-C #1 2012R2-D, ARFE2:4A 2 ERE TG
£ (BRs3a4 1) WIECE, RSE4R4A 1 bl SMEMRSSEs 2012R2-A 7 2012R2-B. EIEEHTARSS 25 4H
B, NMEASEME~HPEER CitrixClusterMembership, &I CitrixClusterMembership IR & &
2, HESARNERE . FRSANEECIEZFIBZER, CitrixClusterMembership Z24HXEZ
SARSE, BREMRSBMAFA. IRSB[A 2 B— 1 FHE, EXESRSEHRA 1 £H%E. 8
-HostBaseURL &%, AR55884H 2 fHEAFBILE FAIA StoreFront R 6IE,

1. M 2012R2-A SHRSZ R4 1 ECE, 2012R2-A ERTFEEBMRSZSHBRAN ERS .

2. FihR%2234H 1 BEES ARITI = 2012R2-C Lk, ZT RN BT EEHOIEAARS2:4H 2 I+
AR%5 38,

Import-STFConfiguration -configurationZip
"$env:userprofile\desktop\backup.ctxzip" -HostBaseURL "https://
servergroup2.example.com"
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3. MAFRAFIRS A 2 BRE BRI EMEMARSER. NIRSHRE 1 FANFEREZBME
ERIARSS AR 2 FIFRERTRG, RANXZARNFARSS 288 IEE M A 2R —ER

7% 3 RSB HRAE A PRIREREHERTCEESRSHRA B PHIEERE

AR55234H 1 MRS 2R4E 2 EFEET R M MIIBIBEEFO. 5% StoreFront EtE BN ETEARS2R4H 1
E#THY, EROZXEERN RS — MR O IARS 2R 2, BRI LU EMARS 24 1
BHERIARSS 334 2. B/NTERS 254 2 LNEMEFEEFEA CitrixClusterMembership, TS AHA
[B}E7E -HostBaseURL &%, KNARS 284 2 FENEAR URL FREN MRS 274 1 HeiERR
f8[E) FQDN, fRs3854H 2 2— PN AEZRE,

1. M 2012R2-A S HARSS854H 1 BCiE, 2012R2-A BT EEB MRS HBAEANERS S

2. [¥AR55ER4E 1 BECESARTIR 2012R2-C LR BUANRER, ETRFEMNFHRSSRE 2 19
FhRSS 2R

Import-STFConfiguration -configurationzZip
"$env:userprofile\desktop\backup.zip" -NoEncryption -HostBaseURL
"https://servergroup2.example.com"

SIARSS AR EC BRI E & D

PowerShell EHEXM RIS Windows 1K &M%, PowerShell EiEXNRAIBFRENZHBER
FHRZ MR,

Pz

EMBERESENEY, EREEFHAAHTNENEE, TENRPEENAP 2R ER.
TR TS HMS ARS8/ PowerShell 21EFHEIZ A SHEEBNERENR. EEIE
WNERH, EALEEEERBF

PowerShell B IEEQIZFTEIRMIRNIEER . RFAIRE AL EENREREFERHN
Windows FBF,

TS HARSE 28 LR PowerShell 21EF 132 PowerShell EiIEFT R,

$User = [System.Security.Principal.WindowsIdentity]::GetCurrent().Name

$Password = "Pa55wOrd"
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$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object System.Management.Automation.PSCredential($User,
$Password)

& S HE backup.ctxzip, XE—MINER zip X4

Export-STFConfiguration -targetFolder "$env:userprofile\desktop\"
-zipFileName "backup" -Credential $CredObject

ES ARRS 23 L8Y PowerShell 2iEAFEIEEEREIRY PowerShell EIEITR,

Import-STFConfiguration -configurationZip
"$env:userprofile\desktop\backup.ctxzip" -Credential $CredObject
-HostBaseURL "https://storefront.example.com"

BCHRIP A INEE B EFY

$User = [System.Security.Principal.wWindowsIdentity]::GetCurrent().Name

$Password = "Pa55wOrd"

$Password $Password | ConvertTo-SecureString -asPlainText -Force
$CredObject = New-Object System.Management.Automation.PSCredential($User,
$Password)

Unprotect-STFConfigurationExport -encryptedConfigurationZip
"$env:userprofile\desktop\backup.ctxzip" -credential $CredObject
-outputFolder "c:\StoreFrontBackups" -Force

ERERIRRIA RIS

HAFEH Web R ERPITHEAR URL BY, 1EAJLURF StoreFront BB AR EE RIS EW
U

1. FTFF StoreFront EIEIEEIS,
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2. TEBEERTD, EEFEERENIRINFLL
3. MNREBREIMIAML,, BHRITUUATERE !

a. EFRERSSARIVRRIAR L
b. EFE—T NS
. WER—TPLERE"

4. EFEHE URTFES,

BB IR O B B R B Bl (/en-us/storefront/2507-Itsr/media/manage-deployment/default-
website.png)

RRSHREE AL RIARE

ERLEIBERT, FEN StoreFront ZEEFBENEVIRLTEIRS, Fla0, 725 StoreFront RSB 23 EFT
NINBARSZES4AZE], XEBWNEN, AIUMITFEENEMERRE, BXEEN, HAJRESHEM
REIFRRE&E, Mk, ERILUER PowerShell &R SECBE B NEINE,

1. F41R StoreFront BIBZEHIEE X .

2. FTFF PowerShell $Z&&,

AN
an

3. BT84 Clear-STFDeployment,

Clear-STFDeployment -Confirm $False

4. By mRLINTERE, $TFF StoreFront EIREREHMIAFTEIREIEEE, CIEHEENIMAI
BiRSSA/ARIEDA] Ao
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a Citrix StoreFront [= [o [
File Action  View Help

«=| @ 6=

& Citrix StoreFront CiTIlIX‘ Actions
. Citrix StoreFront -~
»

Wiew

6 Refresh

Welcome to StoreFront B ree

Select an option below to create a new store or extend your existing deployment

Create a new deployment
Set up a deployment to deliver self-service applications, dats, and desktops to your users.

Join existing server group
Add a server to an existing load-balanced group.

{H1%} StoreFront

BRTY =mAS, EHE StoreFront BRMBRH P IRIEARSS . NAMIE. Wik, XenApp Services URL
REHEXEE. 22BFNEERITHRSUENITRNBEERZS O SERIR. Fit, T8RS
Erh, APNBEERITHNFAERENELX. B2, EZRBEMNEDR, XEHIESRBELETH
HihpRsZ28 £, StoreFront REREFERBASMH (FI90 .NET Framework THEEFT Web AR 28
(I1S) AARSE) TEENE StoreFront BYARE MARSZ 2RI,

1. FREFERMEBEIEANENKF ERE] StoreFront fRZE 23,

2. 90 StoreFront BEIRZEHIGEHH, BHE X H,

3. XHFABERIsEE BT EIE StoreFront BJ PowerShell £3%,

4. ST TR, RigE (GENR) , AREE'NMA.

5. TETEFEMThEE E O, %IR Citrix StoreFront, A58 T ENE UMIREZ 2RISR E
StoreFront B4,

6. TE“HEI# Citrix StoreFront’3HiEEF, BH B, HETHE, BEHHE
FrhiBR StoreFront
N StoreFront f5, AR StoreFront ESZ2MIRR :

1. fBR“Web fRSS 2R (IS)'AE. B XIFHMER, 1HER Microsoft Learn,
2. MIBRSC S c:\Program Files\Citrix\Receiver StoreFront o

3. MIB& c:\Program Files\Citrix\StoreFront Install TFBMERIFEZR.
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4. BRI c:\Inetpub o

RIIERI LA EFTZZE StoreFront,

REAE
BEXBEXHNEZIFARER, BERTER.
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EENAEE

1E Citrix StoreFront &2, EaIUSIE— R Z N AEE, L}(ﬁifrﬂaié%ﬁﬁ)t'iﬁl‘ﬂﬂﬁf, . BT NEARE
[EESENX T AP WA# T B A I0IE. REMLEFRRURAM, RABFAILLET Web | 8 28THX
LN EREE, SERERNEAMEZEER Citrix Workspace N TEFH,

ERNAREE

1. 7E (/zh-cn/storefront/2507-Itsr/manage-deployment/management-console.html) #7, EFAME
AR H R RIS T o

EREEENN AR,

& Citrix StoreFront - [m] x
File Action View Help
L AE<] ol ?|
£ Citrix StoreFront Actions
:te‘::r: Group Sloes &l
| Authenticated | Subscription Enabled | Access Create store
Yes Yes Internal and external net... Export multi-store provisioning file
Manage Citrix Gateways
Manage beacons
Set default website for deployment
View »
Details - Store |G Refresh
Details | sites | ites | Remote access @ Hep
~ | Store -
@ StoreFront using HTTPS. Manage sites
Set Citrix Workspace app website
Store URL: https://storefront.example.cem/Citrix/Store Manage authentication methods
e il e ene | e
Advertised: Yes Configure remote access settings
Unified Experience: Enabled Configure XenApp Services support
Authent?cat?on service: Use_d by .this store only o o ottings
Authentication methods:  Active Directory username and password,
Pass-through from Citrix Gateway Export provisioning file
Token validation service: htlps:.’fstorefront.example.com;’CitrifotoreAuthfal.rth!v'I;‘tok: Delete store
[ u ] L4 F Help hd

EHAERERTR, EAUEEUATERF :

T+ WARR

FAER RHNABEEFARESR, F50 URL NFHINIE
7k

4 R S Az RIS ERFR A I
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T+

P4

A2 18]

SN S

HAER

S NZN AR EECERIFRE (/zh-cn/

storefront/2507-Itsr/stores/websites.html).

A X 25 Citrix Gateway B AZi2IAIH
HFHER

FREERNNARIER D, REBNAREE. B XFAER, BEHIEN RS,

Ao iE N FA FE s

TR BRI ABELRD, ERTLITU TN AEIERERE

#B{E
B

I&T& Citrix Workspace N 2 ML

BEESMNWIES A

EIEMLG

FCBEZiZhRIRE

BB XenApp® ARSZ 5

FCENAREEIRE

HAER
ANANMIBRIE =0

ECEEF Citrix Workspace [N FBF21518] N FB
P2 15 B {58 R R iy

EEAP A ATRNAREEEITENIIENT
&

BT IR A EIE RS

MR H ML EZN AP BB Citrix
Gateway 18] N A &

B XenApp ARSS URL
T EEENAEERE TN, EaUTEEFE

BUYiE . Kerberos &£k, &£ HDX EH.
RENABENSRILE

EANUE BRI 2N PITU TR AEEECE

75

EIN ICAIRE

e

BT HDX G EZINE) default.ica RELEEA]
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£5 HAER
Citrix Workspace 2RI E 8/ StoreFront A& Citrix Workspace [ T2
F
FCB S SN INIERS FEBE S B R IIEARS (FAS) UASEILST VDA BY
BRER

SHFREC S

EAMEREE— MRS T ABENEERFAE RN, 2ENZNAEERERE Citrix
Gateway FREMER. BXFHER, BBASHIE X4,

I BR Rz FR S f
EfpRN A RENE
1. 7£ Citrix StoreFront EIEZEH| & A B K PIEF N ABEE T =

2. EBRFERT, REBFRNAEE"
3. AWINELAR, Rf B/

Remowve Store

ﬁ Are you sure you want to remove the store "Store"?

Any associated Receiver for Web sites will be deleted along with
this store,

HIEHBRAEIERT, 1 X BXEIMuS = AmlER.

SN S

EAIIRIERECIZESHENNARE ; Hi, EIUNSERFAHSIBNAREME, SRNER
REHEE—I.

BERR
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EZARSHMER, —RAREA—OIRSHHKESRSHFAREE, AR Citrix StoreFront
EEEN S AREREPNEAEHMARS R LE1T. TG, FREERLRERARSSRE, UE
EHEERRE MRS R,

EQENEREE, BREIRIHEESIREEHFEENAEEPRENZRNIRS2REE,
SRIE, BRI LLERREIT Citrix Gateway Bt & X1 FA B [E RIS AR 17 18],

1. ERFERT, R QIENAMEE",

Create store

StoreFront Getting started

StoreFront stores provide your users with access to their Windows apps and desktops, external
software-as-a-service (Saa5) applications, and internal web applications through a single portal

Getting started from all their devices.

Store name
Sites Store URL @
i e e i e ol et
1
Remote access : g L
1 Citrix .
Authentication methods 1 Workspace app  »

XenApp Services URL

'
—— H
Website '
N D R (O S &

n
E Browser E End User
: i
. ]
- '
u n
H XenApp Services URL @ .
Legacy device

BHT—5
2. E'MABEEAHEDNE EEEUTARA .

 BANBEERT

« NREHLERITRAPELRESMIIEIARNARELE, BAE NAFRESHIIERN A
FipRtENAREIE . HEEIERESMIIERNNAREERN, “BREIEE = N ER=i5R" T
EFATA, FEEMNMREERFIRSBATRHERNELEAX URL, (XEH
—AJ AR, RARSSFABTERMABIRS SFRATAH. )
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Create store

StoreFront Store name and access

Enter a name that helps users identify the store, The store name appears in Citrix Workspace app as
part of the user's account.

# Getting started

Store name @ Store name and access type cannot be changed, once the store is created.
Sites
Remote access Store name: | store2

Authentication methods

] [ | Do not require authentication when accessing this store.

XenApp Services URL o q. g g § .
Unauthenticated users can access the store without presenting credentials.

Summary

Website settings
[ | Set this website as the default for this deployment

If selected, when a web browser goes to the deployment's base URL, it is redirected to this
website.

B & T8
3. EWAATE L, HENENSENLARERNLS, BXESHAES, WSREDES

7N
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Create store

StoreFront e
Specify the sites for this store,
¥ Getting started Marne Type Servers
# Store name London Citrix Virtual Apps and Desktops or D...  ddcl.london.exam...
Sites

Remote access
Authentication methods

XenApp Services URL

Summary

|_Add. || Edit. || Remove

%E':T-F_’fo

4. ESTIRIFRNETE L, EREFEET Citrix Gateway N ABEIEAT A, BXFMESR, 5
383 Citrix Gateway &I XS N B IEHIIZIZ 180
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Create store

StoreFront Remote access

Enabling remote access will allow users outside the firewall to access resources securely. You need
to add a Citrix Gateway cnce remote access is enabled.

# Getting started

[#| Enable remote access
+ Store name ey

;s Select the permitted level of access to internal resources
+ Sites

% _
Ristass ®) Allow users to access only resources delivered through StoreFront (No VPN tunnel) (i )

uliericstion meheds ) Allow users to access all resources on the internal network (full VPN tunnel) @
KenApp Services URL Users must install the Citrix Access client to establish a full VPN tunnel.

Summary

Citrix Gateway: netscaler-01 (i ]

Default Gateway: [neiscaler-m - l

5. £ SRRIEMEETE L, SERARETALABETSNRENSE, et TF—

BXURAEMEIEAEZNESFAER, FEHEES NI,

PR AR AR E R E %"fﬂg_zll-fjj_/f%, w5 HMNAEEREZSMRIERE, Alt,
FAEERREEEMNEIERS, AEEFE—"NENAEE,
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Create store

StoreFront Configure authentication methods
Select the methods which users will use to authenticate and access resources. [ ]
# Getting started | Method
e Active Directory username and password 3
_ [] SAML Authentication
e [ Domain pass-through
« Remote access Can be enabled / disabled separately on websites
Authentication methods Ll Smart card 5 ;
Can be enabled / disabled separately on websites
XenApp Services URL [ HTTP Basic
Summary o N R RN Ty Ty O e e T '

|| Use a shared authentication service

Using a shared authentication service for stores enables single sign on between them. Users do not
have to logon when they are switching between stores,

Select the store with which this store will share an authentication service. The dialog will be
refreshed and the methods will be updated based on the selected store.

Store name: b4

B & T8

6. 7£“XenApp® Services URL"EI+ £, MNREBEE PNAgent NIHIEE, 1HEEF BH
XenApp Services URL”, & NIEBFRILIEDL,
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Create store

StoreFront Configure XenApp Services URL (Deprecated)
Enable a XenApp Services URL to allow legacy devices to connect to the store.

# Getting started [_] Enable XenApp Services URL
# Store name URL: https: f
+ Sites

Vake this th fault store for XenApp Services
e Make this the default sto r XenApp Serv
0 | B o i et XenApp Services will use this store to deliver resources

XenApp Services URL
Summary
Bl
p=3_ 3

XenApp IRSZEFA, FRERKMRAEFZER,

7. NRBEIEEESTE, BEHTEM .

IR AL, EREEB—THMELUISFR R BRI AREE, SR ECEL ML e 2 H
ik,

PowerShell
EEF PowerShell BIZNBREE -
1. /A Add-STFAuthenticationService BIZBHMINIEIRS . RERIRGI, EBEERZESH /

Citrix/[StoreName]Auth . Z#E, ERILUFER Get-STFAuthenticationService SREXILH &5
BIERS . BERNAEEREEIS B,

2. RIERBECESNRIERS. HBREES DI,

3. 18R Add-STFStoreService,
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« ANABEEER—TELRE, FRHEIREN -virtualPath B BEN [Citrix/o

« ¥ -AuthenticationService ZEBAESE 1 FRIENEMRIERS. XE, W TFERLMN
FfEE, 1BIKE -Anonymous $True

s BANEE—THERENFEER. Hibmd IR RECE,

B

FREBIERRERNI. EXFAMBRE Citrix Virtual Apps and Desktops. Citrix Desktops as a
Service F Citrix Secure Private Access 12{HAYIE S,

BERWR

1. £ Citrix StoreFront BEEEHIGH, £/ G PR AR =,
2. EARBEEPRE— RS

3. TEBMFEMET, BTEENR.

f5F PowerShell ZEF LS

EfER PowerShell EFiL =, 15517 cmdlet Get-STFStoreFarmo

A4 R

A0 Citrix BBIMZANEE™ 4R

. TEBUMRREET, BERM.

AT BTREW, UEBTIRENZR,

. FFEENER FCitrix Virtual Apps and Desktops & DaaS.

. £S5/ DDC WBRSZ BT, RERMHMA DDC (RABRAI A FEES) AL,

[EEN

N

w

IS

« JNZR1&TE DDC BIEIMIE T A& Fids, MiARFHFaRatit, NRENERAHTE
7%, MIER%) & DDC,

« E)AE 21 DDC ULMATR

- WIREWARSSBER HTTPS () , BHREERSHRIIRPIEENRISXERSIFIE
FLERRIFEETE (ERNE) -

(2]

. ALEMNERE PRBB|CABTME. NRED, StoreFront RFEVLIEE—T RS R, MRKIEF,
StoreFront ¥ EAIERFHE—TRSEE, FRIFZRSHBATAH, EXMERT, ExETER
FFR, BEFHEI—MEZBIARSS SR, SRR M L@ T EARE XM TR,
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- JNRFAE DDC FEFHEMMER, NEINE AR RSBEHEHTHE, LU StoreFront F1
#H 2 fEIFE DDC,

« NREE-NZXEHIBESERERE, Hh DDC EEFRMNGER, EAefREFIERRER
DDC ME?‘J%TDT%B#HY%E&% fRS[EATIE, LUE StoreFront LITIEIFUERRIEAIAR
$San. BREABMMNAHTERRKIER—EFFR DDC iapyfh .

6. M EHIZER 57)XRP, %R StoreFront B F 5 IRS 8B EMERESE

s EERMBIERLXZIIE (FHTE) , BIEEFE HTTP, IRIEFIIER, BATBRITE
BE StoreFront 5 RSG5 2 BIHEEZ £,

o EEIMNEN TLS HFEAXHIE (HE) , 15%E HTTPS, BAER[F1EHI2: LB
TLS Z{E DDC aimEBy A EFE2s EER TLS.
FTHELUT TLS 1.3 BRREH .

o TLS_AES_256_GCM_SHA384

o TLS_AES_128 GCM_SHA256
T TLS 1.2 R EH

- TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384
o TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
o TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
o TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
7. 187 StoreFront AT EZERSB/NIHO. HTTP EEMNBIAHOR 80, HTTPS EHEMiIARKO
T 443, IBEMIHOMIUE Citrix XML Service BB
8. T WE
ANINLL = 8 O B R R B B (/en-us/storefront/2507-ltsr/media/stores/add-delivery-controller-
cvad.png)
9. NREEEHE R EA (HF) , WHIER PowerShell FRIMNER. a0 :

$store = Get-STFStoreService -VirtualPath [path to store]

$farm = Get-STFStoreFarm -StoreService $store -FarmName [site name]
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Set-STFStoreFarm -Farm $farm -XMLValidationEnabled $true

-XMLValidationSecret [Security key]

&5/ PowerShell 1N Citrix Virtual Apps and Desktops™ #1453

BN s (WFA%) , 153517 ecmdlet Add-STFStoreFarm 1 FarmType XenDesktop

Blan, BARM—1D%A'CVAD' BB REEANLS !

$store = Get-STFStoreService -VirtualPath [path to store]

Add-STFStoreFarm -StoreService $store -FarmName "CVAD" -FarmType
XenDesktop -Port 443 -TransportType HTTPS -Servers
@("ddcl.example.com", "ddc2.example.com") -XMLValidationEnabled $true
-XMLValidationSecret "MySecret"

X0 Citrix EEENIRS L=

[EEN

N

w

IS

1L BEER BB, 2E .

WA BRER, UEBNEIRGILEIR,

. 5 EBY IR A Citrix Virtual Apps and Desktops B{ DaaS.

. 7E8 Cloud Connector B9 ARS5288 T, Fd M0 F4A Cloud Connector (SUMERZRYTA 51
28) BB,

« JNRIEZTE Cloud Connector 3% DDC BIEINIE T fa#Ifas, N A A E5HE3809%% 5. W0

RITKERAFIDEE, MBS HE DDC 5 Cloud Connector,

- MREBZNHERME, Citrix BIERNINSEE VDA BIFTA ZIRIIEFR Cloud

Connector, LUETE. £ EES StoreFront BILUER AR E4H1487F (Local Host Cache) 7Ei&
HRIERE VDA,

- MREERERRNFTES, BoASTRFUEERRIRNVAFTERIFETER, MR-

MNMAFIEBRMN T I NRBRMNENIRS SR TIE, XELEFEREDPTXEE, A, T ME
H4&7F (Local Host Cache) T, ©JFPELE StoreFront JFEShEREZE L XD ERNER
&, NMSBEsEK.

- WNREBBRSSBFER HTTPS () , BBMERIEERSHRIIRPIEEN LIS X LRSS IBRIE

FLEWRIREErE (ERNE)

125


https://developer-docs.citrix.com/zh-cn/storefront-powershell-sdk/2507/add-stfstorefarm

CITRIX® STOREFRONT 2507 LTSR

5. AR ARSSBRBEATIGE. NREFP, StoreFront RFENIEFE— RS2, MIRKET,
StoreFront FHEATIERFHE—TIRSEE, FRIFZRSHATAH, EXMERT, e TERD
HFR, EFFRE—MMEZBIARS SR, SRR R P TERRE XML,

s MRFABERSZI/AVEEREM, BINERF RSFZ][BEATIGE”, LUE StoreFront o AC
BFRE DDC,

s MREE—NSXIFIBHEERE, H DDC EEFRRANER, ErIeH EfRIERRERN
AR5 2R MTESRINERH B BRSSBR B I, LUE StoreFront LT ZFAERRERIARSS
R ZIRERARMIHFITERRDECR —F R BENKIA PR EARSS 2 < BRI #H,

6. MRS RP, X4F StoreFront AT SRS 8B EHEESEE,

o BEIRMBEZELXBIE (RHE) , BEBFHTTP,, WIRIEFIEDR, BN HNB1TEHE
LU{RIP StoreFront 5% Cloud Connector 2 [8]89iE#,

 BEIMBEZELZRIE (HEF) , BIEFHTTPS, BI04 HTTPS EZi& Cloud
Connector,

FTIFUT TLS 1.3 BRiBEMH ©

o TLS_AES_256_GCM_SHA384

o TLS_AES_128 GCM_SHA256
FIFUT TLS 1.2 BIEH

> TLS_ECDHE_RSA WITH_AES 256 _GCM_SHA384
> TLS_ECDHE_RSA WITH_AES_ 128 GCM_SHA256
> TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384
> TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256
7. 187 StoreFront AT EHZRS MO, HTTP EZEMIIAKOR 80, HTTPS EEMNBMIAHO
= 443,
8. RHAE .
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Add site
Display name: Caas
Type: :"!'f' Citrix Virtual Apps and Desktops or DaaS
Secure Private Access
Servers connectorl.example.com —

(load balanced): onnector?.example.com -

[ Servers are load balanced

Transport type: HTTPS -

Port: 443

Advanced settings
Configure bypass durations and other advanced settings using the

'Settings’ dialog.

e

9. NREBEBELEE (#%EF) , NLBEERA PowerShell FNEH, Hl40

$store = Get-STFStoreService -VirtualPath [Path to store]

$farm = Get-STFStoreFarm -StoreService $store -FarmName [Site name]

Set-STFStoreFarm -Farm $farm -XMLValidationEnabled $true
-XMLValidationSecret [Security key]

{5 PowerShell 710 Citrix Desktops as a Service Iim
BARMibs (B#HRET) , 15517 cmdlet Add-STFStoreFarm {8 FarmType XenDesktop o

Blan, EARIM—1 %N DaaS"BEH L2 E AR ¢

$store = Get-STFStoreService -VirtualPath [path to store]

Add-STFStoreFarm -StoreService $store -FarmName "DaaS" -FarmType
XenDesktop -Port 443 -TransportType HTTPS -Servers

127


https://docs.citrix.com/cn/zh/citrix-daas/manage-deployment/security-keys.html
https://developer-docs.citrix.com/zh-cn/storefront-powershell-sdk/2507/add-stfstorefarm

CITRIX® STOREFRONT 2507 LTSR

@("connectorl.example.com", "connector2.example.com") -XMLValidationEnabled
$true -XMLvValidationSecret "MySecret"

70 Citrix 2B thm
TR IFH StoreFront fRZ22EZE S Citrix Secure Private Access, MBILUANN Citrix Secure Private

Access 5=,

1. 7£ StoreFront £ Ffn%] Stores > Manage sites.

2. BRI,

3. AR EOFR, BE—ERBILUTIRR,
4. T3 F%E$F f“Citrix Secure Private Access’s

5. %A Citrix Secure Private Access IRS5 235 %5.

6. M EBER THIZIRD, EEATR TSRS HEEMNERLEE,

o HTTP | B RIMBIERAEEIE (R#EF) o
« HTTPS : @XEREHERZEM (TLS) WL L HTTPS EEAXEIE (%) -

7. BEATEZERSHNEO. HTTP HNEIAKORZ 80, HTTPS MIBIAIOR 443,
8. EEHE".

9. IREERELTEE (HE) , WLIfEA PowerShell FINZER, HI40
$store = Get-STFStoreService -VirtualPath [Path to store]

$farm = Get-STFStoreFarm -StoreService $store -FarmName [Site name]

Set-STFStoreFarm -Farm $farm -XMLValidationEnabled $true
-XMLValidationSecret [Security key]

{5 PowerShell 7=l Citrix Secure Private Access I
BARMEs (B#HARET) , 35517 cmdlet Add-STFStoreFarm, A FarmType SPA

fBlan, BARM—D%7SPAApps’ B F B REFHNA ¢
$store = Get-STFStoreService -VirtualPath [path to store]

$farm = Add-STFStoreFarm -StoreService $store -FarmName "SPA Apps"
-FarmType SPA -Port 443 -TransportType HTTPS -ServiceUrls https://spa-
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service.example.com -XMLValidationEnabled $true -XMLValidationSecret
"MySecret"

ZRABISR
EEBIRRRT, SRR, RESETRE.

TS
INREE SRR, W

o ZUh RIS MES Optimal HDX B8 H BRE P MIER. EATUFZ Ik = EFARINEER Optimal
HDX EEHACE .

o LS BRI A P UREEISE Favorites FHaER (FRIEBEEFERZURRE) . XERA
Wi FIE RIRBH 5 | b=, WIS RASWMER, FLLaNRERtiE S B EHRR
2FN, NGRS EFHFHI. EfFRIAM, WNREFEFERNZE SQL Server #3EE, N7]
UEHFHBIRESTRIZR. BN, BAINSEWEFX, BEELHHERSA. BXIFHE
2, 58 EEITIREE.

f5F PowerShell 4RiBiL

E{FEH PowerShell {8t &=, 1&351T cmdlet Set-STFStoreFarm

pillea T
EEBRRET, SR MR, RESH R

{&EF PowerShell ffBRYL

E{ER PowerShell flifRiL =, FFEA®4 Remove-STFStoreFarm

BROEMARSIRE KT

1T R AR R LRSS R A MRS AL, StoreFront KBRS TIMRMIRS B, LRSS
BWLUTAY, StoreFront RRMEARSE, FEMEHIFEAR. SBR T SibEETA AIRS S
B S RATHER,

ERXLESHIEE S RITHRIRERATE
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- FERFREERIEM - 57 StoreFront {0 EE MRS AT AMRMNER, FIMEN 1 0% &
EELI, HEREaRRNER AR,

- BRSANE - EREoRROER, IENEMKENIWER, BEBHIEENILRMm, 0
REAEORRNE (FEN , NRSSHHREER, BERFENEIRIEE. FRINMEN 60 T8,

- FIBRMERIFENE - XEEAEaRROENER (FEIN) . $EE StoreFront fE4FE IR
BUFRB BRSS S ER K5 B AT, BB RFHRN B EARVAERERRRATE (UDHNEM) . FRIAME
790 3%, R StoreFront R ERERARSS 85.

BEEERS

BETHRESXEIRE,

1. 7E Citrix StoreFront EIEHEFIEH, EAMBER P EERMABIET So
2. HERBRPEE—DAEE,
3. TERMFERT, BEEEILR.
4. FEE—ERIZE, PERE, ARTHRBUERRERE LRHRE.
5. ' BRIGET, BHSE.
6. ' EEBRRKILE IEESF
a. EFMBERMERFENEITH, SHEZ7HEA—DIE (UDHREN) , ZiFERR
BRSBTS, (THEHIZRRA B AYRY[E],

b. TEBRIFENRE"TH, BEETIHEA—TNE (USHAEL) , FiEER, 25
AR S5 2R TE R REMBIN 5 4R AR ST B Ao

T A P BRI B =

RINERT, AR AEENARSERNZNAEEEEBENE ISP ANMRE R RNRE.
ENFEAFPRUEFEANEIR, AIXEEBRMNNAREE, EELMAY StoreFront FE, HE, &
B LURHEA P FR/EAY Microsoft Active Directory £H IR MM 4FEERE RGP APR, X EFRERS @i &
RIS A AR A P AR E R RIRVALR

fgn, EAUTE—ERE L NFERPEERREIR, HES— 1 EE L AMSEMEV SN A
EF. EXMEEF, FET KA BARANBRERRNAEEN REEREAER. kP "BAA
ARR IR EN B RER R RN S N ARERF.

HE, EALUNSEAFPLIERE, ZHERESENEMESHERNZR, BEEER. EBX
BOREMF, XEEREB IS XREAR (FINERHITER) RHEH8ENER, FIERFREREIN
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AREERSERERNSENN AR, B 88 BFANKRRNNERSRA R SERH

2R3
D3 /lmvo

1

KImERENES, 4, Fih=RA, WMARERRIIE Citrix Virtual Apps and Desktops
Studio Ec B P A TImIE,

M TERPERESEnS ¢

1. T BB RERED, T AFBRNNSHRRSEE T, 25 EE . NYEETRIHESL
=B, RIF I A

XA EBAFRENSE SRS R,

Ceonfigure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.

Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers

No mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.
& Aggregate resources Mo aggregation

Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At
least one user mapping must be defined before aggregating resources.

o I

2. BEFARPRFIER . XRITHCIRAF R BREIUCIZEME — IR, EUFRILLE!
LAY,
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Create User Mapping
StoreFront SEer EnUp=
Specify the user groups that will have access to the controllers.
User Groups @ Everyone
Contrallers () Specific User Groups

=
m
]
e]
m

m

Add.. ™

3. R FRENHEFRRERFE HAI— I HZ A,

Create User Mapping
StoreFront ESL HOLRE
Specify the user groups that will have access to the controllers.
User Groups ) Everyone
Controllers ®) Specific User Groups

KAEAAD\DesktopOnly Users

Add.¥ || View || Remove
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4. BEHETFT—H", XRHEEHEA SR IETF,
B F SRR P 4RI R &R 8 B (/en-us/storefront/2507-Itsr/media/stores/user-
mapping-controllers-empty.png)

5. B &I FHARM— PSR 2R,
BT HIZRH 62 F Mt R R A P AiET R RS EE (/en-us/storefront/2507-Itsr/media/

stores/user-mapping-controllers-selected.png)

6. BRI,

B FIEHIZRH 62 A M R R A P AiET R8RS EE (/en-us/storefront/2507-Itsr/media/
stores/aggregation-map-users-configured.png)

7. WRIBFERT AN... UEIEEZ AT,

{5 PowerShell 3/ F B B3R
1A LUE A PowerShell S B SEE R,

1. WFENIEE (£ SDK R#rAE) , 8IE— EquivalentFarmset, FiE LR AN TRIAERN
—&853, BUETRRERTEABF. ERUTEEIEA New-STFEquivalentFarmset :
« Name - EquivalentFarmSet FyME—F
« PrimaryFarms -3ERBR (7)) BB
2. WFEEFRARELRENERE, BEXLERAF S8 EquivalentFarmSet Z B8 EMET, &
8% UserFarmMapping, &fERUTE2EIAA Add-STFUserFarmMapping :
« StoreService - E7N UserFarmMapping B9 Store ARZS,
« Name - BRETAYME—FT,

e GroupMembers - BF{ENMRE—E VAR AN SID WEHR, BIMEBTER ;
SID EXH. BERNMFABRAF, BERHRPEIE—IFE, HEFA Everyone , BER

Everyone o

e EquivalentFarmSet - 7£_E—3AEIER EquivalentFarmSet,

B ABRENES (1) HMEEEED— UserFarmMapping 1, BNERIE BT LA
SN

&R IR
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ZURRE

AIAMBSRT, StoreFront SMENREIERESENNBIEFIFIEEE, HFFEXERFA IR
TR, XRHREMREA—FRAINSTRERRT, BRFREIESNHBFNER, NRXLEHFFE
BHEENGTT, XAgETARR, SERESAIAMZSLREEN, ErILRRHERSEIN
FA#2FBY Citrix Virtual Apps and Desktops B3E #1704, UEANAFRSHEENZRIR. DAHNERE
FpseeidE, BRFESTRSS LONERHERNAMMBEFEHITREG,

BEZARE, SREXNBERINASERIEEERZ Citrix Virtual Apps and Desktops &6
EHIRFHY, StoreFront RREZAFFNFAELE, HEAFRZ2IETENR. HAFEMIRERR
BY, StoreFront &IRIEU TRRMBERESESZAFNERIELA :

- BRSSERA M,

BFRREEer/ Ak,

« Primary #1 Secondary X,
PRI R,
REER BRI E TR

StoreFront REIZS I EARBEMIN IEKAVARSS 28, HAXEARS R AIEIHBENTTR. AP FHR
EEEHMARS SR ERRIREG, BERBEEREL, EREFRIRSHZFNERT,
StoreFront R IAEAINARIEURNEMZTR. WRAFLRERMFMEKRZFNE LERENR
&, StoreFront RERESZABFRENERLRE RAREMBEDETAFNRIERE TS
EEMIMN SN ARFFARRIEYE, HAUEERMA R~ mITAIE.

ISR LAEBE B Citrix Virtual Apps and Desktops ZRHIIEEIEINFE, UENX AR EHISFESE
N AR EENEEE. flf0, XEETMIEERAFPRAEZEDEMNATRIHEREHN

BEFNHE, BREMSERATEMER, Alt, BHHFFRHE KEYWORDS:Primary KIINEIEIE

ERE _FM RSN AIEFAIERE, HEF KEYWORDS:Secondary MifNE|EMEE EMEIR, 0]

BEERT, TREEEEBFIEENHBEIRFNM, APHFERIRETIEZRNTE, S8iE

EEBAAAE, AFSEEDRHEEEZRNEE,

{79 StoreFront W mER BRI —ER5), ERILIIEEXLERBRFIENXIS, s1RBF @ GSLB A
StoreFront, ZAILAEZE GSLB A X RIFInk. A5, StoreFront =B tEEEILE
EFNNBRER, AEBERREMEE,

FEHMERRGE, StoreFront REREEEEPIEERNINFRBER - ERENVEE. WNRAR
BENENRMETA, EILGEERFPERIBE—TARNE, HEBIIERSSIRPIERER
. NAFPERIBE - IRAMERNURAREM RV LA BEFMERANTERE, MINER
P RILTEFTA A AERE Z BiR it EIINAF 2.
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MBRMN—NIERERNKRY, StoreFront 2= IHEMEEHLER, FRIE :

- ERSIRE AP BRI ED B S ERH,

o EHSRIREFEERM (FIa0, T, JHASEEHETE]) o StoreFront AR ZiXERERMEMI
ZEHZE, ANETITRBREMEENER, HFERER ZHSBK, BIE,

- B, XRRAEFEARERASERIERISRFRIKER TRE,
EEEEZUMRRE !

TERERREREL, T AFPBRNNSHSRESEE TRHRE, WETNELRETRTEHE

1. £
Uk SN A B,

Ceonfigure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale Storefront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers No mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.

& Aggregate resources Mo aggregation

Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At
least one user mapping must be defined before aggregating rescurces.

o [

2. BR'REFR . IRETRREAR F=.
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Aggregate Resources

StoreFront allows you to aggregate the resources from multiple deployments. Select the controllers that
need to be aggregated.

Controller Type
Aggregated
MNone
Mot Aggregated
[| CVADsiteA  Citrix Virtual Apps and Desktops

[ CvADSiteB  Citrix Virtual Apps and Desktops

[ Aggregate ] [ Do not aggre;latsl

Aggregated Controller Settings
These settings apply to all controllers marked as Aggregated
|:| Controllers publish identical resources

|E| Load balance resources across controllers

o |EEm

3. ERBAHERARNMR, AERRHRE"
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Aggregate Resources

StoreFront allows you to aggregate the resources from multiple deployments. Select the controllers that
need to be aggregated.

| Controller Type
Aggregated
[| CVADSiteB  Citrix Virtual Apps and Desktops

[] CvADsiteA  Citrix Virtual Apps and Desktops
Mot Aggregated

None

[Eggregate ] [ Do not aggregate ]

Aggregated Controller Settings
These settings apply to all controllers marked as Aggregated
|:| Controllers publish identical resources

IE Load balance resources across controllers

o |

4. RIFEFEEF REEFIIRIQE LI

» IR ABERNER - EHIET/E, StoreFront (NVMREEFRH—MEFIBKEZRR. K
EHIGEINEY, StoreFront R MNREEPHIFIBEIEHISENERIR UERAFIANESEA
R o ERIATAIERERIRINIRSMEE, ERIECHEMBERESRTPHNZIRYREHE
B, BUENIFEIXEEM,

- BERSAETERE - EPLEDE, BT AR ZEEE 9, Rk IHEm
B, EfEmBAF RN NIEEREFEENS — MR, IREHERK, NKEFEZE
Eé%”—ljjﬁ;\\o

5. BEMEECE EERAFRNNSERRS Fe, ‘REFRUWESEF.
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6.

Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers,
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers No mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.

& Pagregate resources o

Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At least one
user mapping must be defined before aggregating resources.

o

REFRGE, RNERT, RERAFPALRRXERR, RLELIURMNAF RS, SHRH
FRRABIIE ", XTI A F R RS,

Create User Mapping
StoreFront ST NP
Specify the user groups that will have access to the controllers.
User Groups @ Everyone
Controllers ") Specific User Groups

Add.. ¥ View Remave

EEFREAN, SERSERFEFHMI—IHZSTH, Fll, EIgFEEE— T RREEMLE
RPRH,

ARG R, EHINIFFIEREIER, ERRAINMEREREARRE. EEAULZIE

~Axr N

HX A\ N
7K 3 DA /o
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R
~

9. MNREBARE)ZHELH[AOFTHZEIR, NTTLLERE StoreFront BohR BTN

Create User Mapping

StoreFront Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users. The
resources from the controllers that are aggregated will be deduplicated.

# User Groups
When an aggregated resource is available from multiple controllers, StoreFront launches the
Controllers 1 resource from the controller at the top of the list, in fail over order. The order of the list can be

changed using the buttons provided.

Controller | Aggregated | Type -

CVAD Site A Citrix Virtual Apps and Desktops E
CVAD Site B Yes Citrix Virtual Apps and Desktops
Add Bemove

10. #ZEIEREZ|ERERFBRAMSIERIRE.
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers,
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers (]
Use this setting to provide access to deployments based on user's membership of Active Directory groups.
User Groups | Controllers -
Everyone CVAD Site A, CVAD Site B =
| Add. || Edit. || Remove
ﬁ Aggregate resources (]

Use this optional setting to help de-duplicate overlapping resources across multiple controllers. At least one
user mapping must be defined before aggregating resources.

"o [

11. RIEFERMEZ R, BREDERERGE—TMBEFPE, SNXERRGTERERAL
Fo

12. BEHHEE

{#/H PowerShell #{TEA&EE

&R LUER StoreFront HIREEHI BB IF 2 E NNZ LSS vl BHERE, BRI LUER
PowerShell BZ{& StoreFront, TR TN INAEE -

« EBNARGHEESTERBEDH.

o BEEZFIERRTENEESE, XERSHBERLTERS.
o WTFEAWSHERRFENERZNEE, ST AERIRERHHRIERSH,

- EBNRGHMEIEE & REVEEIRF. miﬁﬂ?’“ﬂﬁ]m;bl ROBBHITAHTEIBIFRTRIER
%5 R, £ PowerShell, EAJLUAE ZAHTTHETFEHEFRAHZ BHITHRERZEIR,

'S

M PowerShell EEERAZih0ETE, FAEREEZRHIESXLEE,
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1. REZEAMERSH, ERGEF, EAEEETRRMINARFRFREE—TBirF. 87

Eid
REBIMFE— RN ERAEEERSRECIE—TREE, BT PowerShell, EAJUEX

EPREH,

2. WFEBNREH, QIE—15Z EquivalentFarmset, FBIRELREMILS (£ SDK HFF
N7 . NRREEAPHNARLESFDELEARNAR, W MASEHRFIE—T2EH
EquivalentFarmSet, 1BHZ4HEAY AggregationGroupName o EBI% EquivalentFarmSet,
BERAUTESHIAR New-STFEquivalentFarmset :

« Name - EquivalentFarmset B9ME—% %N,
« AggregationGroupName - IZEFFEHIREHMIAIT.
« LoadBalanceMode - LoadBalanced IY Failover o

« PrimaryFarms - EHLREMNT, R LoadBalanceMode & Failover , EMARIAE
FREIRFEHES, SR—1REHEZ EquivalentFarmSet, NIILIRE RS
UserFarmMapping A€ X B IndexNumber 55, LUHGHERB NG RENE R

 BackupFarms - fERBF A ANFEANZTIR. LWIIEEFHA. BRANRNEEES
IndexNumber BYE 1 EquivalentFarmSet,

3. WFARBFREHENE IR, SIE—1FIEE AggregationGroupName HY
EquivalentFarmset, FiEIh= (17) #UIEIHEN—ED. BEFERAUTEEER New-
STFEquivalentFarmset :

« Name - EquivalentFarmSet FYME—ZFF
« PrimaryFarms - RKEREIHHIT.
4. WFFBIHRREMERENESAERBR, BEXLERAFPMNED EquivalentFarmSet 2818132 BRET,
E @32 UserFarmMapping, EERUTEHER Add-STFUserFarmMapping -
+ StoreService - ZENIN UserFarmMapping B9 Store ARSS,
e Name - BRETRYME—LFR,

« GroupMembers - @EETFHETHAFANEIIHM SID WEHR, BIMYATFTESR;SIDE
X, BERMAABRAR, BERAERPLIE—FZEH, HBINA Everyone , BN

Everyone o
e EquivalentFarmSet - 7£ t—#HEIER EquivalentFarmSets,
« IndexNumber -i&EIFLIISBIF. XIGE T B IREN B iG = EEIF.

ITHRRENES (17) #SasEELD— UserFarmMapping 2, SNIERIF A& LRI

3Ry
=R

N
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X3 BT

MREBERBXIFEZ CVAD B3E, EAILECE NetScaler ADC LUEX] StoreFront FAF &i%EHY
CVAD EE. BXFAER, 15BREBIRS 25 1 54 (GSLB) IXEhaIXIF E 1k,

1T MFThBCE StoreFront, UEHFREM™ CVAD SiE T S ML :

=

7 Citrix StoreFront EIE{ZHIEH, EEMBERFPERFHE T <o

2. BERBRPERE—MFE,

3. THMFERF, RHEERMR

4. WE-AER, PHRE, ARTRBER RS LREIRE

5. ' BRIRE TREIRE"

6. E'EEERPIKEMNIEEF, FEEH1TLE, BHEZI.

7. BEAM.., MAKEST, ARRBE. WNEEFNENEKIEE § IR0,
8. ' EEERPIKE MIEEF, BEHE .

Edit Delivery Controller Configure Advanced Settings
Display name: XenDesktopCAM-A Configure advanced settings with caution,
Type: XenDesktop (7.0 or higher)
yee B s e 7.5 or Kigfer All failed bypass duration 0
) XenApp (6.5 or lower) Bypass duration 60
. Maximum failed servers per request ]
) ¥enMaobile (9.0 or lower) . R .
Ticket time to live 100
] -in-3- 1
_) VDl-in-a-Box Zones CAMZone
|
Servers xendesktopa.  .com —
(load balanced): = Zones
The list of Zone names associated with the Delivery Controller. The names
should match those defined by any Zone enabled Netscaler Gateway
through which a user can access the store.

[#] Servers are load balanced

o

I

Transport type: r'y le controllers,
Clear

o
Advanced Settings
Configure delivery controller communication timeouts and other _

advanced settings using the 'Settings’ dialog.

o I

LAPBEREARKN, StoreFront 1@/ X-Citrix-zZonePreference IRkHMIXIFSIFK, F
EREE T ZXKIgairgits, MNREE, ERRNENERAXEZ CVAD EE, sNRARTE, N
SEHEMEE,

403R CVAD HEZALE ST, WFEEFBENERE REIZABE FBVHRFE X,
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1% 8 Workspace [ FA g

8 StoreFront BIEFHN ABER, SEMAIE— I MIGHNESZNAREE XB. NR—1NA
FEEBE S WL, EEEAP M Citrix Workspace I 18)3% 5 A B G B R A b,
1. 7E Citrix StoreFront EIEZEHISHAEMERF, %R MARE T 5.

2. EHROBEEPIEZE—IRAREE, AREM BE B8, %1% &E Citrix Workspace™ RZFH R
i, MREFEML, RER—FER, HPESER0IEMikmSraEE.

3. ERIBFE LI AP Citrix Workspace [ F i8] bR A & i B B AT M i,
4. BEHEWE

Sk
BARIET

BE, AP EIERMA StoreFront™ #{THAIRIE, RILAA StoreFront &iIAY Citrix Gateway #17T
SMRWIE. BIBENEKR, BZMEMIRIERERA.

BHiE WAER

Active Directory FA P & 12555 FFP%AH Active Directory FBFP &M% E,.

IHEE Windows & & FEHHEE R Windows B i3
TRERER.

ZeeF FPRIZREEHEA PINe XEEAZEEL
EAERIEB I B P #1TE 5 RIE,

SAML £ SAML S ML E =S FHiet
2.

HTTP EAIAIE RIFE=HEMFERE Active Directory FEF %
MEREXN AP #HITEMIIE. 1FEIR Web API
FAE ARG F8Y Post Credentials APl
HTTP Basic ARtAFR REHBAFPEHITEMRRE
ko

M Citrix Gateway E3& RIFFAFTE Citrix Gateway #1751 IIE,

HE, ECIEFAEEN, EAUERSMRIE, HARTERLINAEE. FSHEIENA
=]
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RREMRRIEAE

NFENNAEE, EILUEE—NHZTEMRIESZE, XEHFEEET Citrix Workspace [N

ERE RN AEIERN A A

1. 1£ Citrix StoreFront EIEZEHIENABRP AR NABE TR, ARTBREERPRSER
BRBIESE"

2. EEENAFERNIERAE.

BRI EE R REH B (/en-us/storefront/2507-ltsr/media/stores/authentication/manage-
authentication-methods-store.png)

BN BREEN SR IIES AR EFET Web X 52515 RI N B ERERNSMRIIES A, BE
BT Web RSB RINSFMNIIESE, HBRSHIIESE.

f# 8 PowerShell ERERWBIES

E{ER PowerShell ELE &2 350E -

1. A Get-STFAuthenticationService LURENN FAFEE S EI B R B R RIERBSHEBEHE SRR
Bo

2. EEMRIERS £, ERARZAFRENSMIIENY. ERIABNNTIR, 1EE1T Get-
STFAuthenticationServiceProtocole ZEBMY, 15517 Enable-
STFAuthenticationServiceProtocol FHRHEE ARIMINIIR. EEAMN, EE1T Disable-
STFAuthenticationServiceProtocol FiREEZBRIHNTIR,

SRR AR E
RS HESERERMRE, HERE FANRUSEIMLT. 5 XHREL, BER%Y
(ARIE S EMI P E

HE SRR IRE

ERAIH— TN ABEEENAES — I N ARENS MRS, MMKRENZENERE
Fo

1. I EEERREIESE .
2. MBI TR ES, EFRHESBRIERSILE"
3. IR EAHRESHRRIERS §1EE, FNBELW THREFEFE—TEE,

p=3_ g
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HESHIERSNEBRNRIERS ZERBMEER. RMTULBEXZNSMNIIERSS
WANHKZZ MRS, FREAEEENHEMERRZS MRS HIFRA EERTS
1&o

REREHH S RIS &

SEETIER] Authentication SDK BN /55430 O B SIS HRIES

MREIERRS B L RE T HNEEXSAWIESE, NESIERRDEALSERTHE NG
BET, EERESHRIES SRR, SRR, REEERERNRGRIIELE

BELRERE VDA

L HRIIEAETIERERSRE VDAWINEE, EXIFHAER, BERAESMEMRIEAZE. N,
B L{EA Federated Authentication Service SRIR 8 S &E R,

Active Directory Fi P /M8 B 18E

RESRTHAPMAE Active Directory F3 P& %63,

R &M% S50 R S E (/en-us/storefront/2507-Itsr/media/stores/authentication/logon-

username-password.png)o
MRAFPNERBESHASEN DR, NAREEE, AP ostaiRiSEEIBAIEDL,

E7E{EH Citrix Workspace N FREF N AN AEEERNZARF 2NEB GBI, HE 57K
IUE7A7% B OR kI BUEIES Active Directory FiF A&,

RINBRT, ANABEEERAFSMNERSMIIIEtERAER Web X 5E 3R AR BERZNAREE
MBS R 2 EBHMWIE, ERNE EEMLE MR EET+ EAREMILZERA
F&MEE SR Ik,

EEZEENAFE

EAURFIEREXNHERERNAA NN ARIERR, TIERERERIEEET Citrix Gateway

ERERFNRIEER.

1. £ Citrix StoreFront EIFZEGI EMAMERPEF NABE TR, AREERERPEREN
NEMIWIESE. ERIFERT, REERSHRIESZE.

2. NBPSBMEE > igB7xH, EFEEREEE.
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3. ERNREME, ARREFRMLMAZEEENLT. EREFREKFHBFRIUERER
SRS NAEE. EERER, FEREEATIRPERZERE, ARRHHE
o ERILEPAFKA NN AEIENAR, BEFIRPERZE, ARREHER.

EESBNAIVRE T BRPRARSRENEI. IREFERAFUEAFRARIVBARRE, 18
¥ NetBIOS &FAMETIRFP, BEXKBAUBREALIMBRNEGARSEE, BRT2REE
BHAMBFIRS, WREFLAFAEBELUIAAP ZRINAR EELTRIVAARRE, N
£f NetBIOS A#ilse 2 RE B &R ARINEIFI TR Ho

4. MREERET ZTREMEE, BN RIALTIRFEZAFEREFIINEPRIE.
5. MIRBAEERNE L HREMEE, BEFEERTTERERATIR & EE,

SEEIEREEE (/len-us/storefront/2507-ltsr/media/stores/authentication/authentication-trusted-

domain.png)

PowerShell

EIREEERIE55R, EfER cmdlet Get-STFExplicitCommonOptions o

BEHZEMET, 15EA cmdlet Set-STFExplicitCommonOptions o

RIFRAPENEE
BRI P RER B, &, ERIUNERESRFINBEEIHAF, XEREER
LHRA P KA =R EE I BmE A R L ENN AERF.

BB EU T E P imHAI A

CITRIX HNE STOREFRONT AFRaREIEBNET NP STOREFRONT
WORKSPACE M2 TERTIEE, AP HRAGEAD FERTILThEE, AP
F AU ERE S HINED AIATER S HART S o
)
N&E =
Mac =
gog=-!
i0S
M5 ER =
Web = = =
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FNBCERPHELE Citrix Workspace N FRTEFF Web X E2sA P EXEER, EFERIEE S, R
REBALLINGE, BRRESRSHIVENEEARBIERAFERNEERL, RIFAFREXRERS
MR RZ R BA A LUFERSHRIERSNERNABENAR,. NRENARER
£HRE, MERFRBREERINEMEREER, BRAREMANAEEEITEMN LT MENEBIHFIR,

NRIEDITR A FER ESRE, NEBEFIHNAAREERNIWIES, FRNERT, B
FESEFEARBREAR Windows REGIKERE. E, EANUEEBEXEHMEAR,

1. EEESMEIESEEOR, M Active Directory AP &RFIEL > 8B THINER, EFE
BEE R

2. ERITRPEREE, HERRIFAPERER § E1E.
p=3_ g

SNRIEFEZFUETT, AR BITRHEFREEIAML AL NEEEMNAEFNA
Fo

3. EEENITAPNEELIHNEREN, TR ERED.
4. EFEREDERPES IR REMI ], ERILUEFETER

- F{RE - Ul RETEIDSHRE, ©REREIHNENEF,
- {5F Active Directory ARIEPRIRERILE - ERE, WIRAFPNREGFE AR PEE
HXREFADHE, ARREsAH@EH, AP LOERESRER,

p=—

StoreFront A& [E {5HZ DR, Fit, MNREBIEEFEBFHATIDRE, WWANERE
[ligwiALis

- EREEXRERE - BRE, NMRAFNEFTLEREAIH, AFRRERENA
Fo BPALOERERER.
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Manage Authentication Methods - Store

Select thg Manage Password Options (i ]
| M rtings
B! ¥ Allow users to change passwords: :_ = .
O] s (®) Only when they expire -
1 b x At any time (only available when using Receiver for Web)
o Remind users before their passwords expire:
] S Do not remind
C :
= 8 Uze reminder settings from Active Directory group policy
L] H
— Use customized reminder setting
I+ P -
Remind users | 10 =+ [Days = | before expiry E

Installi

authent =
-

AR

AR1:

HARIER StoreFront AR 23 LB R BHBLER T EIREFMEPIE AR NEEEXF. ERERPHE
BBEEENGEEE, StoreFront RTEZIRS S LA ZAFGIE— 1 AMECEX 4, StoreFront &%
MRS BX R I HI2S F AE B U P YRS,

TE2:

INRIEERAZ LKL MK | REARTFN SAM #TERBANE R, WKALSHER
BEERERENAR,

FE3:

WNRIZERY B A 2R ERE, 2301 Citrix Gateway BE# & 1710 BB LI
THNRE,
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PowerShell

BIREVZEEIES5R, 1EfEF cmdlet Get-STFExplicitCommonOptions o
BEHZEMEE, 15 cmdlet Set-STFExplicitCommonOptions o

AT AT

WBE, StoreFront 23K Windows 3&iF Active Directory FHIEE, XER Windows RSB 2S5 B
AIFR—IFF, HER MAZBEFEGEXR R, HFLIEEIL Active Directory F4ERY, ErIUEE
StoreFront {8 Citrix Virtual Apps and Desktops {11228 KNI EIR. XMWEFM HTTP X
SRIIERMT X BB &R I0IE.

EfifiE StoreFront A0{AIIEIERED ©

1. #EESRRIEAEEOT, NBFANES > KB ThERER, EREBEEBRIE

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources, (i )
|| Method Settings |
User name and password m
[] SAML Authentication -
[+ Domain pass-through
Can be enabled [/ disabled separately on Receiver for Web sites
[] Smartcard
Can be enabled / disabled separately on Receiver for Web sites
[] HTTP Basic
[+  Pass-through from Citrix Gateway
Ins.talllng ar:ld unlns.talllng Fhe EUth[EHtICEtICIF:I metheds and the _
authentication service settings are included in the advanced options.

o R

2. MBI TARIIERR ThRS, 5%

« Active Directory - 23K Windows 7E Active Directory 34 iFZ1E

+ Delivery Controllers - Z3KEZiER Delivery Controller™ IGiFEHE,
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Configure Password Validation
Use this setiing to select how passwords are validated.

© Once configured, this setting applies to all password-based authentication methods: User
name and password, pass-through from Citrix Gateway and HTTP Basic. You do not need
to configure this setting again for these other authentication methods.

Validate Passwords Via | Delivery Controllers +

This method delegates end user authentication to Delivery Controllers.
Click "Configure” and select one or more Delivery Controllers to
validate user credentials.

Configure Delivery Controllers

Delegate end user authentication to Delivery Controllers in Citrix Virtual A
Add one or more Delivery Controllers for validating user credentials.

3. WRi%E$E T Delivery Controllers, NiEZEEE, 7ZECE Delivery Controllers &S, ZRiN—
N Z N Delivery Controllers AISIFAF &R, SAEBTEHIE,

Edit Delivery Controller

Display name: CVAD
Type: (@) Citrix Virtual Apps and Desktops
() XenApp 6.5
-
(load balanced):
-
| Add.. || Edit. Remove

|#| Servers are load balanced

Transport type: HTTPS v

Port: | 443 |

4. ERHE
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PowerShell

BIREVEREMIRIE ST, 15 cmdlet Get-STFExplicitAuthenticator o

BB R TR AT RS ISIE, E{FHE cmdlet Set-STFExplicitAuthenticator [FIGIEERIKE
79 xmlServiceAuthenticator . EI&ERFIIEEIEAR(FIERIZE, 1BEFEA cmdlet Enable-

STFEXmIServiceAuthentication
BB RE VDA
P EshZRIER, StoreFront AR BETFERABIENEIREEELS VDA RITTREAER,

IR AFEIER AT Federated Authentication Service (FAS), NIl StoreFront REX% FAS BRSS 25 IUIR
HIEH, MNMEINEENRERAER. WEREEELS VDA, MAEERE. f0R StoreFront JoiEEK
% FAS iRS588, MITEN VDA #ITRRE R,

BEXERRER

BERREEBIBERERD, BEATF c:\inetpub\wwwroot\Citrix\[Store
name]Auth\App_Data\Templates\UsernamePassword.tfrm . 1ZiER{ER Forms Template
Language 7 Xo

LUR R INAREFH R L& B F Windows B9 Citrix Workspace W FATEFE1FER

XA
SAPERIINABEN, FINER FERMEELFETIRENAE, EAUERY K IEER WS
EHCHEEXHR !

1. FBXARIERTTHEMINIEARSHA UsernamePassword. tfrm X1,
2. EXHRHEILATIT.

I @* @Heading("ExplicitAuth:AuthenticateHeadingText") *@
3. BIMIREIS e+ FMEM *e REUHIFZIEM.

@Heading("ExplicitAuth:AuthenticateHeadingText")

3 Citrix Workspace WA 2T AR EREERALSMIIERSZHNAREERN, tiSERIEIAT
A A IRE R BRI A AR AN,
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4. BESIFEANEK, BEANEKRESRITTAEMICIEARSEY ExplicitFormsCommon.xx.resx X
5, ZXHEBEENMT c:\inetpub\wwwroot\Citrix\[Store
name]JAuth\App_Data\resources\ BZH,

5. EXAFHIHREIUTITR. fiE <value> THRPLBHINA, LUENABRERRERLLS MR
IERRSS BN AR RS B RS FE B RINEE_E B RIRIAREE X AN,

<data name="AuthenticateHeadingText" xml:space="preserve'">
<value>My Company Name</value>

</data>

BERHMXEIRERAFHNERMNEETEXA, BREAMI G

ExplicitAuth.languagecode.resx, EH languagecode & X3H & BEFRIRFTo

PELE5E A F Windows B Citrix Workspace N BEEFEGFEBMAF A

FINBRT, HEFPERE StoreFront N ARIERY, &MAF Windows B Citrix Workspace N T2
FafFiERA P NEE, ZMEIEERAT Windows B Citrix Workspace N FIZFEFAFP R, &R
BEMIIERS I,

1. FEANAYREIRTTH XM inetpub\wwwroot\Citrix\

Auth\App_Data\Templates\UsernamePassword.tfrm,

2. FEXHFHEHBILTT

@SaveCredential(id: @GetTextValue('"saveCredentialsId"), labelKey:
"ExplicitFormsCommon:SaveCredentialsLabel", initiallyChecked:
Controlvalue("SaveCredentials"))

3. INFRARERIXIER,

<!-- @SaveCredential(id: @GetTextValue("saveCredentialsId"), labelKey:
"ExplicitFormsCommon:SaveCredentialsLabel", initiallyChecked:
Controlvalue("SaveCredentials")) -->

RARERERERILSMIIERSHIEIER, Mot aA=LZE,
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ZANIB R, Citrix Workspace app for Windows £ BEER EXEARNBER %, EMEIEETRTA
F&FE, 37T HRMBIEREFRBNERNS], 1525 BLE Citrix Workspace app for Windows &
EEBFABF %o,

& Citrix Gateway #H1TZEH1

IREI UABCEERY Citrix Gateway, UERFEREEAFRLNER (HEtERE-TRER) R
Mx, XLFIERZEER] StoreFront AERE|EIE. E7 LDAP AR &MEE &5 I & /Y
Citrix Gateway, 1E2(% NetScaler X1 - LDAP B450E, EAZE StoreFront, i5EIH M Citrix
Gateway EHi&,

SAML S {3 531E

SAML (ZEMEIRCES) B—MARINE, HEMNMEMHIIE~mER, 8 SAML, ERIUF
StoreFront ECE N AP EEBEINEBE DRI HITE M I,

Pz

ECE StoreFront UER SAML SR IIE#HITAERIAR, FAERIAE, EER SAML 1350
JEEZE Citrix Gateway, SA/SACE StoreFront U Gateway BE3&EZ 15583,

StoreFront EERF S SAML 2.0 WH DR METER (IdP), #la0 :

« £ SAML 48 (FE WS-Federation 487E) BY Microsoft AD Federation Services, B * %40
58, 1B5&I% CTX220638,

« Citrix Gateway (B2EX IdP) o
 Microsoft Entra ID, B XF4ER., 1B5EI% CTX237490,
SAML BrE @B E— <saml:NameID> ¥k, HHUEFR T HF BB EEEAFT (UPN),

StoreFront 27£ Active Directory &It UPN, StoreFront Az #FEMBRHMIAF, £ Entra
ID B, BRMRERESER.

BANAEEERSHER SAML BMEIE, BESMIIESE BOPEE SAML SREIE, A
BRT, ANBEEER SAML BMIER N ZNAEIENFIEMEERT. ErIUESMEIES
& ETF IR RS RS MIAE SAML S1358IE,

StoreFront™ SAML g5
ERE SAML, EHNESMNIRHERTREEEUTIRS ©
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o X ID B URL, XENAREIESMINIEARSHIEE, BHE/ https://[storefront host]/
Citrix/[StoreName]Auth

- WIS HEEZERSH URL, BE A https://[storefront host]/Citrix/[StoreName]Auth/

SamlForms/AssertionConsumerService

S

o TTEIEIRSS, @E 9 https://[storefront host]/Citrix/[StoreName]Auth/SamlForms/

ServiceProvider/Metadata

HEANIEE—NiRiES, BEA https://[storefront host]/Citrix/[StoreName]Auth/
SamlTest

BRI LUER LT PowerShell filANS Hi+E E N FE FE 5 A9 I o

# Change this value for your Store

$storevirtualPath = "/Citrix/Store"

$auth = Get-STFAuthenticationService -Store (Get-STFStoreService
-VirtualPath $storeVirtualPath)

$spId =
$auth.AuthenticationSettings["samlForms"].SamlSettings.ServiceProvider.Uri

.AbsoluteUri

$acs = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.VvirtualPath
+ "/SamlForms/AssertionConsumerService")

$md = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.VirtualPath
+ "/SamlForms/ServiceProvider/Metadata")

$samlTest = New-Object System.Uri $auth.Routing.HostbaseUrl,
($auth.virtualPath + "/SamlTest")

Write-Host "SAML Service Provider information:
Entity ID: $spId
Assertion Consumer Service: $acs

Metadata: $md
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Test Page: $samlTest"
RitHmAl

SAML Service Provider information:
Entity ID: https://storefront.example.com/Citrix/StoreAuth

Assertion Consumer Service: https://storefront.example.com/Citrix/
StoreAuth/SamlForms/AssertionConsumerService

Metadata: https://storefront.example.com/Citrix/StoreAuth/SamlForms/
ServiceProvider/Metadata

Test Page: https://storefront.example.com/Citrix/StoreAuth/SamlTest

fEATBER TR E
To simplify configuration, you can exchange metadata (identifiers, certificates, endpoints and other

configuration) between the Identity Provider and the Service Provider, which is StoreFront in this

case.

MREN B PREREFZFTHIESA, WALUFEIER StoreFront TTEHUEAR L =, AE | IHRE
@I HTTPS 2o

BEFEARE SMIRHIEFNTTEIEAE StoreFront, &R Update-STFSamlldPFromMetadata
cmdlet, a0 :

Get-Module "Citrix.StoreFront*" -ListAvailable | Import-Module

# Remember to change this with the virtual path of your Store.

$StorevirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store
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# To read the metadata directly from the Identity Provider, use the
following:

# Note again this is only allowed for https endpoints

Update-STFSamlIdPFromMetadata -AuthenticationService $auth -Url https://
example.com/FederationMetadata/2007-06/FederationMetadata.xml

# If the metadata has already been download, use the following:
# Note: Ensure that the file is encoded as UTF-8

Update-STFSamlIdPFromMetadata -AuthenticationService $auth -FilePath "C:
\Users\exampleusername\Downloads\FederationMetadata.xml"

EEEhiRHER
1. 7 SAML HAHIE THEGIRE THRSE, ARRE F MR,
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Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources. (i )
| Method | Settings

Izl User name and password
SAML Authentication

| | Domain pass-through Identity Provider

B Can be enabled / disabled separately on Receiver S B

|| Smartcard
Can be enabled / disabled separately on Receiver for Web sites

[] HTTP Basic

W Pass-through from Citrix Gateway

Installing and uninstalling the authentication methods and the
authentication service settings are included in the advanced options.

Advanced ¥

o [T

Identity Provider

Identity Provider

StoreFront uses this information to configure the trust to the Identity Provider.

SAML Binding @ | Post =

Address iy

Signing Certificates

Subject Name Thumbprint

Add... ] [ Import... Edit... Remove

o [

2. 1%&3F SAML 487 79 Post 5§ Redirect,
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3. WA BRI HEERIHNE,
4. SABTEE SAML SHERIIER,
5 BBEREEL

EcBARSS RS
1. i SAML EAIE THENRE THRS, AERE RSRERMHERE.

B R IHIEFEE O REE E (/en-us/storefront/2507-Iltsr/media/stores/authentication/saml-

service-provider.png)
2. A, EE—NFHERIES, BTREMEHEFELHER.
3. ANEM, EFR—TRUHMBIES, BTHRENSNREREFZEERER.
4. BRSRHEFIRARTE FUETTEERN S HIIERS.
5. HBEUREFES.

PowerShell

{@/A PowerShell :

« EEAKLIUEH, FEA cmdlet Import-STFSamiSigningCertificates

« BEBEAMEBIUEE, B cmdlet Import-STFSamlEncryptionCertificates

Wizt

ZMid SAML &R -

1. ¥3) SAML MATIE, 5% StoreFront SAML Endpoints,
2. XRMNEEERDSNRHER. WMALNER.

FREERENMIXTE, ZEE RSP ERNETS,

ECi& Delivery Controller™ LUS{E StoreFront

£ SAML B3 50IERY, StoreFront TT:ATAIRIAFMENE, EILIER Citrix Virtual Apps and
Desktops #1TE R IIE, FEIt, EHMEZE Delivery Controller LUEER B StoreFront BIiEK, 15

&5 Citrix Virtual Apps and Desktops Security considerations and best practicess

ERREHRINIERS X VDA #ITRRER
£/ SAML H{332IERY, StoreFront TAGIRIAFRRENE, EILERIAER TILEXN VDA #HITRRE
Fo EAUERKESSMNINIERSKREHERER,
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RS @S RIS

BRFEBEMAER Windows IHEN#HITEMIIE, EEENBETFBERE Citrix Workspace 2
2%, IIhEesEATF Windows kiR Citrix Workspace [ FF2F ] Windows 3221589 Web 3
8%

StoreFront EZiE

E 9 Windows R Citrix Workspace NFRTEFERIERE, E1E B4 WIEAZE Pk REE,
BINBERT, ARENNAEERBEEESHIRIENS RN AEENFTE NLEE B HTMLS ki

Citrix Workspace N 2 FRISIER S N IIE, ERIMTE BEMILS MHIIESEED+ LK EW
AR R E @ & 1 30k,

BZ& Delivery Controller™ LU{E{E StoreFront

ERNEBEHIIER, StoreFront IT:AAIRAFERE, REItbIFEEM Citrix Virtual Apps and
Desktops #{THPIRIE. Fit, EHMEIE Delivery Controller LUEERE StoreFront BIiEK, 15
£ Citrix Virtual Apps and Desktops Z2F E BN R IELE,

Web J¥izRACE

E@E T Web NS 2REAINEE, ML ZER Citrix Web Extension 5§ Citrix Workspace Launcher
FXIh#ME] Citrix Workspace MR, ERIREREEHAFH Web X MR B UMD IFHER S 17
03Ik,

IEX i8R, Edge¥izz fl BFN SR
AZE Web ¥ 512318 Windows Internet Explorer KIFt B AERTEAESE R, RINER

T, BANAM Intranet KIHHFWIERER. BRIERILER7INE) Intranet X1
1. FTAERIER

2. fTFF“Internet &I

3. BI'REETIF,

4. 1% AEH Intranet”

5. BEHUAR"

6. R WP

7. ANINIEEY StoreFront fik,

XEEIZ B A] LU A H SRBRERE

B X L& Microsoft Edge LAi#1T Windows EEREMIIIENEZER, &SR Microsoft i,
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2\
BB SR RIGE, LEE StoreFront Wih URI, MMSEIBESE R,

TS
HIRMRIE SRR EFTRER SR EN#, 15B1TRIBHRE X,

1. ERHERMEEH#ITR M IIERITEN E3TH Firefox.
2. 1EHiubA=HR, @A about.configo

3. REERESXE !

4. EI8FEI=F, %A negotiate,

5. X network.negotiate-auth.delegation-uris,

6. MAIRAIZNE] Windows 1% (40, mydomain.com) o
7. R OKo

8. Xifi network.negotiate-auth.trusted-uris.

9. WA Windows 1% (40, mydomain.com) o
10. BEMRE,

11. XHFEFIZED Firefoxo

BoERE VDA

BEAGEREESERT VDA, BXAERERTF Windows B Citrix Workspace N E1EF, FHE
F'ERERER AN, 55R LEYEESMNEIL. HE, EaUiE BEEHIIERS UE S
B RE VDA,

EReFEHEIE

BEEEFEMRIE, BREIRRENAREENEASEEE RN PIN B {TH DI, rILUEE Citrix
Workspace N AATER. Web )% 28] XenApp Services URL EEEIN AEENRB R EREREES
1%5‘.‘[1.|-.Eo

p=3 g

NRAFEREEFER Windows, BINEERABEESHIIE, MARE (UKR) BEEEF
SMWIE, XAIUERMVABENERER, MEREREEFEFRNHITEMNRIL.
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EREEFENINIEAELAFPNERIE, RMERAFHREMEGNT 2, AR
B L&HY I e fE A N SRR SRR B FIE BRI E RS P IIEHITRIF. FhAZRE S
®iP, FEKZAZBAEEF. ENAAATUEREEFM PIN i3, SEMNIHAETIRE
R R EMN AR

EERERFEMKIE, HAMESF StoreFront ARZS25HY Microsoft Active Directory 3 EZEF
K, HEES StoreFront [RSFFFEFEBRNAEEXRNFFEBRAFKS . ZFFSRWNAEAE
ENZHERE,

X1 Citrix EHEREFEIE NMA TN AERIFE S EF AR Citrix SBECEEfeF. Hbf#t
MRS REFERE LT B,

FoREMH

» HIRFAE APk S ERBEEITRIERE StoreFront ARSS23HY Microsoft Active Directory 13/,
HEBEES StoreFront R332 BB BN AIE1E X RAVEHF,

- MR HIEAERFEMIIERNEERE, BRERIENERFIRFHREE. REfrEEMEE
DX HhialfF PIN &17 SRE& SO IF XA,

- TESITIRIEAR SEMNAEFR Virtual Delivery Agent BIEE SIS IR 1+ 8 A L REEIHE
HEREFHiE. B XS8R S Citrix Virtual Desktops A& FRANEZER, ESH S+

o

s WREHLAEMBEBEEHIE, T IEFRRIKF MRS RS B R/ Active Directory IF15
IEECE, HERBPIUEBIIER URIIIT,

BEdiE StoreFront
o IWATER HTTPS #1717 StoreFront SAFPIREZEIFEEFTEB RS FEMKIE, 1BEIH
£ HTTPS &% StoreFront,

« E@B1d Citrix Workspace N AR EZEIINAREENERASEFEMRIE, BT BMKIEAE
AR ECEAEEEEE

« BNBERT, ANABEERERFEMNRITERNZNAEENFIEMLEREREFEMNR
iE, &R EEMNSS M IS AR+ LIRS ARE RS EMILREREFE M EIIE.

- NREENEESEFNAFRRERSMNRIE, AFRRVIWIIERAERF PIN BERIVE
T, BINRMWIIHE R FHIMERRERE, AILOERENS AL,
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ACi& Delivery Controller™ LUS{E StoreFront

RSB FIMIIER, StoreFront T:EARARERE, RILIEM Citrix Virtual Apps and
Desktops #1TERIIE, Eitt, EHMEZE Delivery Controller LUEER B StoreFront BIiEK, 15
27 Citrix Virtual Apps and Desktops Z& 3 2B R {E .

&2 Citrix Gateway #H{TEIRR]

FimiZihie, EeILTE Citrix Gateway FERERE £, REEIZREMNEIIERAEESHDEIE
¥ StoreFront, B X BEZFMER, 15ER Gateway B,

NAFRAPEREIL S ERENEENAREERLIRS 38 LIREISN N ERIER, HEIEEZ MM X

HEZRZRESEETE (SSL) S R2RARFHmEMRTIE. BXIFMAESR, B8R BBEEFEMIIE
o BT EEEREFEMIIERIM % 18] StoreFront BY, @i b EINARSS 23 ECE R £ Citrix Gateway
A, DUERIANAEERERENNAEREFNEHE, EXIFHAGER, B8R NNAEEEER
£ HDX B&H,

BoERE VDA

ERLUEN EERFPNE R FEERERN VDAMESE R, AJLUET Web N2 ERAT
Windows B9 Citrix Workspace™ R 2R IA RN AEE, BRIFESLANEEATF Windows BY Citrix
Workspace W RAIEFHITH. EEMRERS LF@EINEERH0RIEN, BFREEEES VDA B
MEBEFMAHLEIE,

1. EREEHAT Windows By Citrix Workspace BY, @8R RERAGHTEHEBANERE R, 18
Sif BB EB S 1R,

2. ERAXAHRIERRITHNAEER defaultica X, 1EEIR Default icao

3. EAARBE Citrix Gateway iGN AEENRAFEREREFERER, E7E 2P RMUATIZ
Bo

DisableCtrlAltDel=0ff

g EERTFNABENFFERF. EENERESERNEEFENINIEEERKEmMNAEIE
F, B sMS NIt ASIBRRNNARIE, RS, BAFISEESHSMNRIEAE
BN FA IS

4. Bj9@d Citrix Gateway RN BEENAF EREEFRIEER, /7T S FRRNUTIR
Eo

UselLocalUserAndPassword=0n
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g EERTNABIENFERF. BEAREAFERAEESMNNIE, AEREMARERTHE
REKEMNARER, EUFNSARFPIERRINARIE. AR, RAFISEEEHS
PIET AN RIS,

&, BeJLIECE Federated Authentication Service LB 25 FF] VDA

EEIEEm
FEREF AT StoreFront B/ H13IRIETE 7 R A T Z KR,

- BREBITHAMLSE (VPN) BESEEEEEMRIEESER, AR UARE Citrix Gateway
FHESWRESR, 8NP BEREREEEEMN PIN #1T7EMK0IE. MFEsEEBF, & Citrix
Gateway {3t StoreFront #H1TE @& 14 IIEAR AT Ao

- AIUEE-AARELERZSKEEFNZ TR, ENRERAEEFENIIINESE, AF
WA RTE G R RE SN AR BY R A—KE B+

- HENAREFPEREEFN PUIRATFRFERIME) , BRRURIBEITGNNRETR, BX
BAZREFIHA PINo SNRFRFBAT ZKEEF, WARSAEXME R, XUAIEEHET
RERE (FiaEERARKRIER PIN ZFESPEIMGIZE) El. SEEFETIR TS
B, MMRRSIRTAABEASEF, WAPKAREEUR MNRRASRTAFABRA PIN, T
il R A PINo

o WIRIZFFRIEE Citrix Gateway I8 A & ERNEIARIKEHIERF Windows FAF B9 Citrix
Workspace N FA2FEBEREFEHIRIENEREE] Citrix Virtual Apps and Desktops, MItEi%E
ERTNAEIENFERF. ERNERBEENE R FEMRIINERRSENNARER, &
AN BHERNIIES ERER NN AREE. e, BHNRAPBIERIEEHSHIRIESE
HIRZ FA IS,

« IR @I Citrix Gateway 1517 N EER E M AL FHIERF Windows BB Citrix
Workspace W REFE RS R EHIIENE@EE] Citrix Virtual Apps and Desktops, MItti%E
ERTNABIENFRERR. EARERAFEAERENRIIHEXRKEMARERESEMNA
2R, BB ARFeIEZRENNEARE, A, FENARSISEEEESMIIESEN
N A&,

« 8 XenApp® Services URL REEfCE—MBMIIEAZE, HESTMNEABERE—" URLA
. WIRMRTEHHEFEMNRIEZI, EEFEEAEMAEUNIGIIE, WHAAEMHIHBIIE
FECIR IR AENE, S AMEEEHE— XenApp Services URL, G, HEHARF
SIS EEEHESMRIES AN EREE.,

« Z2%t StoreFront [, Microsoft Internet Information Services (I1S) R ERIABREBXE R N
StoreFront S IIEARS AYIEBFAIIE URL BY HTTPS EEHRME R FIRIEH, IS ARAEM
Hth StoreFront URL iEREFIRIEH. LB FETEBRNEEFAFIRHEERIEXSHIIE
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BYETR, ARG fth{i RS sEF M IMEIRE, ARIEFBRZAY Windows RERIQIE, AP EAILUBRE
BEFMEFEFHITR NI,

WNRERER IS BEENEKFAE StoreFront URL BY HTTPS iEHRHE P IHIER, NHHIGIE
RS MR AEIE R AL FRE—RS R Lo ERTERXMNAENAEESRERNEFIGIES. F/H
It 1S ihRECE, ERE-ERP TE@ED Citrix Gateway iE#E, WITACIERIEXNFMIIE. R
AR MNgEPRIREEF, NBNBRER,

M Citrix Gateway [E38

FAF 1A Citrix Gateway #{TH R, HEHRENAEENEMNER. BRECENNAREIERIT
12i5REY, FRIABA Citrix Gateway HAI0IEE®, AFAILGEE Citrix Gateway fEAA LR
Citrix Workspace N 2R EL Web JI W28 E#RIN RIS, B XA Citrix Gateway BZi& StoreFront
FIFAER, 1BEBIR BLiE Citrix Gateways

StoreFront 3235 LLF Citrix Gateway SR IE A ENEE,

o 15 AP ERAE Active Directory AP &M BB R

« RSA AFERBRZETEERNSHEARRE (BRSEMANRFBES) RENFRER, NRE
GBS RZESHEREBRRRIL, BRARERENEZFEASEGN B LHNEMRIEFR, B
90 A F #Y Microsoft Active Directory 15 E1E,

- BHtE AP EHAS5HE Active Directory T X BXHI SR EEE & Fo

« RSA +if AR ERHEESIENZESEEIRER,

« SAML AR ETEERIE=4 IdP LUEIE SAML &R, SAML BrE X MaE S AP Active
Directory 1P HY UPN,

- JET OIDC B Entra ID (CU1 EFhrA) FAF#EEME] Microsoft Entra ID #1TB 43581,
BFEIUE4 Entra D BF, HeIUZREEBMAEF. BXi¥ER, 1525 £/ OIDC #17
Entra ID B{7381iF,

WRIETE Citrix Gateway FZR T BMIIIEREZERTRERER, WAERHER, ZHNiEEHME
RIIE S ELZ —o

ANRIR I M Citrix Workspace N B2 NS5 0)N AEERIZIZE P ECE T 2 Citrix Gateway FIXY
TREMIIE, MRATTE Citrix Gateway LRIZRNTBHIIESRE, £ RADIUS (EREEMHRIELAS
BFRS) EBERNEEZMREIEAE, ¥ LDAP (BELEBRiFRMN) EENHEA L BHE
ERIUERIEREXHPERHMB S MIIES L, MUER LDAP EiEf5&#4 StoreFront, F Citrix
Gateway &&FINE] StoreFront ELER, MERFEHIGBNEMNELZESE . BXIFHAER, S
i% <http://support.citrix.com/article/CTX125364>
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@i Citrix Gateway F StoreFront ERZE SR IGIE, IBES BT Citrix Gateway LDAP &17
IR RF SSO LB MIZE A userPrincipalName, B E KA 7E Citrix Gateway BRI
mH EIRE—ME, UWEHTEEFRMERN LDAP %Ki, ACEZR StoreFront Y Citrix Gateway =iEHD
BXHE, BEERESERE, BHNRESMIZENGEEXR. BEATFHAFR NEMHER

3 StoreFront, MAEXREAREEEBIE,

TEIZRY Citrix Gateway EREZIFHIIE/R T, EAIMAEA SmartAccess 1R#E Citrix Gateway =IEREE
RBP4 Citrix Virtual Apps and Desktops & RRYIAE,

B Gateway Eif
EE3851d Workspace N AR EZN AN BEEERARZAM X EEBFGRIE, BE BMRIEAE
B O A& EUEA)E M Citrix Gateway B,

RINERT, AETNABEIERRA Citrix Gateway EX@ S A IIE = 91N A& ERIFRE LGS B
tEINEE. IERIAES M IIET AR+ E R RN E MiukEY A P A& & 0 50E.

EEZEENAFE
INRIZRT Citrix Gateway EEB/{ER LDAP BAI0IE, ME]IUPREIH45E B AYIAE,

1. EEBESMHIIEAEEOTR, M Citrix Gateway BEiE > igB FhEkEd, % BEREMEE

2. R NREME, ARREE AN URAZEEENGIT. TSP HEEKFNEFPEBRESRE
FERBHMRIERSIWFAENAEE. BE8UE%, BEREMEATRPERZEXE, AEEE
B, EFEILZIEPAAKA NN AEENIRE, EEYIRPERZE, SAEEE BER.

EESBHAIURE T BARPRARSENE. IREFEAFUEAFRARABARRE, 18
¥ NetBIOS &FAMNEITIRF, BEXKAAUAREFLTBRIVAARSERE, BRT2RER
ZAMRFIRS. MREFLAFEBUIRAFBEANAR EELTRIVAARRE, N
£ NetBIOS &l se 2 RE B &R ANINEFI TR Ho

3. MNREE T ZMREMEE, BN BIAEFIRFIEZE AP ERINBRINEZEAI,
4. MREFLABRUE LI HREREE, BHEFEERTEPERETIRE EE,
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Configure Trusted Dormains

Allow users to log on from: ' Any domain

' Trusted domains only

Default domain: [Exampie b ]

%! Show domains list in logon page

o .

RS R RAE

FRINBRT, StoreFront 2IIEM Citrix Gateway EWEINAF 2 MER, WREH Citrix Gateway
F@3d LDAP {3 Active Directory EIRIEARER (B0, A SAML SEREFRT) , MATURF
StoreFront BLE AEEM X ITHIINIE, EXMERT, SHEEEM X AL URL, XUE
StoreFront RTMISIEIE RS X H Citrix Gateway, JH2HEIE Citrix Gateways

1. £ BESHBRIESE BEOF, M Citrix Gateway Eil > I&E ThXEF, %% BEERIG
ISIIE,

2. 1 REREBIITT2E R Citrix Gateway,

Configure Delegated Authentication

Specify whether StoreFront fully delegates credential validation to Citrix Gateway. This setting is
applied when users leg on with smart cards,

Fully delegate credential validation to Citrix Gateway

o IREEm

PowerShell

EFER PowerShell ¥ ARG E NS MR IIIEE R Citrix Gateway, &IE{T cmdlet Set-
STFCitrixAGBasicOptions.
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o EXYEHRIIIRIELM X, 1504 credentialvalidationMode IREN Auto o

o it StoreFront IIFEE, B CredentialvalidationMode & Password o

FHLRIE
1A LUESRE StoreFront B BITIIERE, ERERZMZEFISFIVIERE. X FARER, H2HA
F2NER S M I0IE - FEIIE.

NRER T BERBLILTLZEFEL Citrix Gateway, NIE A (HHEHI2RI0IF R RIS B IS FERIE
o EXMIBERT, StoreFront AIMEESSTE Active Directory F&E P, HIt StoreFront IRSS 2889
N TRAR SRR IHEREEX R

RIFAREERNESI ARG

SNRIEH Citrix Gateway FELE N LDAP (AR RMEE) SMWIE, NETLUF NetScaler ECiE
AT EE R BESTHAERD,

1. & NetScaler® EIEM14

2. EMEREF, BESHRIE > ZHIR.

3. BEEMIIERS .

4. THMIZET, AEAFERED.

RIFTAPEEREERES
&R LUKt StoreFront ECEAN TR EEREEREN. LLIREXTEM X £ LDAP H1{718iE B A
Fadidinsags (MIEARMZRR Citrix Workspace ZFT2RF) /1R FA B GBS =] Ao

FAIARY StoreFront ECERFHIEA P BEE, BIERIEBEIH, MRERERSBILINEE, BHER
2IEARS BN R A RELLERAF ESEE, RIFAF BEER IR BERN R 2R BAER
B LU EER S M IIERSHERNAREERA. NRENARELTLREIE R B ENRINEE
IREREMER, BERRERNBEEETENRTMESNERHIE,

1. EEESMRIEAZEEOR, MM Citrix Gateway EiE > B THRER, EEEEEEER
2. BRITRAPEREE, HERAIFAPERER § E1E.

ERRILIET M REEE (/en-us/storefront/2507-Itsr/media/stores/authentication/gateway-

authentication-change-password.png)

p=3_
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NRERBRF RIFAFAERENE, XM AP ANED SHEIER EEEDER T
FIRE.

PowerShell

EFR PowerShell (&S E AR ILIED, 15517 cmdlet Set-STFExplicitCommonOptions,

ACi& Delivery Controller™ LUS{E StoreFront

2 Citrix Gateway ECE /9 LDAP FAWIERY, ERFEIEE®EL StoreFront, 3 FHEMB R IRIES
7%, StoreFront Ti&iHR1EHE, ELTEEM Citrix Virtual Apps and Desktops #1755 303, Ktk
&M E Delivery Controller SUEfE3RE StoreFront BiEK, 1&£0% Citrix Virtual Apps and
Desktops Z& B E MM REL K,

BB RE VDA

{85/ Active Directory £
UM X EEN LDAP BRWRIER, ERNEREEIEL StoreFront, UErRIMUESERE VDA, TE
N LB,

ERES IR RIERS
T LDAP LUSBIM X SAIEA %, StoreFront TBiEIARIAF KB, EANER TLEHITR
RER. EAUER KESMNINIERS RHERER.

{EF Entra ID

LM X ECE/9iE:d OIDC 8 Entra ID HAIER, ERILUEA Entra ID BRE R, XHFE CUL
NERRA. BXIFMAES, HEH EE VDAEtra ID BRER.

XML

BN AEIER, RARBIAESE— ML, AP RLOEE N 5E85 Citrix Workspace N T2
Fihinl iz, SR mEDE— 1P Mk, S EIE N ARERIEML, XAFERRFR
HEBFAREERENARE URL, BE, 21 WihHeeE:d Web X 588341, & Citrix Workspace
N AEFRREAER—MIEMILEANBEREIE, B2 (/zh-cn/storefront/2507-Itsr/stores/

workspace-app-website.html),

BERT
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EZARSHMER, —RAREA—OIRSHHKESRSHFAREE, AR Citrix StoreFront
EEEN S AREREPNEAEHMRS SR LE1T. TalE, FEEEESTERIRS A UE
EHEERRE MRS R,

EEMS
BEEMAEENMLE, BRTU TR

1. EEEEF AR, ERAEERPHRAREE TR
2. ERERENNARESE,
3. ERFERT, SR EERMIL

Manage websites - Store

You can configure one or more websites for 'Store’, each with its own URL, appearance, and
configuration. These can be accessed through a browser, and the default website can be access using
Citrix Workspace app.

Wehsites:

Website URL Store authenticated

https://storefrontexample.com/Citrix/StoreWeb

Add... ] li__;ﬁ_c:nﬂgure.,. | [ Remove

T EEMIE RET, EETLBITUTRE:

#B{F HAER

(#create-a-website) BIEMLE, 5/ F BB MDIsL Workspace
Rz B2 Re 1A 18] M A IS

(#configure-a-website) B IZIE
I BAR 0 fHIBR Citrix Receiver™ for Web s,

169



CITRIX® STOREFRONT 2507 LTSR

PowerShell

EREYMLESR, iEEA cmdlet Get-STFWebReceiverServices

ECiE MG
EEEMLS -

1. EERE—TWL, AEE RE..

Edit store website - /Citrix/StoreWeb

StoreFront Ul experience

@ Classic experience

Enables the legacy user experience, consistent with previous versions of StoreFront.
Ul experience

Eple D i oy ) Medern experience
app g
§ Enables the modern user experience, consistent with cloud-based stores, with activity manager
Cabagory settings and other enhancements,
Appearance
Featured app groups

Authentication methods
Website shortcuts
Launch preferences
Store timeouts

Session reconnect

User interface settings

Advanced settings

5}

2. {ESHERIET £ EHIRE,

« Ul {438

 ZBZ Citrix Receiver/Workspace N FATEF
o EKFIRE

« BEXSW

- BFENABREFA

- BRWIEAE

o MukREES

=Eil=prin
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RIFGE
TR
EFIRFREIRE
[ 7 i HE
BEXASE
BEREMIEIE

BRIKE

3. TENE, B B,

4. BRE NBRRFEFRP, EXEA PowerShell, Ei51T PowerShell (88281, 5MBIFREX A
StoreFront %"EE?’:E%U’SO

edfe it

BN ARG, REIAESE— ML, EeIAmIA N AEENNE MWL, XFE A
FREEEFRREENARRE URL, BF, ZWihHEE®EiE Web X 55881A18], KX Citrix
Workspace Apps ECE A — PN AREEFER—MSEMLL, E2% & Workspace N2~ Wik

o

1. &8 A...o
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Add website
StoreFront Getting started
Websites can be accessed through a browser or Citrix Workspace app
Getting started This wizard takes you through the steps to add a website, including the URL and authentication
Website URL sl
Authentication methods
Summary
m Browser End User
ot

2. 7F AMEmFL, &% T—%,

3. BAFEN MLERE, EREREHFENHENER URL WEGANLE, REEE T—%,
AL REEE, Mih URL EIE(/en-us/storefront/2507-ltsr/media/stores/websites/add-
site-url.png)

4, DEFBUHARFRENE MRS . FEAEANEANBBEEREEFTH, BT TF—F,
AL REEE, FHIIEAEEIN-E(en-us/storefront/2507-Itsr/media/stores/websites/
add-site-authentication.png)

5. MikglETmE, BETMK.

6. EEFEFMEIENWLL, AR THRELUIEEREREZNMWLL, 1HSRECE ML,

PowerShell

EFEAPowerShell8IZE ML, 15351T cmdlet Add-STFWebReceiverService o

A BR )ik

1. 7£ Citrix StoreFront BRI S EERPEENABET =, EEENHELIE Citrix Receiver
for Web I = FIN FRMEE, AGTEREERD R LEEMLL,
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ERE—NER, ARREHRR. MR RE, BRREEBERZMRISGIR RS

PowerShell

+=3—

E{FHPowerShellfiIBRMLL, 355517 cmdlet Remove-STFWebReceiverService o

UI {558
T:E UI 1¢5‘.‘liﬁlﬁ—ﬁt) /L,\__”'/(jj Fiﬁ?% UI 14(5@0 /l_.\__l-lf/( j: /(—Fiﬁlﬁi .

- 2K - B XIFAER, FSHZHET,
- MAKE - BXFAER, FSHIAEI,

\\‘

\\

Edit store website - /Citrix/StoreWeb

StoreFront Ul experience

(®) Classic experience

: Enables the legacy user experience, consistent with previous versions of StoreFront.
Ul experience

Eeph o WP ) Modermn experience
app R
) Enables the modern user experience, consistent with cloud-based stores, with activity manager
Categary seffings and other enhancements.
Appearance
Featured app groups

Authentication methods
Website shortcuts
Launch preferences
Store timeouts

Session reconnect

User interface settings

Advanced settings

3

WRITREF Citrix Gateway FH{TIZFZAR], BRILOEEFE— D EBRICEAMAAR, B X IFMER,
JEE1% NetScaler X1,

PowerShell

E{EHH PowerShell JREX Ul {85, 518 cmdlet Get-STFWebReceiverService H&EE

WebReceiver.WebUIExperience &%,

BN
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(Get-STFWebReceiverService -VirtualPath "/Citrix/
StoreWeb").WebReceiver.WebUIExperience

WebUIExperience XL TE :

e ReceiverForWeb - ZRBR{KIG

« Workspace - IRfX{KLE

E{EH PowerShell B2 Ul {858, 1518 cmdlet Set-STFWebReceiverService F{EAESHK

WebUIExperience o

flan, EEERALKHEALE

$rfw=Get-STFWebReceiverService -VirtualPath "/Citrix/Storeweb"

Set-STFWebReceiverService -WebReceiverService $rfw -WebUIExperience
workspace

Citrix Workspace N FTEFEPE

BIANERT, HAFPEXRE Windows., macOS T Linux LAY Web X 5 28 $TFF 8 ARG [ERY,
StoreFront 22X AT B E B IEAMZ2E Citrix Workspace N BIERF. MRTER MR AMEFER
Citrix Workspace N 2F, RARTETAFR THHZEE, BRIATHABEE Citrix Wi, {BEMH]
R ZERERIEEE StoreFront IRSB|/HEMUB, RERE, AP ATLITHARMZEER Citrix
Workspace N AEFHNEEZERNAREE, REMREENEIRPIRE, BEETAMZER Citrix
Workspace WA ERF HDX & FimHR BRI BfZF £ H,.

59, TEEAMZLE Citrix Workspace W FTEFBYA PRI MAEA Web 3 558837 10) Rz AR P G 3%
BEBIN AR S H.
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Edit store website - /Citrix/StoreWeb

StoreFront Workspace app deployment settings

For the best user experience, you can require that users access their store through Citrix
Workspace app, or you can allow users to access their store from a browser but launch apps in

Ul experience Citrix Workspace app.

Deploy Citrix Workspace =
app s || Require end users to use locally installed Citrix Workspace app only.

Appearance .Llsers wi_II pe unable to open the store in their web browser and will be prompted to o
install Citrix Workspace app.

Authentication methods Prompt end users to download Citrix Workspace app @

Launch preferences Upgrade Citrix Workspace app at log in @

Store timeouts Source for Citrix Workspace app installers

Session reconnect Windows source: [Citrix website > ]

Uher ifenfaps setting= Mac source: [Citrix website - l

Pinned links
Custom announcements
Dialog after log in

Advanced settings

B [ e | [ Aepy |

BENEREEIN, BT dmiBL RS, HitFE E8E Citrix Workspace MR &+,

ER{EH Citrix Workspace™ N FBIZRF

E1E 5 AT AR FER A Citrix Workspace N AER, MTIEBRA PR Web X 252N A

[ERET, INEEE RELFTHFAE Citrix Workspace N BIEF M BINE P Mi&it. Citrix

Workspace NARFEENENNARRFRIFIRS. BN sk ARA =, ERNE L2
FEMNMSEHRNENERS . BXIFMER, FSH AR IHIEEDR

ERIMAAIES, PIUEEERZER aRERLtINEE. ERKHEAIE Citrix Gateway B, AJLUED
ARSI TR,

XRENFES
BznhfCiE Citrix Workspace TR EE L TR,

« 5&ATF Windows B Citrix Workspace R T2 24.9.0 SLE S hRA
« S&ATF Mac B Citrix Workspace W2 24.5.0 SE & ARA

« 5&FATF Android B Citrix Workspace N FBTER 24.9.0 S E S hRA
{3&FTF i0S # Citrix Workspace N FATERF 24.9.0 S{E S kA
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ERMAFILIE StoreFront L {TEIE
EBIRR A LURIB U TS B ERTIERESD) StoreFront B 1% H{ER Citrix Workspace N FRIZF :

1. FEMBERFERFFEETR, ARTERFEFERPREETEEMI,

2. BHEIE">EE Citrix Workspace M IEF",
AR A2 F 58l (/en-us/storefront/2507-Itsr/media/stores/websites/native-app-mandate-
config.png)

3. AT ERRL AP NEAARMZKE Citrix Workspace AR

4. BEHMWE

EREHRAIEHITRE
1. M Citrix F&, FEiEH

2. ¥ zip X#] citrix-ui-plugin.tar.gz f#EZF) StoreFront [RZ25 EMEEBER. ©23 PowerShell
X1, Javascript XHFIEZE X H

3. EXALRIERRPFTH plugin.config X5, RN TANEE :
NRBERAARVNARERFRFITIEE, BRENTREX | <param

name="requireNativeAppUse" value="true" />

NRBZERAAXNNAREFRGFIIIEE, BREWTREXN © <param

name="requireNativeAppUse" value="false" />
4. EERFDHTH PowerShell,
5. SMEIEERIIX 4R,
6. i&{T ./CitrixPluginInstaller.psl -VirtualPath /Citrix/<store web name> .
7. 37 StoreFront fR552RAFRHNE ARSI E 8 IHIR1E.
8. WIFTF Web NG aHSMEBIN AEEMIERIIEERR B ERLT R,

fiEM Citrix Gateway H{TEZ B

WRAF@EE Citrix Gateway AR ENAREE, WelXEMx EL2E—NEHS, UERER Citrix
Workspace MATEF. B XFMAES, B5RE M X ZKER Citrix Workspace N BERF.

RAPEE
B xRN RLAF FRIFAES, BERAKRELAF KL,

AP TH Citrix Workspace M TERF
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p=3_

WNRIBAKERF P 1E Citrix Workspace N RIZFFIHANERELE, FEEBNESEIENEEN
IRLRTE Web X E2BFFITHRIR, NXLEIGEREH,

MRIEEZFSVFRAP TH Citrix Workspace AR, NAFEXER Windows 3% Mac &
B, RASRETEIZNBEFHIET,

B RINFALR Workspace N FEIEFF

R ITEFEERINFALR Citrix Workspace MR, NAFERNSKEIARARMZE IR Citrix
Workspace [ FATERFE P imANED, AR RILOEEBLGI AR, FRIEBFRELN YR Cookie, BNARR
BB T A%, BEEALLINEE, EHAR Citrix Workspace N AEFX41E StoreFront ARS8 EA]
o

TEHIR
URAKAPBETHREN, FEoLUERZ2NEZEEMBET) Citrix L, T EEEMNRS S FHX G,
&R LUERECitrix L. StoreFront fRS328 LA 4o imiZ ARS8/ LS4 (& URL)

PowerShell

EFMA PowerShell BEEXLEIGE, 153517 cmdlet Set-STFWebReceiverPluginAssistant,

it web R (FRYTAR)
MR /A% E Citrix Workspace N FTERs, #n#= Web W AIEF (PWA) THEER TR LN A
EEMLL, UEAIMUMN AR RENEAEHE, FUTFAVNBERF. LWIEEXELSEARHE]
Ho
FoRE M
EIF Web BEFIHAERHFE Web N BIER, BHRBEUTERY :

« AP XJLEE HTTPS i8] StoreFront,

« BhETUNIILIE NIREEER Receiver for HTML5.,

« 1£ Windows. Mac 3§ Linux £ Google Chrome 3% Microsoft Edge %28,

o LEIHEERRIA X F], @4Z(#enable-progressive-web-app)o

EXIBRE!

« 7£ StoreFront F3E LIRBERRTFEIS, ©ERERT PWA B,
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s AER/RBEHENVARFEMNMENESGD R, fa0, N PWABSINARRF, ARZRIAENR
SRR ENRERENARFFTEER.

« M\ PWA RIEE OB 588 & DA EER.

ERA##E web AERF
LEINRERVAZR . EERALURINT A VS ALLINEE

1. FE4mBN ARSI E O, #E EhE R IR+, FHIF(/zh-cn/storefront/2507-Itsr/
stores/websites/launch-preferences.html#launch-option)i& & 7“7 Web X aFFFTH

2. RFREH X AEEEFB.

3. i&1T PowerShell 55 Set-STFWebReceiverUserInterface

$receiver = Get-STFWebReceilverService

Set-STFWebReceiverUserInterface -WebReceiverService $receiver
-ProgressiveWebAppEnabled $true

) a7 X
BEXAPNARENBEFNEZER, 1FEHE(/zh-cn/storefront/2507-Itsr/end-user-experience/

classic-experience.html#installing-as-a-progressive-web-app-preview).
HKHiGE

AR

b IhBE R FE S FR 45 BR A TR RY AT A,

7£ Citrix Virtual Apps and Desktops H, f&aJLUIRERN AIEF—XHREA, HEe I NEER
PER—1%EH, A \ FSEIEEINNXHRBEREM, 7 StoreFront A, EeIMUECELL
X4 RBREWHNERA o

Studio N AR F B MR R E B (/en-us/storefront/2507-Iltsr/media/stores/websites/category-

settings-studio-configuration.png)
EEAEEFIRIE, BFERIRIEN RS M H e E AN BEDT+,

L ERENREHE (/len-us/storefront/2507-Itsr/media/stores/websites/category-settings.png)
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25 E
ERAMES, StoreFront BRINKRIEFFIFK, HAFBETNLKIETIE, StoreFront RTE—1HHE
L BRFREF RSP ARE N BRER,

flan, aNREE RN REFER Bk, NesE—TRELERAENKEE, 218
R TR 52

L ERENREEHE (/len-us/storefront/2507-Itsr/media/stores/websites/category-settings-
expanded.png)

T ENEF, StoreFront RIIZERINKFEFNFIR, HrIERETRERDENNARERF. A
F8EHFENHEFRY, StoreFront (RETFMEAFINERAS (FEINNMEBRER) - BAETNUEE
BN FEAIUBRFAERR,

EHIRERENREEE (/en-us/storefront/2507-Itsr/media/stores/websites/category-settings-
collapsed.png)

KRIISERIN FRTERT
EFERES, BRI ENNBRFBRIB R XHRPIED, UERAERETRE
ADENNAREFNRE. t1TH5FHAMABY StoreFront 2L

IR ERENREHE (/len-us/storefront/2507-Itsr/media/stores/websites/category-settings-

uncategorised.png)

EIFENER, EPRRDXENNBREFBEIRE R XHRP, URRERD XN ABEZFM
REBEBIRBIRD I K H,

Apps

All 39) Favorites (2) Categories Collections w

Browsers (3} DeepFolderst...ure (1) Office 2016 (3) Powershell (2)

Uncategorized (30)

B SER R E
Z[REERNE, BFEBRKEEDFL, BRERXHRAE.,

179



CITRIX® STOREFRONT 2507 LTSR

ACiE €511 PowerShell
E(FH PowerShell EAHEZRZEFMNE, BEFERASE EnableAppsFolderview A cmdlet Set-

STFWebReceiverUserinterfaceo

E(FHF PowerShell EeR3E5IME, EFERSE categoryviewCollapsed EH cmdlet Set-

STFWebReceiverUserinterfaceo

>
SRS Rt i PR O TR B 2

YRIEMITFIER &
BEEEXNU, BHEDRERSEMiLHEEREBEXAMEDTF, EAIMERUATRA !
- ERmERIT - EERRELETRHN#EIR. @i Citrix Gateway ZU{FE Citrix Workspace [ 12

FERENASER. ENE.. »FHi%EFE jpo. jpeg. .png. .gif B .omp BRI, BINVIEE
FA/NA9 350px x 120px FIEIER,

o IFEmERIT. BREETRTEELANEIR. R, »HIEE jpo. .jpeg. .png. .gif
I .omp ERHXH, BIVEER KN 340px x 80px BIEE,

- HREAG - TERESME DI EREE,
« XAMEREAE - NERESME D PERRET S,
- BIFE - BTHETHIDE B ERURATHRAMERNEE,
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Edit store website - /Citrix/StoreWeb

StoreFront HPpcarnce
Use these settings to customize the logos and colors,
Ul experience Log in appearance
Deploy Citrix Workspace Loga: |Upioad fram iacal computer | Browse... l
a (350 x 120 p
x Gl x iyl This logo appears on the log on page
Category settings

After leg in banner appearance

Loge: | Upload from local computer | Browse...

(340 x 80 px)

Featured app groups
Preview (Post logon)
Authentication methods

Background color: _E

Website shortcuts 5
Text and icon color: |z|

cilnx | StoreFront Text and icon color

Launch preferences
After log in content appearance

Accent color: -|E|

Store timeouts

Session reconnect
Beset to default styles l

User interface settings

Advanced settings

AN EREEANREHARTERIAGKILME, BEEAEEXREHERTHE.

85 PowerShell {RIBHRITMEI &
£/ PowerShell, i&1T cmdlet Set-STFWebReceiverSiteStyle,

FAMEERRIAE
REBEARIAEN A RN E IR & NEOAE,

5/ PowerShell ¥\ MEBHRRIAE
fEF3 PowerShell, 3&1T cmdlet Clear-STFWebReceiverSiteStyle,

£/ Javascript #1 CSS #H1TEEX

{ERLHAISR, BRI L{EA StoreFront Client Ul Customization API #—% B E X Wik, XF5&H
FIMALIKRLD,

RN RS

=
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IR RTE RS — (ALY AT Ao

TR N RL AP EESES 8 X TSR E R~ mis N BE, Flin, EaTLLIE
— MR MERNNAREFIEERRIEENAS, ErIiEd EANAREF RIS ER
£ Studio FZERIEPEX K X BF XN AIEFES, £ StoreFront BEIRFER| G EXABIEN A
2o

UENmENAA
1. EREEEMLRETR, EREENREEDF.

Edit store website - /Citrix/StoreWeb

StoreFront Manage featured app groups
Featured app groups are groups of applications that are displayed on the home tab.
Ul experience They are displayed in a carousel in the order listed below.
Deploy Citrix Workspace
PP MName Definition Method Content -
Category settings =
Appearance

Featured app groups

Authentication methods

Website shortcuts

Launch preferences
Store timeouts
Session reconnect
User interface settings

Advanced settings

2. BHEIBNUESGhEIENAH,

3. EEBENAALIN. ik (A1) . ERUREXEENAANGE. ERIUERXRT. I
RiZFR SN AEF 25,

=

ET P
X 1RE X BFICECN AER, £ Studio F@d

ENAREFERREE XBERENX, F
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T ik

90 R F & X A 42 U B8 F R 4
KEYWORDS:collaboration”

N T2 25! PLECE Studio HRHIABISIEN B2 25
BN TR o
R FAFEFp % A5 fERNARFRITEXEENAYH, T eIE

I A MEEREF SIS %R
LECHIPRE R 12 Ml iy & 2 TEREIE N F
4H7, StoreFront A5 FATZFAITHHE
fff. REARDA/NE, BICEENEIE,
Ban, wNRIFEA Excel, StoreFront JFPCER
$49 Microsoft Excel 2013 FYE & 7  FATE
F, B#A Exc FREIEERERNES.

SRS BN A REE B (/en-us/storefront/2507-ltsr/media/stores/websites/featured-app-

groups-create.png)

4, BEHHE"
T~ -
HMBR TR MNMFEBENASA

o WhE - BIPTEC Studio R EME"SER!IFRIR A IR
- T3z - BN AAHIEENARTES IR,
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@ Citrix Receiver X =+

<« C G Search Google or type a URL (2]

Citrix StoreFront 1A a8 ]

APPS DESKTOPS

Welcome

Collaboration Engineering

Apps to help you work with others Engineering tools

<
| oﬁa

Favorites
1w
|
Calculator Outlook 2016

5 PowerShell SlB4F &N AAH
E{FER PowerShell FINFFEBR AL, 51T cmdlet New-STFWebReceiverFeaturedAppGroupo

BTN A
£ N AREIENL BREF, SR RHBNAA ST+, ERERENA, AREEWE..".

{55 PowerShell 4iB4S BN ALE

EFEMA PowerShell {EUFEN AL, 1EE1T cmdlet Set-STFWebReceiverFeaturedAppGroups

HBRAS € B AR 4H
£ BN AEEML FRER, ENENAHET . ERERENE, AEREWER....

{5 PowerShell fHBR4S M AL

EfEFH PowerShell IBRIFERN AL, EFEA cmdlet Remove-STFWebReceiverFeaturedAppGroup
; EMBRPAERFEN AL, E[EH cmdlet Clear-STFWebReceiverFeaturedAppGroups
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BREIE %

BREEERBANEMRIRIERE, BER BESRIIE. BrAUNRNEMLESEP—LEIRE, X
LB EITAFET Web 2T FHEIERSER, AMIZ2EER Citrix Workspace N RIEFEAERE
BFNgE, MAERMILEAIRE,

S

BELENFENSZMNIIES AN, XBBEAAEEFFEMMGNEE, RIS NEHFNAE
(DELE

EEMEA Web X'WESRIMERF ML A, 155%E] fRIEREEMLL FHiERS AU HED
+o

Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Authentication Methods

Select the authentication methods which users will use to authenticate and access resources. )
The authentication methods will be specific to the website,

Category Settings -
it i i | Method

Customize Appearance User name and password

Featured App Groups >AML Authenticatio

Authentication Methods i [] Domain pass-through

To provide good user experience, all Windows client devices need to be domain-

Website Shortcuts i joined and have single sign-on enabled for Citrix Receiver/Workspace app.
Deploy Citrix Receiver/ [ ] Smartcard

Workspace app | [ Pass-through from Citrix Gateway

Session Settings

Workspace Control

Client Interface Settings

Advanced Settings

B [ el | [ eopy |

« %k&HActive Directory AP BMEH £1%1E, URIFFIE AP @S MARAFR 2NEEHTEN
¥k, 155 AR RNEES MWL, BT NEER R A

« ERSAML HHRIE S EEUE RS SAML B RIEIEFIER. ESH SAML S7%IE, It
PETXE A IS S RS RI Ao
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o IRFHEBELUE M FIEEIEE Active Directory I3 E#E. 1FSF HEBSHIIE, LAY
ENmEIERERRA Ao

- EEERFUERERFEMNRIL. BER SR FEHRIE.

« %M Citrix Gateway E@LLUE A M Citrix Gateway FE@E S 7 50IE. MMRAFEIERT S
AIIERY Citrix Gateway %1% StoreFront, 5B BILEI, LIS B R FEE StoreFront &
TIHITEMIIE. 1EEIR M Citrix Gateway Eif.

MNRERFESTHE MW E, WEREE RS StoreFront™ AP RIZIAS R IIEA EARBEUAT
RARRIRFHRTE

1. WiE&

2. EHe

7|.|.

3. SAML

4. AP aMES

AR AILLERTIRB| AR ZMIIES E. —MINE, MREFNEET SAML MIBFREBS
R3IE, MAP ARSI R 2B S5,

SAREHE, MITTLERTRESIEESMIIES E.

{EF PowerShell #{TECE

E{ER PowerShell ER&Er] BRI R R IQIEA A, 1B551T cmdlet Set-
STFWebReceiverAuthenticationMethods.

s HREES T\
3%
TR (R B 2 B AT B T P

ERMILRES N, NAFRENRIEMSE LHEERNREER G RES RS EMNARERE
Fo ERILARFER URL, HRXEFEEZERADENMIE L, AR REEER, FREER
AN AREEMWL, MRERER, WELLER, MitzBEEHHER.

EERERPERNZH, YAER Citrix StoreFront BIEHEEIE 5K PowerShell S EHMEEHT URL
IR Z15FAT URL 5T,
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AIMBERT, IRAFAZHMNAZEENMIEEEIZERRES T, StoreFront &K HES, ERAF
TPARILOE R BB R IR, BRIEXEESHI, BEBRIKER, BRETAIZEERES

HFZL2ER, Internet Explorer BRI Ee2 R RTR, EXRBIAMUIREERsh@ I RiES iR
&R, BIESFEIEF T StoreFront ARS328 FQDN #RANE] Internet Explorer BY“A 3t
Intranet’=“ZEERVIL R Xis, LS ILLEIN T B,

55 A BRI S RN 2 E ER i,

1. ERIEEN BAEENLRER L, EEMGRES R IET+,

Edit store website - /Citrix/StoreWeb

StoreFront Add Resource Shortcuts to Web pages

Create URL shortouts to launch resources that you can embed into other websites.

Ul experience 1. Add the URLs for websites which will host resource shortcuts.
Deptoy G Woropmss | e
Category settings
Appearance
Featured app groups - add. || Edit. || Remowe
Authentication methods

2. Get shortcuts to rescurces,
Launch preferences
Store timeouts

Session reconnect
User interface settings

Advanced settings

B [ coe | [ ooy |

2. BEFRMLEEAETIEEREASRMIE URL, URL AR http\[s\]://hostname\[:port\] 7%
NIEE, HPENBEMEENNELRESS, MOSATFTEENBENHRO (MR
INGORAA) » FREIEEMLE HFETEARR, B8R URL, BT MiL"FRPIEFIZE
B, AEREEHE. THRPEE—TFE, ARREHRUBRERBRELEHEEBET Citrix
Receiver for Web 4 2BV ZRIRE A TAIM LS URL,

3. BERIUREA T 8 HIERIMIEFTFER URL.

187



CITRIX® STOREFRONT 2507 LTSR

I} Citnix Recemver * + - g x
G & npsy Cr. £ A L 5 & - (b

App Shortcuts

My apps and desktops

H Caleulator Cloud

Cloud Desktop | / Citrix/StoreWeb/#/launch/C

X E Excel 2016 Cloud https:// /Citrix/StoreWeb/%/launch/B
FakeDesktop1-WontLaunch https:// /Citrix/StoreWeb/#/launch/F:
Win10Pooled Cloud 1 https:/, Citrix/StoreWeb/#/launch/W

Win10Pooled OnPrem1 https:// (Citrin/StoreWeb/#/launch/W

Others

a8 Access 2016 On Prem https:/ /Citrix/StoreWeb/#/launch/A

{8 PowerShell FRINZEEHIMiY

E(FEH PowerShell FIIZEEM URL, i5i51T cmdlet Set-STFWebReceiverApplicationShortcuts

o

=E[=priasil
MEERIEETA, Ee]LUAERAFE Web XS AEN AREEN T AHNEMED, XEIEEE
£/ Citrix Workspace N AR TER. B X BETFAER, BEERAFIHIRLED,
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Edit store website - /Citrix/StoreWeb

StoreFront Launch preferences

Select how users launch resources when they access their store from a web browser, If users
cannot install Citrix Workspace app, select 'Open in web browser' ar ‘Let the user choose',

Ul experience

Deploy Citrix Workspace Launch option: | Let the user choose = ]
anp [ ] Launch applications in the same tab

Eaqoy i [v] Allow users ta skip Citrix Workspace app detection i ]

g [ Prevent ICA downloads on all platforms i ]

Featured app groups

Authentication methods
Website shortcuts

Store timeouts

Session reconnect

User interface settings

Advanced settings

3

BIERS TR, B ERIEN A RIS MG R B R EETUET -+,

[SEETR
R BGER I Tz —

EETE Web b’ﬂ]ﬁ%%ﬂpﬂﬁ, NRIEF LA IRLET Web XEERIARIZR, MEFRTAR,
EARM T EFHRE Citrix Workspace N ATERF. EFIETE, HTML5 Ak Workspace FIF #1848
B HnmiE BN 281 1R 2 TR

o EFILRAPERE, NREHLENAEIEMLTET AP EAM TEHHZE Citrix Workspace A2
FF, {BUIRITER L Citrix Workspace AR, NELREED X EERIHIRIZ R &E Citrix
Workspace TR E8XE Rih S NEHSUE TEHREZN BAREFIRT.

* EETE Citrix Workspace R REEFHPITFH, WNREHLELL SpsL@id At ELER Citrix
Workspace MAIEFIFRNERFR. RARIRTEFR TEHALEERTHEFESHMER Citrix
Workspace N ATER. FF el U4REH@EE Web J S 23ihRIN AERE, BU1SshERE, &
RETEARMZEER] Workspace N AAIEFE T Ho
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ER—Em RN RER

SNSRITIERE T £ Web XIRBRPFIFLALERE, FNERT, EXNRSEREHOERIERETN
RENAEHPITH. NREFLZREREMEHITH (BRNARE) , HEFER—EmF
B RIN AR,

FOAREEF, HKERTAR, RRBEEFERFHITH,

R¥FAPBEE Citrix Workspace™ [ FRTERF#

HERLBAFERENRRPITANAEIERN, Mit2=IXERA Citrix Workspace EEhgsialA 22
ENNARF. bEfa, YAPBAIRR, Citrix Workspace Bilgsa 5 AR MZRER Citrix
Workspace M FAiZFiEE. tNRAFEFEERMED, NEPhEEFintlEE, ik, SHAF
EoZERE, RTH— .ica X, AFAIMNERARMMZELER Citrix Workspace N R ITHZ
X, XAZHRIGEINEEFINEE,

THMN .ica XHUREEFEELZENXM, Citrix BiEBUEEZRAIFAF BT Citrix Workspace [
BAEFKEN,

FRIEEFREFEE L T# ICA®

EdTeIE .ica EFFEFESLHNTH, RBRETHINNEFRIFES). BT Citrix Workspace E5f
237 ChromeOS EARTIF, ChromeOS FF %R FH Web F%28 (WORTTA) , siE& (]
TUFE RN BEIERNINE] A Z R Citrix Workspace N B EF S,

BERR:
INRERHER T RIFAP PGS Citrix Workspace M AR, TR REH &I,

Citrix Web ¥ B

AINERT, HRAFPERXRER Web XEERERE, AT HKPIRE HiiE EREmAE N, ©
CBERLD LTI T Citrix Web B, (IRIKE, EXFERERKN Citrix Workspace N BEFHELD
BN ARERNRE, XEIBRN TN TE ICA XY, BETRE. RLENEE, &N
HRERKEE6H =i, SXE 3F) , UNHMIMEEIENER, FlaNHEFEFSE.
EMEEIRE. EIt, MRKRKME] Citrix Web ¥ &, WERFERANAFJEERIBE 6 HIER, X
FERTHERMAMEI Chrome F Edge AR Web FI 5 2RE9E R, EeI B EMiG S S EH
Citrix Web " B R E£ AL EIZE,

ESEYRIECE, 15EH PowerShell cmdlet Get-STFWebReceiverPluginAssistant, il :
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$receiver = Get-STFWebReceiverService "/Citrix/StorewWeb"

Get-STFWebReceiverPluginAssistant -WebReceiverService $receiver

BERAE, EEA cmdlet Set-STFWebReceiverPluginAssistant 1%
BrowserExtensionEnabled . BrowserExtensionTimeout #1 BrowserExtensionRetries o

Flan, FEZXA Citrix Web ¥ & -

$receiver = Get-STFWebReceiverService "/Citrix/StorewWeb"

Set-STFWebReceiverPluginAssistant -WebReceiverService $receiver
-BrowserExtensionEnabled $False

B E R EI4EEE) 2 7, REH—R:

$receiver = Get-STFWebReceiverService "/Citrix/StorewWeb"

Set-STFWebReceiverPluginAssistant -WebReceiverService $receiver
-BrowserExtensionTimeout 2000 -BrowserExtensionRetries 1

FHEBRY A {a] NERINME 4852 7] fE = SR LA TR E Citrix Web 3 Ro

PowerShell

E(FH PowerShell BREXLEIZE, 15517 cmdlet Set-STFWebReceiverPluginAssistant,

EFIE PHIE ICA &, iEE1T cmdlet Set-STFWebReceiverUserinterface H{ERE%K

PreventIcaDownloads o
alfg L)
EENEIEE, 5% RERSMIL B, & EEEREDF,

RIEILE REEHE (/en-us/storefront/2507-Itsr/media/stores/websites/session-settings.png)

REIRSESBEE SRR
StoreFront AEE Web fIBFE GRS < ElEANZHAIE. BETHRERIIZE,

ERE EBEF4ERYiE
StoreFront AR Web RIZMEEARSS 2B RIFRYEAREIE, BELTHEIULIRE,
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Web 3R FEnhiER

I Web X 588417 StoreFront FIEEY, EISENNENEIRG, RIEFERN, APPSR IEHE.
RIFTM RIS X FEHRITIRERERRIE. FRSMMEEINAFIRE (FINEER-FZIESMH)
Z:KL'IKEIEO

BIER P MRS a8 LR EEIHIT. IERIMFIAA, Ul 2*IRTAFPEKRE, KIEEBINE—

28, Ul =iBH] StoreFront UKz (J0REHR) Citrix Gateway >F 5o LZEngJLJLF%F'” EARSS %R

B R AT atEE, RRNEEBNIZERN 1 98, WEFIENE 30 WEFH, XAZMmAM
ZREEM Citrix Workspace N 2R

INRIEEREBIMERKRT WX ZIEERS, MNATRNHIEIMNT X RIEEH, NREIENZIEE
RERERT SMIIESEERER & RATEEGER, WXEERBMNEMUTERIEEN,

PowerShell

ERERE, iEFER cmdlet Set-STFWebReceiverService f1&%{ -SessionStateTimeout o
0, EIFMEL/Citrix/StoreWeb”BIFBET IS B 1 30 95 .

$rfw = Get-STFWebReceiverService '/Citrix/Storeweb'

Set-STFWebReceiverService $rfw -SessionStateTimeout 30

ERER

£ Web F'%EEBEREFRE L, Sd—RNEGE, BEREENHAABFRET—FRER. AFRIMURE
i%&@ﬂiﬁ%o

BHRWIESHEERER

élFHF'LLJ'J"’*%ﬁiEI‘ﬂ StoreFront BIERY, ZRIAERT, TEREBEEMER, BAREE/ VN
[EiEH. XAEMAIZEER Citrix Workspace NATERF. ZEAREREEEZEHEH,

EEEYFIE, BEFER Get-STFWebReceiverAuthenticationMethods H#2Z TokenLifeTime &
4, fFa0 :

$rfweb=Get-STFWebReceiverService -VirtualPath "/Citrix/Storeweb"

$rfauth = Get-STFWebReceiverAuthenticationMethods -WebReceiverService
$rfweb

$rfauth.TokenLifeTime.ToString()
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E(EH PowerShell B8, i&E#EA cmdlet Set-STFWebReceiverAuthenticationMethods F12%%
TokenLifeTime » 40 :

$rfweb=Get -STFWebReceiverService -VirtualPath "/Citrix/Storeweb"

$rfauth = Get-STFWebReceiverAuthenticationMethods -WebReceiverService
$rfweb

Set-STFWebReceiverAuthenticationMethods -WebReceiverService $rfweb
-TokenLifeTime "07:00:00"

NRGERIRBAIEINE] 20 /BT E, MEAIBENN Authentication Service IR AT HEE dEHA,

BRF X e
BEXMXEBRNESER, BEH WX X,

B
NREFEERERREMEED), WRIEEIRER, RFMIENZRRITIRERERRIE. &
SSEMEECIRAFEE (BINEERFZESM) FRERRIE.

3tF Web X5 281510], ERIZIE Citrix Gateway BIRIEERIZE NS T StoreFront FIRIEEH
B, XEHNTHHFRY StoreFront RIEBERFHERNM X B, M XEEBERSHNRIEIHAZ T /%
o

AZEER] Citrix Workspace [ FBIEFF1EIERER) StoreFront B[S AN ARERNEBR, Eit, M
X RESENBARNENBINNE—IE, ZNBEEFREHRRFREIR, ATEHER, 2iE8
AR T R BEFNRIF AR, BRIANERT, MNEAERHNRIFERA 60 9. EERUILE, 17
B CTX221465,

o8 B Y
7£ Citrix Gateway £, ERILUKERFIEN, UELEREIRARE, TIEAFEZNAE,

Authentication Service R AN &6 EHE
Authentication Service A& AT EERIEENSHE. BIANERT, DT 20 /NNEZEH, X258
AP EH,

IR A IEE Citrix Gateway H1TEAI0UE, M2 StoreFront SShEITHARY, StoreFront &[A Citrix
Gateway & H R, (1RMXWKIE DAL TFENRS, NERIREBEIRUEHRER StoreFront,
NREHLEELIEXMER, NATUFN X REIBNIEE N SR ASE S mERRER,
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BE, ST Web JRB[PEABIEN, FENBNARSRRIEESHEICEEH, RtShEEm
AEAEE SR ZREER Citrix Workspace N FRTEFEHE %o

ETERATEEMAER, /TTUT PowerShell :
$store = Get-STFStoreService -VirtualPath "[store path]"

$auth = Get-STFAuthenticationService -StoreService $store

$relyingParty = $auth.ProducerService.RelyingParties | Where-Object
{ $_.Id -eq $auth.ProducerService.Id }

$relyingParty.MaxLifetime.ToString()

¥ [store path] E#iFEHHEERZR.

EfLERAREEMAER, JETEITUT PowerShell 884 -

$store = Get-STFStoreService -VirtualPath "[store path]"
$auth = Get-STFAuthenticationService -StoreService $store

$relyingParty = $auth.ProducerService.RelyingParties | Where-0Object
{ $_.Id -eq $auth.ProducerService.Id }

$relyingParty.MaxLifetime = "[max lifetime]"

Save-STFService -Service $auth

¥ [store path] BRAEHMEERR, HNF [max lifetime] BIRAFTFHERIESE, Xt
FAEBE—KE, BFEEMEIX hh:mm:ss o WFBI—KWE, BEFEAEIN d.hh:mm:ss o

DIEEFEE

SAPEREEBoIN, RIEEFMERTBRONETERNNAREFEEM. ARAUES
MeE EHSERBRNNARERRA, MEREERERMRENEREFENARER. f)
o, XEEFRBIEREEEN—TIEGB R S — T IRuh e EE BRI AT B B El

LSAAEREN, zEoERERIMN s TNERNARER. N, RKAFERE—T
NAEEFEE T — N AERF. NRAFPEEERBRNIARAEEERENRE LERIIE—
TRAEE, WEESTHNAREFRBMERRIRE. SAPANSENBBEEIHEN, BRMNM
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ZNRBIE R E N BREFE S BRI ER, EFARXH. MERET Web X231 RN AR
&, My ERERNESRER. BINAREFMEH.

£ Web N R IBPEBIHENERE

StoreFront BIRIEH| S PR IEEFNERILE(TET Web XS24 RN BEERER. XZUT
ERFPRHIBVLIER

« 2 Web M RHBEREREXNABREFFIETHN, REEFERTTR.

o 3F M Windows I&FIFRIMEEEF, REESTMNEBFIEE EZETERT
Windows B9 Citrix Workspace 2R a A RET Web XIS THEY, FRERARIEEFE
%,

- BEEIEERICHAEENN AR, @i Internet Explorer 1518]FALEHI R P A TURFIZ G 52 7800
F A Intranet’ 5K ZEELA = X T,

- MIRAFREREN, MitEcENBHEMENRHE, HEAFRFRE— I REATH, WL eREEMH
EERICEWNR, ZAPNNBRERSAEMEE,

o HFXB2RRHI, Citrix Workspace E5hgs REEATEMEE—TNERER. EENEEIZD
N 2R, AP R %L Citrix Web ¥ RB.

 BRXIERRVIBTEINBREFNE—X RS TSN AEFNEE, EAREN SRS
RZRIE, SfER Citrix Workspace™ [ FHTER NS E S TR R ERMBRIH R IR, TEM Web
B P i A EE R X 4o

o HRRER—NEEETFPITAE, RFEFEERTH. BECELD, F5# Citrix
Workspace N FTZFEBE.

2@ Web B2 N BREEMEREEIRERIRE, 57E RENARENL FR Lk
REEFER.
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Edit store website - /Citrix/StoreWeb

StoreFront Session reconnect

Session reconnect allows users to continue warking with the same application instances across
multiple devices rather than restarting all their applications each time they log on to a new device,
Ul experience Configure the session reconnect settings when a store is accessed through a web browser.

Deploy Citrix Workspace !
When legging out of a store

app
Category settings Store log out action | Disconnect sessions - ] (i ]
Appearance
Session reconnect
Featured app groups [##| Enable session reconnect
Authentication methods Automatic reconnection
Wabhsite shortcuts [+ Automatically reconnect to the sessions when users log on

End user settings
Launch preferences

[+ Show reconnect butten
Store timeouts

User interface settings

(] Show disconnect button

Advanced settings

ﬁ[ Cancel ] [ Apply

AT ANREREENERIRE *
o« IEEEHERE THREOT
o BTARIE | HIENMILEEN, NARFNRERIER BT IR EITFEE,
o AHRIE | HIENMILEEN, NARFNRERIERBMERSSE LEH.
o & HIEMMEEEHEY, MARFMKEERIERRET.

StoreFront Workspace Control

Configure default settings for workspace control. Workspace contrel allows users to manage their
client sessions.

Customize Appearance
Logoff

Featured App Groups 29 [ ]

Logoff action | Disconnect -1 0

Authentication Methods ?

Website Shortcuts Workspace Control Terminate

Deploy Citrix Receiver/ ¥ Enable worka o1

JAL. L

- RFERNBDERERRE - SAFERN, BT EENIENIERMIRE LEHE
o
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RERAFIKE
EREHEALET, ERIUERN MRERTFRFPHAMNEIERRIE

BREMREERT - BT ERERRE, BTENERINRS LB EERNRIE,
- BREIEERT - B EAERRE, BTEMERSMSE LFrEFERNRIE,

XEGERNMAFLTN. FAEDNERSERTANETERERIE,

{5 PowerShell BiBRIEETIEE
E{ER PowerShell EfBERIEEFNIERE, 15517 cmdlet Set-STFWebReceiverUserInterfaces

E5E AT Windows B Workspace NATEF LB BSIEEHEE
BEEAT Windows Y Workspace FECERIEEFNERE, 1558H BB TIEX TS| EHERE,

ECEEAT Mac B9 Workspace M BEF ENSIEEEE
ERd&EER T Mac B9 Workspace N BIEFHSIEEITERE, BERECE TIEXERNIZE,

FAMBNAEFNRIEENER

& O] ATE StoreFront RE2FFRE Workspace N ERFHNSIEEFEE, TIeENARE. §XiF
MER, BFBRATFRIEETIEE,

AFRAmEmRE
BERAFRERE, BT FEEEWG RE AR RELE E0F,
AIRBYIZBEUATIEE T WA Ul (5%,

T HAL
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Edit store website - /Citrix/StoreWeb

StoreFront User interface settings
These settings control the end user experience,

Ul experience Web browser settings
Deploy Citrix Workspace Automatically launch desktop @
app

(v Show desktop vi
Eatisyory <etfig %] Show desktop viewer

[+ Allow end user ta download a Citrix Workspace app configuration file. @
Appearance

Featured app groups Multi-click duration: @ e 1

Authentication methods Navigation tabs

Website shortcuts Select tabs: [Home, Apps and Desktops - ]
e N e Default tab: lHome - l i ]
Store timeouts

Session reconnect

Advanced settings

T IAAL
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Edit store website - /Citrix/StoreWeb

StoreFront User interface settings
These settings control the end user experience,
Ul experience Web browser settings
Deploy Citrix Workspace [+ Automatically launch desktop @
ZF::JBarance [+*] Show desktop viewer

Authentication methods

Launch preferences Navigation tabs

[ ] Always display navigation tabs
Store timeouts T Y ey ¢
% Show Home tab

Session reconnect

Default tab: Home

Pinned links

Custom announcements
Dialog after log in

Advanced settings

B ) ()

BEIEEIRE
MRILKEEER, #EBFRE—RE, WIARERN, ZKEFBEER.

E({FFH PowerShell EXBoIBEIEHEIZE, 1&i51T cmdlet Set-STFWebReceiverUserinterface 3
HmE$ AutoLaunchDesktop o

G ETEM Web X BB A RENER. MAMZIER Citrix Workspace™ [N FRIEF B &R A
B
E(EF PowerShell EBathi%EIR, &1EA cmdlet Set-STFWebReceiverUserlnterface H 52K

AutoLaunchDesktop o

ERKEESRR
KHEEAHRERMHENISRE HDX™ BRI TEE, FRRKEXFESETETIEE, SEEER
SR RERAF AR, FRRIAER.

Ithig BRI EE Web 3 %2816 A Windows. Linux F1EthAMZ RN HDX B BAES) BIRE
B, HAFER HTMLS HDX ZEPIRTEE Web NS EA RN, TiCLIEBENM, EHREAS
ERTER,
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E(HEF PowerShell E2ULIED, BEEAESE Showbesktopviewer JEF cmdlet Set-

STFWebReceiverResourcesServiceo

RIFBLHAP TH Citrix Workspace M ATEFEEB X4

SNSREARULIRIT, NWHAFER Web RS2 RN AEERN, AIUTH - EXH, ZXHRT
7 XBEXBIN FBREEECIE Citrix Workspace WA ERF. FECX {2 Siffiid = LR IRIN A RIERYE
BiFAMER, 2RENNABEEERNEM Citrix Gateway BREFMEIRAVIFAER.

E(FEF PowerShell BEULIED, EEASE ReceiverconfigurationEnabled 3JEA cmdlet Set-

STFWebReceiverUserinterfaceo

BRBEHIFRATE]

5Lt P ERRBRFER BAZ R EIE— R BAERF. XXTEM Web J%E3REhZIRENEH, mMA
EATFT MNAEIZEER Citrix Workspace N ABIEFEIE R

EfER PowerShell B Z X B 54T (8], BEASE MulticlickTimeout 3Z1T cmdlet Set-

STFWebReceiverUserinterfaceo

IISERTEM Web FI G EhHRIGER. ERNERFTAMEZER Citrix Workspace N 12T

SHETF
A RIREBURTFMERY Ul (K58,

RAEE

PR BN SAE

AINBRT, MRZRDTF 201, Ul 2ER—1MEENE, EFRMEZRBE—TEBRL, XE
EF. BEAALUER MR ERIMETFED, NMEZHRERRENE, ERIEDNE, T
WRFEENA, BFRHIERSFMETF.

RAXUETF

AIMBERT, Ulgda—MEIER+ (MRAERN) , ZERFERIE RN REERIINA
EFMEH, “E IR REN KRR SO ERNN AREFNKER PR, EERIMERTIL
AR ERETUEB R RO E Rl UKD AT NS N AR "B SR e T F FR 3R EY.

RRINETF

RINBERT, BRE, BREEAEITETF, ERJUERFIANED+, UERFHANARE
FEREED . MREEZE T NBERF, WitH, ELUERRIAER T EETENARE
P BESNNAREFERARD LNV ABIER,
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LREW

YREMNAEFEHTRN, MERAETR2RNKENNAREFIE, BEkEREERIE
B, ARERUERNBELER TR RNE.,

NEFET R THIFIRS, EREETNAER. RH, EEREBET.

MNRNET R RE THSIRFR, EEAFABERERFEERENEDF,

T iz
£ SR EETF
R 2R BN ARR AT
KH ENREIERF
E{FR PowerShell EHUXLEEI, 551T cmdlet Set-STFWebReceiverUserinterface, FH{ERSEK

ShowAppsView . ShowDesktopsView #1 DefaultView o

NEREANAFERMEHLENERR”

FERIAAEIEEN, REWEBENBAFREXERN, REMTMEENERE EN. EEEIEO,
1B (E A PowerShell,

BRIV EIE, EVAH Get-STFWebReceiverUserInterface, 40 :

$website = Get-STFWebReceiverService -VirtualPath "/Citrix/StoreWeb"
$websiteUI = Get-STFWebReceiverUserInterface -WebReceiverService $website

"Show personalization screen: $($websiteUI.ShowFirstTimeUse)"

EXANERIZED, BB Set-STFWebReceiverUserinterface FH{ERSHK
ShowFirstTimeUse o 40 :

$website = Get-STFWebReceiverService -VirtualPath "/Citrix/StoreWeb"

Set-STFWebReceiverUserInterface -WebReceiverService $website
-ShowFirstTimeUse $false
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EREIEERS
MR TIE SEEHEIESR, URITFRFEBRHERIE, EEERINNER. ETENIGE, EMNM
{E PowerShell, EFXEXAIE, 1EAA Get-STFWebReceiverUserlnterface, fil40 :

$website = Get-STFWebReceiverService -VirtualPath "/Citrix/Storeweb"
$websiteUI = Get-STFWebReceiverUserInterface -WebReceiverService $website

"Show Activity manager: $($websiteUI.ShowActivityManager)"

EXANERENEIESS, AEASE showActivityManager JEF Set-
STFWebReceiverUserInterface, a0 :

$website = Get-STFWebReceiverService -VirtualPath "/Citrix/Storeweb"

Set-STFWebReceiverUserInterface -WebReceiverService $website
-ShowActivityManager $false

[ 7€ 5
AR
DAL BRI A A A BT A

StoreFront™ Ul ERYBEENX URL 1EHVEE A EX BB, AIHRMX R E bR RE Tl
tEThRETE HIREEA T, BEBIAFE#EM StoreFront Ul @ SMEIMLL, EE2NHE, Flil
B ARMIF, AMRELAR, MERMITERXEEE, EASMETENRE. It
EeREMAETLH AT A,

B
EANEE #E#

1. ¥BRIERE SRR E E LT+
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront PinEd e
Add up to 20 links and pin them to the top of the store for easy access
Ul Experience [+] Enable pinned links
Deploy Citrix Receiver/
Workspace app lcon MName Link -
Customize Appearance https://support.example.com -

Authentication Methods
Launch Preferences
Session Settings

Client Interface Settings

Pinned Links

=
(=}
I
=
2

Advanced Settings

B o | [ Aoy |

2. B AR,

Add Pinned Links

MName: | bu pport |

Link:

(Required) | https:{fsupport.example.com |

lcon:
(80 x 80 px)

Tooltip Text: [ ]

|Up!'oad from local computer | [ Browse... ]

Preview:

FL

Support

o

3. WARM. R, TERET, HXREERER.
4. MR EFHH R EHEE,

XA BRERETNAR, MUBREIP)
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@ Citrix ‘ Q Search Workspace 851 MB

(2 Intranet 3 Training /& Help & Support 3 Trouble shooting & Assistance [3 Brand store

Custom URLs with icons

Monday, August 2, Description

Home Apps Desktop

Quick access

. e e e i {? .. bk d e
Managed Windows APAC Desktop Microsoft Word Microsoft Powerpoint Microsoft access Jira Google Calendar
Desktop 2022 2021
Turned Off Turned Off Wt wel Deskiop app
ﬁ . ﬁ .. ﬂ? e
Microsoft access Jira Google Calendar -
2021 Work account 2

Desktop app Desktop app

BEXRE
EEIURE—MEE, RARAER, BN BTN ERRARED,

p=3_

IEIHRENTEER IAMEIE BNAT R, MNREFERNELHEALE, NalLfFERA StoreFront & %
Ul BEX API BIEBEX . BEBIRRAE A0SR,

BRENERBEXAS !

1. ¥3) 4RiEraIE ML

2. EEFEFNIGEETF,

3. BERABEXASE,

4. AR,

5. AR

6. MALEEBEXNEFFiEE R HEBFETEL,
7. WMAREER P N EFREN BB EL,

8. EREERBINSEREERAS,
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Edit store website - /Citrix/StoreWeb

StoreFront Custom announcements

Send a custom anncuncement so end users stay up-to-date on events such as maintenance
windows, software updates, or expected outages.

Ul experience

Deploy Citrix Workspace [+ Enable custom announcement

W Title: Upcoming maintenance window

Appearance

PR Description: This store will be unavailable on 24th April from 22:00 to 23:00
Launch preferences

Time pericd
Store timeouts

Start: |01 April 2025 00:0000 8] ] [uTc -

Session reconnect

End: |24 April 2025 22:00:00 ] ¥

User interface settings
Position
Pinned links @ Top

Dialog after log in

Advanced settings

SAPERN, RERKARTERZIINERR/ELR.

‘GH Citrix Workspace Q. Search Workspace BE ]

o Upcoming maintenance window o
This store will be unavailable on 24th April from 22:00 to 23:00

Good afternoon, Joe Bloggs
Friday, March 14, 2025

Home Apps Desktops

Quick access

(] “se ¥ es
Calculator Cloud Excel 2016 Cloud
Desktop App Desktop App
Powered by CilTIX storefront-eu-1
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BEREFIFIE

EAURE— T EEREHIBERIIEE, BROTRRIZMNEEF S StoreFront 3XE, f&F]
DERIt M AR SMERESR, IUIEMER. BERBIA. NEREER. RBARE. T3,
REEHAERRRAER,

p=—

IR R ERMAALF TR, MREFERIZZEATE, NALUERStoreFront ZF ik Ul
BE X APIRINZELIBIMIEE, BEARIEERINEREETRITFHHER.

BIR B ESITEIE !

1. BBRIEREEM G

2. EFRERBMIEELTF.
3. EFRBAMEERT.

4. AR, fHBARENA,

5. IFHENERMER, MIREFELBR, WIMUESXK. §7 XME 30 XE#iTiER, 1
RELHR, WRTRZERF FRERNHM,
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Edit store website - /Citrix/StoreWeb

StoreFront Dialog after log in

Create a dialog prompt that displays to the user after logging into their store. Include details such
as an agreement or policy before accessing the store, organization information, or step-by-step

Ul experience guidance.
Deploy Citrix Workspace —
i e |#*| Enable dialog prompt
app
Appearance
Title: Terms and conditions
Authentication methods o
Description: By accepting this message you indicate that you accept the terms
Launch preferences and conditions.
Store timeouts
Session reconnect Button text: | Accept
User interface settings Display frequency
Pinned links #) Display only the first time the user logs into the store

Custom announcements /) Repeat display

Dialog after log in

Advanced settings

ﬁ[ Cancel ] [ Apply

BEXRALAFARNESER, BERNAKRE.

R TR RIP

NRAREFRIPETEIERZERNESHERREHIFNNZ 2%, X 1FAER, 52 NARR
fRIF 34

BEERR .

1B Web |'%5 287 0] Nz FE P 15 BY ==EF_‘2FH7F£F RIPBIR A ERIA R FRREUR S Z\?DTEEE
StoreFront U R RZRIFHIN . 83D Citrix Workspace N 2F1h 18N RS, #HAT
StoreFront Bgi&,

EATF M Citrix Workspace N FBIEF B EIBI R TR RIF

AP A 23587 Citrix Workspace N AR2FHRA IR BEERY, StoreFront RETFAEFE
N ARFRIPIFER. THFHITHSE StoreFront ECiE
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ERATRESEHNMNARFRE

LRAFEE Web XREEA RN AEEN, SENHAERFRIPFPNEMNBEFNEEIAL FRREIR
o AILAECE StoreFront 2308 RESRAUE R HFRIFIIARIR, BRIEFER ChromeOS, ERF
EEREHE Web MNP ERIR, HAXERZIFNBIEFRF

S

BI LU A AR A 2 FE A2 R 4P A IR AR Citrix Workspace N BEEEMN ARER. ALk, T8
BEMERNBRERRIFZE, Citix BINEER NARFFRIPESKE, ZRESMIENFR
SN BIEFRIFH Citrix Workspace N AAIEFHRA BB BIEFMSEH,

INRERA ICA THEHRIR, AP AU ICA XHLUMERN BN BREFRIPIIES. &
e, FNEEEMERNAREFRIFZA, Citix BiEER REEESILN,

B F 2507 B9 StoreFront iRAE 1 {EM Citrix Web # & 5§ Citrix Workspace Ez5hgs #5NE2
ZHRM Citrix Workspace NAEFIRA, HFENXIEFmH#HERLERBERAEZRNT ETES
M ARFERIFHNZRR,. B2, TERIERACUER, XSBEREE IR 2R,
Ite, B MR,

NEEEREBNAEFRF

E S iF StoreFront 7£52 321509 Citrix Workspace N R A L R RS RPN BIEF, BFEH
PowerShell cmdlet Set-STFWebReceiverAppProtection,

1.

2.

BB R SMFTFF PowerShell #2&15,

MREBEZ ML, FRINERREINLEIEREER. XA Web J%E 2P ERERE, 4
g0 /citrix/StorewWeb . EEILIERAMST Get-STFWebReceiverService FREXFAAE LR E
ERIRBVTFR,

i&{T PowerShell :
$receiver = Get-STFWebReceiverService -VirtualPath "[virtual path]"

Set-STFWebReceiverAppProtection -WebReceiverService $receiver -Enabled
on

¥ [virtual path] BRAFE—FTHRINERR. MRIE—1WEL, WATLHERR
-VirtualPath o
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4. NRAFEFESHE Web JERITHRR (TitREIEERREERERNAFEEZE T ER
Web J¥28) , WNARFFRIPAEIH. EaILORERNN BRI E N RRERA A TN
Citrix Workspace N ZEFEDI. B X1F4ES, 1ESIH Citrix Workspace N AEFEE.

5. AP EXRITFFRN FBEEMIGEY, 208 Citrix Web " BAAH, N4 R Citrix Workspace
NEAEFRR. MRAFERPIRRN, N StoreFront TTEMEN BREFRE, ALAETRS
RIFHNAREFRMEE. Fit, BEEAREENED,. & XIFMER, BRI IFRF Bk
T Citrix Workspace [ FF2F M,

EEREBERAT RAEINNAEFRF

ET7REEL O LUER PowerShell AN AEENIGREES EoIRIN BEZFRIF, 1H51T cmdlet
Get-STFWebReceiverAppProtection, 0 :

$receiver = Get-STFWebReceiverService -VirtualPath "/Citrix/Storeweb"

Get-STFWebReceiverAppProtection -WebReceiverService $receiver

BRIE
DIEYMSHBRIGE, BT REFEMNLS FRALE BEIE EIE,

BRIKE I F Y REEE (/en-us/storefront/2507-Itsr/media/stores/websites/advanced-
settings.png)

E A Fiddler IREF

[2F3 Fiddler BRER StoreFront RS EIRARE, BT HIRBR. HEEEHLLAER. LINEERIA
X, REXFTARBERRFINVER, Tl ELRE, B Fiddler RER.

B A4 KA E

RINERT, £ NARRF &I+ EET 25 NE, ZieiE 25 NE, 555 BRAXHRIE,
ERTEHEAT, EERARAERNER. BXEFETHESER, BEH LIIKRE.

E{FF PowerShell {8 ItLi&E, 1Ei51T cmdlet Set-STFWebReceiverUserInterface FH{ERZE
# EnableAppsFolderView o

B R EE(E

2 StoreFront™ RS ZBINERERE, THEEIEAR URL, EERMIITERNER. AIREN
BURE -
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=] PN

F StoreFront Web {{IE{E R LIS EEIRS
EE, WRBERBIE StoreFront fRS23 Lo

¥ StoreFront Web RIEEREZAR URL FIE X HY
FQDN 5EERSEF. MNREAR URL BHAEH
Hgas, NAlgeSBEEEI A HEERER
FIR[EH StoreFront ARS8, MMSBIERK
Ko

5 HTTP FF 2 5 7 HEE, BRI HTTP B
HTTPS, HEALIE HTTPS FHi@id HTTP &
$%%] StoreFront B9 EITEE30Y, IHEFILIE
I, BERmOA, B2 E/H HTTP BBVIAE
Uil

E({FF PowerShell (EXItLI&E, 1535517 cmdlet Set-STFWebReceiverCommunication FHF{ERE
# Loopback o

B A Citrix Workspace BEhas

AR, HREP M Web X2 FTH RN BEREER, XAFMLLFERA Citrix Workspace Enzs =it
MR ERET Citrix Workspace N TEF, AEBHER.

& Citrix Workspace EnhZs 2 A E Eohikll iI&E R iLAFERE i, WABEMGERRIETREX
FRNEBPERERS L. FENAERN, BaiAERARNTE ICA XY, BREATTMUMESER
BERULE. FRLRARKRN, XFERTE Web XREEEFE.

E(F A PowerShell IEULIEE, 15E1T cmdlet Set-STFwebReceiverPluginAssistant F{EMA
S# Enabled o

BRAIETEIgeSEAR T& ICAXH, RENXEFM,

BRAFRERRT S

EBRRE, 2700 Strict-Transport-Security #trsk, LUEFINEER{GET HTTPS HIES ik,

E(FH PowerShell {E21ItEI&E, 15517 cmdlet Set -
STFWebReceiverStrictTransportSecurity FEAESE Enabled o

EEEMGEIUER HSTS, B XIFAMER, BBH HTTPS,
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ICA XH&17 2/
ICA XHTEIRS BN BTN, BRBEME, ICA XHESRE, B BUATEILAENG
% ICAX . BRIAH 90 B,

E(FE A PowerShell B2UthIZE, 15551T cmdlet Set-STFWebReceiverResourcesService FH{EF
S IcaFileCacheExpiry o

Bt #ik
EMIRSZBERBENFXHER DN EER, XRNERFRT Ul RERBERAN. BIAMER 128,

EFH PowerShell {E2UtLIZE, 15551T cmdlet Set-STFWebReceiverResourcesService FH{EF
2 IconSize o

fEA HTTP AR EIERO
Y EEKELEE BB EH HTTP FE B, HIgEHRO,

E{FEH PowerShell {EILLIGE, iE551T cmdlet Set-STFWebReceiverCommunication H{ERE
# LoopbackPortUsingHttp o

REATNZEENRES R

Bz MibRESR N B, FRIANBERT, MNRFIBAREREEUERTIRS, WRRTAFPEIL NR
ZALINEE, BRAUNARREERNMLEE R R,

BEREIRTZE Citrix Workspace NEF

YAPEXRIAIE N AEEMILE, MR Citrix Workspace N ATEFHIRME T Citrix
Workspace N AIERFENED, BRIAERT, HiEHAE StoreFront B, XeTERARERZAIAE,
FE, EALAR BRERTRE Citrix Workspace M BER. X @ Citrix Gateway &R
B, HIEBETN, AAXESRIEAP X StoreFront Citrix Workspace N BEFINBRRE A
4,

E{ER PowerShell IE2tLIRE, 185517 cmdlet Set-STFWebReceiverPluginAssistant F{EF
S ShowAfterLogin o

HRFAER

EALHEAINE, BRI RN TR T8 ZRFHAEE, BF WA MER T, REEER
preProcessAppData B JavaScript BE X I, MeIUER T8 REIEAN IR, £RAM AR
FT58o
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R RR 2RSSR
MREAT Mtz e, WA ERRIBERHEIFEEE, BRIV dd.hh:mm:ss, FAUIAMER 90
Ko

E{FEF PowerShell {&eiItti& &, 1E51T cmdlet Set-
STFWebReceiverStrictTransportSecurity F{FEHEESHE Policyburation o

EEZE IR E

BRI LU M A FE ML EER A P ECEE Citrix Gateway 151N FAEE, @33 Citrix Gateway BJiT
Eih R R EEN B FREF M IIERIN AEE,

BEERT .

TEZRSBEER, —RRGEEA—oRSSEREXRSSFAHWEE, LR Citrix StoreFront
BIEEH SR ESEPNEAEMIRSSE L5517, TlfE, MREEIEREDIRSRA(zh-

cn/storefront/2507-Itsr/manage-deployment/configure-server-group.html), U{EEFHEFEHH
HthARSS 28

1. £ Citrix StoreFront BRI BN EERPER NABE TR, AREERERTEE—TN
RIS,

2. ERIFERT, RLEBETELIZE.
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Configure Remote Access Settings - Store

Enabling remote access allows users outside the firewall to securely access resources. After
you enable remote access, add a NetScaler Gateway appliance.

|| Enable Remote Access

Select the permitted level of access to internal rescurces

®) Allow users to access only resources delivered through StoreFront (No VPN tunnel) €

) Allow users to access all resources on the internal netwerk (Full VPN tunnel) ﬂ

Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: ProductionGateway [ ]

Default appliance: [ ProductionGateway w7 ]

o [T

3. E'EEEZEBIFIGE FEER, IBENLEMEEZNAF S UMD Citrix Gateway
IhiR R RIS

- BENVABENAHME EHNAARTAR, B70ERBRZERESR. [BRERMLES LA
AP FaEnRIN AR,

- EERAEZENNE, HEREREREARE.

o BEEIE N ABEERREIRET Citrix Gateway BIF, 151%FT VPN BBdE. FAFER
ICAProxy B{EZ F i VPN (cVPN) ERZ Citrix Gateway, FTEEFA Citrix Gateway
HFREIITEEER VPN,

- BENREEEFE (SSL) EERML (VPN) BREER B iEEM RS ML L EthE
JRATA, 15ER5EE VPN B8, B P EE Citrix Gateway #ARIEIT VPN F2iE,

BN AEEREZAREY, SFEERM Citrix Gateway BEE S AI0IERE. AR
Citrix Gateway H1TEHIWIE, HEHNENAREENRBER.

4. NREERIZFZIAR, JEMCitrix Gateway I&FHIFRFIEZFE AP A LUED Hip 0 N B EIERIER
B. TR RSN EMN RSB AT RPIEE, NREETIRFPR
MBEZERE, EREARMFILEE (/zh-cn/storefront/2507-ltsr/integrate-with-citrix-gateway-and-
citrix-adc/configure-citrix-gateway.html) 8945 B2 E,
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5. IRBIEINRPERZS N EERBEABIZS MRENINIR, BIEERT M Citrix Workspace iz
PR R 18] R AR P i RO RR I I o

6. BHAEURFEEH X IEIZZ IR M IEE,

Citrix Workspace N BEEFERERRRBER P BEEIAMME LR AEMLE, REEFESHN
WiRAE. BXEBEHERRFMEER, BBIREEEIRR.

FRINER T, StoreFront £ AP EZEIN AEENM X RKENZER. EACE StoreFront UEHRE
B XA ERW X EKENRIE, 1BBIRRE HDX BH,

BoiE R FArE

EERNAEEIRE, BHRITUTIRE !

1. 7% Citrix StoreFront EIE{ZHI BN AT EF NABE TR, AT RFEERTREETRIE
R RS R

2. HBBAPITRETNEURERSERAKER.,

3. ¥3HKerberos ZRETFUALEN AREER S ER Kerberos ZRAA(IEHIZFHITH B IRIE,

4. ¥3| R HDX BEET-FURERBRUE SN AEFNRENFERIM X,

5. ¥B A HNAREEEREUEBAFHA FQDN B FHR it ES Workspace N RIEF S M
BFRERNAEE,
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Configure store settings - Store

StoreFront Allow favorites

®) Enable favorites

: When you enable favorites, users can add or remove apps from their favorites. Favorites are
Favorites :
displayed on the Home tab.

Kerberos delegation

" Disable favorit
Optimal HDX routing e

When you disable favorites, users are not able to add or remove favorites and the Home tab is
Advertise store not displayed. Favorites are not deleted and can be recovered if you re-enable the feature.

Advanced settings

IRk
EELA AR B ARRENER, KRR FERFNETATEE, UBRE. 1
REEMNRERERTFR T KER, URBEERENE,

IS PSSR R Rk
ARSI T —
- RVFAF IEMBIRRKER. AP FILEE &R AR FRE FER BRI AEF. A
FEIMER S & ERERUBCHKER BRF. KW RER 2 REERET+ L
- BRKERX. BFEERERECEKERBREF. EIUEMFFETo

BRITHAZMER Store TR, 7 Store EFRERITAG, AR TRERIRFEBERMWIIN
Wi o

1. 7E Citrix StoreFront EERZEHI N AMNERPEFEFET R, AREERERPER—EE,
EREERT, ShRkREEMELE
2. B PBEIET - TS B X 7 P YR S T EE.

3. RSP B LS A IR .
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4. FEFER P ORI AZE A Rk o

Configure store settings - Store

StoreFront Allow favorites

®) Enable favorites

: When you enable favorites, users can add or remove apps from their favorites. Favorites are
Favorites :
displayed on the Home tab.

Kerberos delegation

" Disable favorit
Optimal HDX routing Woor e
When you disable favorites, users are not able to add or remove favorites and the Home tab is

Advertise store not displayed. Favorites are not deleted and can be recovered if you re-enable the feature.

Advanced settings

FE, EalLUER PowerShell cmdlet Set-STFStoreService 1 LockedDown &%, 50, Bz
Wi

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/

<yourstore>"

Set-STFStoreService -StoreService $StoreObject -LockedDown $True -Confirm:
$False

Wi S B EE
FINBRT, WEEEEEAMBIEES, ZHIEETERSSFATHRSSFEHTE B, HE,
& DU R R AE7E S ER SQL Server BU3EE,

EEEREEERARMBIEELRE N GBEUERE, 15517 PowerShell cmdlet Get -
STFStoreSubscriptionsDatabase o a0 :
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$store = Get-STFStoreService -VirtualPath [store path]

Get-STFStoreSubscriptionsDatabase -StoreService $store

X[

« UselLocalStorage -f#1R True , WEIFEEMBEAMBUEESR (FHA) . IR False , Ui
T ETENBBERIREEF.

« DatabaseConnectionString - MIRFEANEEIEE, NItMU S EEFFTE, TUHZE,

BXIFAER, BERAEETNEIERE.

5/ SQL Server ¥iEE

EFERASED SQL Server #3EFRE, 5517 PowerShell cmdlet Set -
STFStoreSubscriptionsDatabase , HiEEEEFFHE. BXIFAREE, BEBRER Microsoft
SQL Server TEEITREIE.

ACER StoreFront FE A EITRBIETE(#

MRFERENEBILE, EEABERNERNZREEMR N ARRER StoreFront BIE ; Flw, —
MHTEE Citrix Gateway ABARIZIR, S—THTEELRE LAN AEBIFRZER. SRER SQL
Server BIREE, BRI BEEEIZBEAERERNBIBEEETTR, SRAMBIBERN,
StoreFront BIAR AN EECIE— T EMNBIERF, Eit, ARAIUKEFRIERNZR, 810
BIE—R, ERILOGHEA ISR B AERERNEIRE, WEAF TICEEDB EEEEERE
BRI

EERT:
BT ik R BN R E AN —ER5, EUIEN SRR S P a s R i 2EE,

FlEn, RIEEERNL A Internal’ M “External’ IS, ERAAMEBIEER, EERLUTHZA
FExternal’BEIEEC B N EA 5 Internal B IS 1ERIRIIT IR 2038 .

$internalStore=Get-STFStoreService -VirtualPath '/Citrix/Internal'

$internaluri =

$internalStore.SubscriptionStoreClient.ClientEndpoint.Uri.ToString()
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$externalStore=Get-STFStoreService -VirtualPath '/Citrix/External'
$externalStore.SubscriptionStoreClient.ClientEndpoint.Uri = $internalUri

Save-STFService $externalStore

MR EAFRBRRARSFRATHNEMRS 25,
ENERIEEEERAMNARMEBIEE, ES1TUATHA :
$store=Get-STFStoreService -VirtualPath '/Citrix/External’

$store.SubscriptionStoreClient.ClientEndpoint.Uri.ToString()

Kerberos Zift
aE .

Kerberos ZREFH, HEES XenApp 6.5 XEERERA—IFER, ERESTMAZTZIFHN
Citrix Virtual Apps and Desktops hxA—#2fEH,

LEAREBENE R TSN (LB EHERAEZET Citrix Gateway /)
StoreFront R ERAFNERE, EITEERAFPNEERR GG SHITE M. HFER
XenApp 6.5 RERRRARY, ERILUSF Kerberos ik, LUFS¥F StoreFront 3 P @32
2 HIT BRI, XFEETE Active Directory FEEEER ko

1. EBR— I NAEE, FERPERtas BB AREIRE.
2. %3 Kerberos &k &£,
3. &R B Kerberos EE 22 Kerberos Eifito

4. ¥ A = B UREEN.
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Configure store settings - Store

StoreFront Configure Kerberos delegation (deprecated)
() Enable Kerberos delegation
e StoreFront uses Kerberos delegation to authenticate the user to the delivery controllers,

Requires XenApp 6.5 which is no longer supported.

®) Disable Kerb delegati
OptimaIHDJt rnuting @ Lisable Rerperos delegaton

StoreFront does not authenticate the user to the delivery controllers. The delivery controllers
Advertise store must be configured to trust StoreFront.

Advanced settings

ﬁ[ Cancel ] [ Apply

PowerShell

EfPE Kerberos &k, i&fEMA cmdlet Set-STFStoreService MU&E# -KerberosDelegation

ECIE R FA RS IE R B £ HDX™ B&EH

ACiB &R {E Citrix Gateway EEH, UL HDX 51ZF|EH StoreFront Z#HY Citrix Virtual Apps
and Desktops N FF2FHY ICA EZRHE, BF, MaNREMX 5L FE—MIEAE,

RAE AP @B EIAR StoreFront YK &R EREM X BIEREE X & {E Citrix Gateway 1&&.
RESHRNEE & HENERIM X EMEIE, StoreFront =EEIITIEIEE,

IRBT LU % BT EAF R b s e X s, XIgB E R IBMERREIETR O Ea LU R EM X Bk
HRIZ X, B8ENERENXIE, FitES TN XKIEEDE— 1 ®E Citrix Gateway, AF5ZX
IR ZRIRE HDX &%,

{§ 3 Citrix Virtual Apps and Desktops B, Xi#7E Studio FENX, FHH StoreFront & X AERIX
G Studio FEX XKLL, BXFHAER, FEH XiE,
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£ Citrix Desktops as a Service B, KIFERTRIRABE, FHIRAIETE Citrix Cloud #ZEHIESHE
X, F#B StoreFront & X BERIKIEH4AS Citrix Cloud & E X HERUIEBERITTET
fd. BXFAER, ESH KRERRME,

FEARLRNRATR
1 PNEEM X -> 1 NEE StoreFront

- REFXMNAREFNSE
- NATREREERZNEXENAEFNREE

1 NEEME -> 1 MNERE StoreFront

- EEAXMNAREFNRE
- NATEEREERZHNRENAEFNREE

REM X EAEE StoreFront IR ERERERR (FINNAEFNIE) BIZiEHE,

HE[EF StoreFront EX T ETFREMEFTEER Citrix Gateway, HEHIGSFERPEASHENEE
s, RERPEITHMIBEAMAE FHBMNR X, StoreFront Flik S ifaITIE AR, MNRHEEELS
TRAATA, MIITEERXERREN RN BEERERA R,

MRXEREM XA, PG ICABHEEI R EENERIREM X, TIEFREMIELMUT
sk BRAIABERT, StoreFront RTEAHIFKEIEIZIRANA TR LENIEKRIM X, REM X IKHH
SEBEINKE, FEbEEEREIRFETRENAEFMNKERIEELRBIM X,

Pz
&1 StoreFront BEIES T4 R HEERS — TN REM X

ERRENRATR

1 P CAMZone -> 2 PNZ[E StoreFront

- REQH : NARFNEE
- XEARTZEARE | NBAREFNEH
- HIEMMP R . NARFNEH

1 D FTLZone -> 2 NEE StoreFront

- XEARSSZEARE | NBAREFNEH
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« REQT  NARFNREE
- EIEIEMP R | NAEFNSE

1 > BGLZone -> 2 NEJE StoreFront

- HIEMMPR : NAREFNRE
« REQT  NARFNREE
« EEFREFEARE | NARFNRE

1. R X BREH
i Network A
<
: o | Store ‘
Receiver = Eiont
2
O
Network B
XD Site B
o0 .
> DDC
3
HDX ©
Engine o '{ VDA
2. LM X BREH
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......................................................................................................
o t

Network A
<
)
Receiver E
(1]
o
XD Site B

o

= DDC
:
HDX ©

Engine O .< R4

ECE R HDX B8

1. 1E Citrix StoreFront EIEHEH| SR A MBI IERE Stores TR, HELERBIRPIEE—TNA
&5, 7E Actions B, B Configure Store Settings,

2. 1%# Optimal HDX Routing %&£,
3. ﬁ%_ﬁ\lﬁ]*o

a. BEEMNSELLRIGRZFENERM X, B8 E Manage sites HAE— 12 NG H,
b. EEMFEXISIHRZRNERM X, 158 E Manage Zones HHEIA— 1 HZ X,

C. %ik’l‘%b‘%‘lt, AN R XIS, External Only 244)i%, XEIKE StoreFront {XXfi&@d
1EFESR| StoreFront BYE P {ERM % KE5 StoreFront, ill]%,.,\?ﬁtﬁ&ﬁﬁi W x NE#HEE
1‘% 'J StoreFront MAEEM X AR BohAIR, EEUEAIE External Only,

4. NRIBHFLIRARBERERTFLERBEMAERM X, BMER T @D W X izf2i5]8) StoreFront BY
B ELE, 35%$F Direct HDX connection HifEiE—LEif &5 8y X i8],
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Configure Store Settings - Store1

StoreFront Optimal HDX Routing
HDX connecticns can be routed through gateways based on delivery controllers or XenApp/
XenDesktop zones. Typically resources should be mapped to the gateway that resides in the same
User Subscriptions geographical location or datacentre,
Kerberos Delegation
= Optimal Gateway External only @) Delivery Controllers |~ Zones
Optimal HDX Routing Direct HDX connection i
Citrix Online Integration CAMGateway [v#] CAMZone
FTLGateway v FTLZone
Advertise Store —
BGLGateway |+ BGLZane

Advanced Settings

Add Gateway ] [ Manage Delivery Controllers l [ Manage Zones

&2/ PowerShell ERER FAREIERIRIL Citrix Gateway E&H
s BN AFEERBRMM X BE, 15EH Register-STFStoreOptimalLaunchGateways
. ERREIENREMXRE, B Unregister-STFStoreOptimalLaunchGateways

- BEEEBEENRERR, BFA Get-STFStoreRegisteredOptimalLaunchGatewayo

AP &SR A RS IS

eI LOER RS RAF 2 RN AREIE, WEMITERSE T B FHpHRIKS LI, FQDN iEE
Citrix Workspace W AEFRFERMNEIE KA, RIAMERT, HECIENAREER, EXE
NP ELRMITEIZN AREIER StoreFront ZE3ERY, 7E Citrix Receiver R IIANETIE Ro BRI
REEHARFEELER, MERAFPYMFo. FAILE URL SFERTIECX Y, BTN A&
EE (S 2ECE Citrix Workspace N BER.

BERR
EZIRE[EER, — I HeeFERA—GIRZ[REXNRSZ[ALNVEE, AR Citrix StoreFront

EEEF B RERERNTAEMRSELE1T. TiE, RENEEERTERRS A
LB B ERE PRI E AR5 250

1. £ Citrix StoreFront EIFZEH N ABERPER NARE TR, ARTHRFEERS, 2550

BN AEERE > RENABERE .
2. RGN RAREE TE L, EF A% AEE = RRNAREE
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Configure store settings - Store

StoreFront Advertise store
®) Advertise store
e When this option is selected, the store will be presented as an option for users to add when they
configure Citrix Workspace app through email-based account discovery.
Kerberos delegation

) Hide st
Optimal HDX routing o/ Micke store

When this option is selected, the store will not be presented to users to add to their accounts
when they configure locally installed Citrix Workspace app through email-based account
discovery. Hiding a store does not make it inaccessible; instead users must configure Citrix

Workspace app with connection details for the store, either manually, using a setup URL, or with
a provisioning file,

Advanced settings

“[ Cancel ] [ Apply

BAEIELE

EoILUER BREEEIRE P SRIRE RN FREARZSHEREER. FEREREFR
PowerShell &2,

BERT

EZARSBIB[EER, — XA FERA—ERB I RENRSIFAWEE, HIR Citrix StoreFront
BIETHI S R EEBPIEMEMRSZES 51T, TG, MIiEEREERIRSES4H, UE
EFEEREMIRS 2.

1. 7£ Citrix StoreFront BIEZEHI ENEBERPIEFBE TR, EHROBRPIEZRE—IEIE, A5
2P ERTPIEE REREIRE,

2. T EEMELE TIH L, &R BRLE HHTRENER,
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Cenfigure Store Settings - Store

StoreFront Advanced Settings

Configure advanced settings with caution.

User Subscriptions

Address resolution type [DnsPort < | =
Kerberos Delegation Allow font smoothing v
Optimal HDX Routing Allow session reconnect !g|
Allow special folder redirection ]
Advertise Store Background health-check polling period 00:01:00
Communication imeout duration 30
Connection timeout ]
Enable enhanced enumeration |2|
Enable socket pooling O
Filter resources by excluded keywords
Filter resources by included keywords
Filter resources by type
Maximum concurrent enumerations a
Minimum farms for concurrent enumeration 3 A

-

3. BEHME URFENR,

st AR ERY
BRI LIS E B MARSS 2815 K BHIIESE R, BRINE Y DnsPort,

FREGE EOFR, M HatRRTEEr TR R PERE—TME,

* Dns

* DnsPort
* |IPV4

* IPV4izHH
* Dot

e DotPort
e Uri

e NoChange

RFF&ETR

EAIMIEERTRER HOX™ RIBHTTETRLE, BINGEAFF .
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A BFGE EAT, EFRRFFETRED, ARELHEE

RTFRIEERIEE
EELEE REREEIES HOX 255, BIALEN T

T REQEEOR, EFRDIFRIEETER LT,

RIFRHX R EE R

eSS REERE, AP ATLUFIRSS 2869 Windows 4554 S {4 e M B EL A 1+ B A LA ST
¥, WK EIETRE Windows X3, a0 \Documents #1 \Desktop, TCICIRERGUNM, X
e HRIEAL AR A X E T

A BEEE EOF, ERERAIFRHRNGREERA ETUEAHERRHEX G REER, A
[RREEHAE"

BESITRRKRE

StoreFront 3 Citrix Virtual Apps and Desktops 33 {41Z#l28. Cloud Connector #1 Secure
Private Access BRSZ 2B MITEBISITIRACE, LUBDBEIEIEARSS 28 r] RS RBIR I, Bid SRS
TIRRIEE, StoreFront ITERANKNZE, FAH s NEE IR,

J8iZ Cloud Connector &%/ Citrix Desktops as a Service BY, SZuEiTIRRICENTANLETE
F, ERKERE XWLE VDA 5 Cloud Connector i FRE—IERIMINIER. #0%R Cloud Connector
Ti£B% % Citrix Desktops as a Service, Cloud Connector RIERE AR TN EFREHSHEE
VDA HiE#%, StoreFront ER SIS TR ELE RHPHMIINGE R RKRAREEMELEZRUR
SN AR K.

AHREPEEARFRATA, MEFESMXE (RRUE) AHHER, BHARTEFE StoreFront
x5 Lt R ECENTERSS 2RYIRFASFAER RUETNAE ckEZs, FEASAERILE

Thae.

SRBENERINEH. EERAREASRERINZE, i5#A PowerShell cmdlet Set-
STFStoreFarmConfiguration #15%{ AdvancedHealthCheck . AENEZASREEINE, HANT
KM,

EaRRIeER A

StoreFront %18 Citrix Virtual Apps and Desktops 32 {1#2#28. Cloud Connector #] Secure
Private Access IRFZ2HSITEMERICE, LURD EIENMARS SR A SR M, FRIAMEAE DT
(00:01:00), FEBFIGE EOF, N EaRERER AR EENE, ARRERE UEGIRE
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CERIR, BRERARRNE, BRWEARRIRERN 00:00:00, EREZWXFH. ASRERLE
BRN, TEINFEFMKENREER, RNCAEIEEEEE.

LAk ESEE AN

AIANB T, StoreFront AN AREERHEZIRIVARSS 8 2 HBNEKRTE 30 WEER, ARSEHEE 1
RABBEZHERANTTH, T RBELEEOF, ESFINNE, ARRTHEE UER

XEIGE,

EEHREBEY
EALEEE SRR L mE R F/INE. AIAMER 6,

FRESE EAF, BEERUVRERNSFHINE, ARRTHRE

B RI18sa s

kIR StoreFront FZEEEZ D Citrix Virtual Apps and Desktops ik s A& N R F MR T 24
REZBINFEINRZEHZR. HANBFERSBEZS NG NRIRE N AR EEREE IRIMmE,
FEFREIED (BRIN) J5, StoreFront RERAFAE R THEHISRAIXMETENR, HEFREEHIZREM
NEREMN, &R RAFHAESEC N HEAMEHR/NGE ETRIFARE LT,

E'RESEEOS, &R (FEK) ‘BRAEEKE AT, AR HEE.

BREETH

EEFHNENAEETINER. BAERFME, StoreFront 4P —MEET N, MARES
REBZRCEERFHEER X AFERESGZEERS. BRERFHARS R, LEERT
ZE2EETRE (SSL) Ei&. ZERRAERTM, BHRENABIEREX . T B&IRE &N PikE
BREEFMET, ARRTHE UBSAEREF .

X {HERY X BX

FINBERT, BIEPERT XHHEE X, WEEAFPITAERER AR, NERIUTCLE
EEMIMINTRNNAER. EERARBRAXHHEE XEX, 15ER PowerShell f84 Set-
STFStoreFarmConfiguration, /%0 :

$storeService = Get-STFStoreService -VirtualPath '/Citrix/Store'

Set-STFStoreFarmConfiguration $storeService -EnableFileTypeAssociation
$false

227


https://developer-docs.citrix.com/zh-cn/storefront-powershell-sdk/2507/Set-STFStoreFarmConfiguration/

CITRIX® STOREFRONT 2507 LTSR

FRBFRRE X BT MHIEH IR

IEA] LUZFERREY X B TEICECHI R R IEEHR X BF MR EMLREENZ S XBF. FIA
BRTAETImE (RBFFRERZRIRER)

=

ERRIREEOF, K2 HERN X RFHERER 17,
B A MTLOE H FREERE X B ImiEH R & o

X BFRAEPRAUD SO X BFHIXR

B HHE"

N

w

B

Configure Store Settings - Store

StoreFront Advanced Settings

Configure advanced settings with caution.

User Subscripti A
S T i Communication timeout duration 30
Kerberos Delegation Connection timeout ]
Optimal HDX Routing Enable enhanced enumeration Igl
Enable socket pooling L i
Advertise Store

Filter resources by excluded keywords
Filter rescurces by included keywords

Advanced Settings

Filter resourc

Filter Resources By Excluded Keywords
Maximum co
Minimum far|
Cverride ICA Enter a semicolon-separated list of keywords fcnr matching

resources to exclude from resource enumeration. If no keywords
are specified, no exclusion filtering is applied. =

Require tokel

Server comm

Filter resources Keywords: || |
Keywords for n rds
removes any pr pes

E(EF PowerShell BE&E, 151ER cmdlet Set-STFStoreEnumerationOptions 128
-FilterByKeywordsExclude o

LT xBFEREN, FERATIHIE
- B
* RS
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BAZTH X BT MHER IR

TR TSN X RFHECRNE R, TS X BFRMIRETASCHRENHRXBF. KA
BRTARHITRE (RERREATREDR) o

1. ERESEEOFR, HKIRITHNXBFMERR 1T,

2. BEAMZUEHRITH X BFHERRED.

3. EXEFRAEFRAUDBRIRH X BFFIR

4. BEHEWE

BE(FEF PowerShell BEI&E, 1E1ER cmdlet Set-STFStoreEnumerationOptions 128
-FilterByKeywordsInclude o

UFXBFANREF, TMFATIHIE :
- Bzf
- SR
IR TR E IR
ERBASTERRMEFIRIRER, RAENRIHE (FEIRERFEEDE)

ARESE EOF, EXRENMERR, REHAMN, EXEASENEPNRRER, AR
B HHE

E(FEF PowerShell BE&E, 1E1ER cmdlet Set-STFStoreEnumerationOptions 128
-FilterByTypesInclude , HIEEZFEXREKA (RBAER. FEEIME)

BRAHEMHER

IEEELIXTIFAAE Delivery Controller VR KFH RIBERE IIEINTEE B R8RS EINAT 4
Mo BIAMERN O (KBEH) o

T REQEEOR, EFBRHEAMER, AT, ARRETHBE.

HEBEENR/NMIE

e & F A MZFREER Delivery Controller R/NEE, IEINTE S B GRS LI AT 4
WMo ERINEN 3

T REQEEOR, EFHERENS DI, BA—TEF, ARRHBE
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B ICA® BFIRAM

£/ Web R'W2RERRIME— ID B & .ica BEIXHRHNEFinaifigiE. $AR, Citrix Workspace
NAREFRIEEZFinti. FRIAMENX"

NBERIGEEOF, EFEE ICA FFPRBINIED, AREHWE"

BRSHE—HE

BAE, StoreFront 58FIHMITEFEMIQIERNN X 5B FihR N AEERNM X 2B —8iE. a0
REARA—, BPRUREFHITEMNIIUE, %94 Smart Access BRLLIIEE, MRAFBEIZRS
PRI X IFRIN AERE, MATZEALIEE. INRE R F

MNBRIGE EOF, EFERGE MM 20, ARREEHE

IRSZEFBEEE IR

FEETER Delivery Controller fRE AR AT A BISIA G HIBERXE. FIAEN L
NBREEB EOF, EEFRSHBESEHRE, WA—HF, AEELHHE"

H|BhRZE PR 2T Desktop Viewer

BEHAFPMMNBREFmGRELEL S 2 Citrix Desktop Viewer O T EE, FIANKE
AKX

N BREEB EOS, EZFNIBREFHET Desktop VieweriED, AEEEHRE
RREMANBERF

EBEIFNNAEEN, REeERE NEAERMEFER SEMEF, FIAKENX
MNBRIGE EOF, EFNEEMAINBRREED, ARREHRE

BKESHRIERSS i E

B & BRIIERRSS (FAS) ERIEBEMIUIEN VDA IRHESER, XEMFH SAML EH5WIEA
ERIEE B, R StoreFront TTi&iA1] Active Directory £,

AR RAREIER A FAS
TANAEIEREA FAS i1, EBUIERARRECE FAS IRSS8R5I%R. BXIFEER, B5H (/

zh-cn/federated-authentication-service/current-release/install-configure#configure-group-policy).

BRHNEAEEER FAS, EX%ERA PowerShell cmdlet Set-STFStoreLaunchOptions & VDA &%
BUES RIZMIEFIREN FASLogonDataProvider o
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Bian, EANBEIERE A FAS HEERIIEFRSEE :

$store = Get-STFStoreService -VirtualPath [VirtualPath]

Set-STFStoreLaunchOptions -StoreService $store -VdaLogonDataProvider
"FASLogonDataProvider"

EXRANAREIER FAS !

$store = Get-STFStoreService -VirtualPath [VirtualPath]

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider ""

P [virtualpath] BRAMENBIEEEE, FIE0 /citrix/Store o

HEERT FAS NN BB ER (/zh-cn/storefront/2507-Itsr/stores/authentication/username-
password.html) B, StoreFront #5£2f#F FAS MARIRENEIBEHITRERER,

EERIIEE FAS fRS53

BAINBL T, StoreFront TEE BT FAS ikS588. ERIAESULIRE, MUE StoreFront 7£5 REY
R FAS IRS588, XBERBRHNEN, BINR FAS BFRERIE, REREIER, EaUER
tIheE, EECEIITH, BiB1T PowerShell cmdlet Set-STFClaimsFactoryNames, FH RS
ClaimsFactoryName . EEERITIEE FAS IRS325, 1BFHIZEN FASClaimsFactory o E/X
8 MINTAHEE NI IEEE FAS IR 38, BNHIEEN standardClaimsFactory o

Flan, BESREERE FAS RS2

$store = Get-STFStoreService -VirtualPath [VirtualPath]
$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
"FASClaimsFactory"

FAS R$32 A1 F

MR FAS iRZB2EA0TH, WESRIAEEK, BZ, EAILEE StoreFront, AETE FAS RS 25
AN, BRPALUBTRAREZIEERE VDA, EFNECE, 15 PowerShell cmdlet Set-
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STFStoreLaunchOptions F1£#{ FederatedAuthenticationServiceFailover . ##l, EARN
s R AR .

$storeService = Get-STFStoreService -VirtualPath [VirtualPath]

Set-STFStoreLaunchOptions $storeService
-FederatedAuthenticationServiceFailover $True

7R P 3t R A R e TS S 1

EANERE SN ABEERFAE RN, SEANAESEENER Citrix Gateway FRE
fEtn. FXLEXMHRMLEAF, UEMITTUERNAREERIFZE 2 BRIECE Citrix Workspace
NRERF. BRERILGET Web X528 18) N A &[S FuGAS T & Citrix Workspace [ 2 TEACS
o

EREE RN AEEFRE RRITECS

1. 1% StoreFront BIR{ZEHISH, EEF NMARE T o
2. MEBERHSEEC RN FAREE,

3. TR ERT, ®EF SFHMEXHE .

4. EEFESH

5. ERRENMHNUE, REERRE

Export provisicning file

Distribute this file to your users to automate Citrix Workspace app setup.

Marme: Stare

URL: https://storefront.example.com/Citrix/Store

Access; Internal and external netwarks

Details w

FZ N RIS E TR

1. 1£ StoreFront BIEEZEHIGH, EFE NAEE T =
2. IERPERT, B SHSNABEETRES .
3. EREGESEXHFIINBEEE,
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4. EFEFH
5. IR REXMHNMUE, AREERE.

Export multi-store provisioning file

Select the stores to include in this file, If you have remote users, enable remote access before
exporting this file,

Store | Arccess

Store

Y

L1

| Select all

IAESIEISE
AP EINBEREY, StoreFront REK— X1 (FrA ICAXH) , HEFES Citrix
Workspace N AEFE B IZIEFTENEIRE,

EASEIERT, BINEA Citrix Virtual Apps and Desktops Policies B¢ Citrix DaaS Policies &2
REKB, BEFLEERT, MEENAEEEEXEREREER. IRNEBEERETRES
NESHNRR, HEEHFLEFERNSEN BT ZNARENMERR, X2BERA.
BERANABIEEXRELE, FHITUTREZ— !
- FR2BENAEFEEBERS. X2 Citrix Cloud EH—IRSE, BEXEZFEMEER, B8R FH
RNBAEREEIRSEE Citrix Workspace N IR,
* 7£ StoreFront fRS528 £, FHKERMBIN FAREER default.ica X,

& B LLI7E StoreFront AR532889 \inetpub\wwwroot\Citrix\[StoreName]\App_Data BZERHLZ|

default.icao

BEXAAKRENIIR, BEH ICAIRKESE, REKREL/BER, EEA@EIRMI— M85
Studio FECERIN AEF RIS 2 RECRIERD, RANIERTRENBREFERD.

233


https://docs.citrix.com/cn/zh/citrix-virtual-apps-desktops/policies.html
https://docs.citrix.com/cn/zh/citrix-daas/policies.html
https://docs.citrix.com/cn/zh/citrix-workspace/overview-global-app.html#order-of-precedence-for-application-of-settings
https://docs.citrix.com/cn/zh/citrix-workspace-app-for-windows/ica-settings.html

CITRIX® STOREFRONT 2507 LTSR

B P EEORA TEEEF

E11 defaultica FECENAREFUEORINESR, BAZNAEFMI— 22U TIRERNERS -

« TWIMode - &R Off UERAE ORI,
 DesiredHRES - A& FRZ=H.
 DesiredVRES - A3 EERELL

fgn :

[Notepad]
TWIMode=0ff
DesiredHRES=1024

DesiredVRES=768

@ Motepad Cloud - Citrix Workspace

| Untitled - Notepad = O >

File Edit Format View Help
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Citrix Workspace™ W FHIEFHEC B

ERNAREFEERS

RENPEFREBRS2—FHETEE Citrix Workspace N EFR BN TSRS, ETEM Citrix
Cloud kPR, EaJUAEBRERMNARELE URL HFAS NN AEBIEEXRB, BXEZFAER, 13
SR BEAMLN BAEEIIZE.,

R FARAIE K i iE

EReRNAREFREERSHNERSR, EBAULUEINAEEKFIREARE Citrix Workspace N F
2F. YA N AEERNEAMZEER Citrix Workspace NAAIEFE, EaRNAEEK,
IZE StoreFront, XA SIEEEREM, HUNSEHERTF Windows B9 Citrix Workspace W B1EFE
BN AN AERIEF ERERESR. BXBMINIEARES, EEH Workspace N TR X1,
BaN{ER StoreFront KA IZE B E X N AR RIES HAIE,

BELXEIGE ¢

1. 7£ cC:\inetpub\wwwroot\Citrix\Roaming H¥TFF web.config X,

2. 7 <Accounts> B R, HEIEFXWINVAMEIEN TR <account ... name="Store" ...

> o

3. £ Account EB9TF, FF| <annotatedServices>/<annotatedServiceRecord>/

<metadata>/<properties> &%

4. 7 <clear/> JTEXZIS, 70 <property name="[name]" value="[value]"/> FIHIE
4. B0 -

<properties>
<clear/>
<property name="PutShortcutsOnDesktop" value="true"/>
<property name="DesktopDir" value="Citrix Applications"/>

</properties>

ER
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EZARSHMER, —RAREA—OIRSHHKESRSHFAREE, AR Citrix StoreFront
EEEN O AREREPNEAEMRS S LETT. ThlE, FENEEESTERIRSR4E,
WEEFERE PRI H MRS 250

Workspace [ B2 g

BRfEARME IR Citrix Workspace N R FERANMILAE, 1E2RACE Workspace N AR M
I,
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B Citrix Gateway # NetScaler ADC 5%

¥ Citrix Gateway 5 StoreFront 55 1ER, AW NENBAFREZ2NZERE, HER
NetScaler ADC }eft £ & 1,

5 WHER
SA BRM % M Citrix Gateway SHEBEFHHFES A
StoreFront
BB BARM X 0. MIBRFNYRAEE Citrix Gateway EREIGE
{58 NetScaler ADC #1T & T ¥ NetScaler ADC Egi& 7 StoreFront fRS3854H
BBV T H 2

NERFKEZHIIE (DFA) BC& NetScaler
ADC #0 StoreFront

ERRREIEFHITE M I BCE& StoreFront #1 Citrix Gateway, L@
BEE—NME LEIM X H#ITEMIIE, AR
E—NARERYE L@ StoreFront #{TH5%0

11

[Ty Y= ECESHR URL, Citrix Workspace N 2R 1]
LAERIXLE URL RIEE B ED I MLEHERE
EIEB,

BIEAEFNEBERRIED FQDN SIE— P E—ELEEE% (FQDN), Zis%

AIAEEM B LEAEB G R AERE, HBa
L@ Citrix Gateway 25180

1T 7 X ERERTESR Citrix Workspace AT
F5(/zh-cn/storefront/2507-Itsr/integrate-with-
citrix-gateway-and-citrix-adc/require-app.html)

@i OIDC #1T Entra ID B33 IEMU K3 VDA
BY &R 51 B F (/zh-cn/storefront/2507-Itsr/
integrate-with-citrix-gateway-and-citrix-adc/
entra-id-oidc.html)
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BoE Citrix %

£/ Citrix Gateway 79 StoreFront MIEHIEIIZIEIE (VDA) IREZHIIEAITFZIAR, Citrix
Gateway TEREF A4 NetScaler ADC 35517, Citrix Gateway Service B Citrix BIE, AIHEF
HDX B, ERBEA T StoreFront Y B AI0IE T ITIZ iR,

B X ERERH Gateway FIIEHESR, 1EBIANF NetScaler Gateway 5 StoreFront £

TR AITE StoreFront FECERAIM X, SRS StoreFront FEEF @D Z M X # 1T,

EEM X

EAEETT StoreFront PEIEBERIM X, IETE Citrix StoreFront BIEZEHI SN ABKRIIER N AEET
=, AEBEHER Citrix Gateway’, X E B Citrix Gateway & .

Manage Citrix Gateways

Add, edit or remove the Citrix Gateway appliances through which remote access is provided. Remote
access through a Citrix Gateway cannct be applied to unauthenticated stores.

Alternatively, Citrix Gateway appliances can be imported from file.

Citrix Gateways:

Display Name | Role | Used by Sta... | URL

Authenticati.. Yes https://gateway.example.com/

PowerShell

BRI x REEBRT)R, HER Get-STFRoamingGateways

70 Citrix Gateway €&
1. 72“EI8 Citrix Gateway & O, AR
2. EHMBEETE LHARE, BERTF—5"
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« /9 Citrix Gateway BPEBIEE— T BTREW, UEBIAFIRIIE.

FAF7E Citrix Workspace N 2R PR ERTIEENE %M, HEELHPESEXE
B, UEBRBARPAERTHERIZE. i, EAJLUE Citrix Gateway FREHERAFHE
EHIRAIE, UWERAPIUBRMIRRESEMBENTE,

o FF WX 2B B 9 Citrix Gateway €&
AR X8 URL.

&1 StoreFront SREMTLIREIH % (FQDN) AEM—B, FHBARET Citrix Gateway
BIARS588H9 FQDN, StoreFront A Citrix Gateway FEARSS2:EAMEREA FQDN BAZ L
B, PIX &R URL RINE] X-Citrix-via HTTP 4Rk, StoreFront {Ef ItbARSLRIAEETE
ERRHR X o

£ GUI HEERM—1 WX URL, WIRMXBILUEITZ ™ URL i4iR], NIEERMFAXRAEE
B %X, BRT URL 2%, EEBE2EE. AT EMLEE, EaUEE— AT HEM X5
B URL, LEIMEEBEED GUI £/, HELLZH4IER PowerShell #1TECE, ES{TEM
PowerShell 852/, ERZ* ABEZEEIE, 680, MIREELIKRSELHHEEEE
BEZITWX, BE, 70 GSLB URL MR AFiARIE MEEXIFM X8 URL ZREFMA, Al
MAFNAK L IREN, CIEM XS, EALUFER Set-STFRoamingGateway ARINI—
DEINEY URL, HEAR -GsLBurl B THB)I URL, REZBHEA 6SLBurl , BER
BFEAEHELRME - URL B8R, Fa0 :

Set-STFRoamingGateway -Name "Europe Gateway" -GSLBurl
"eugateway.example.com" -GatewayUrl "gslb.example.com"

AR

ZFieRfl, EERMEKR, G6SLBurl BHEZFXIE URL, M Gatewayurl BT
& GSLB URL, EAZHIERT, URL #{1A4ERE, MRMBEEGET Web XI55
i\, MalUUER—MAREEE]. 82, =@ Citrix Workspace N BIERF IR
StoreFront if, ©& M StoreFront 3£EY Gatewayurl HEENEBTFZIEiARE, H
BRFrNHEEENIRZERES) GSLB URL,

INREFER DU LR URL, NFEEFHEENRRAIM X,

- EEERNAE
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BaRaeE R
B1RIIEF HDX B’ {ERAM % FATE X StoreFront BYZiEiH
mF0X VDA BYiFIEl,
B REIE INERM X X FTFXt StoreFront BIZFZ i

18], IEIEFLIN, tERELE Citrix
Workspace E&has TF. Flitb, MREHE
BEFERESRED), BIEMXNBETFEHR
iE, IFi%E BHRRKIEM HDX BEH.

{¥ HDX E&H R W % X FF A VDA 121t HDX 48],
BIEN{E%E StoreFront LHIRVILS, 15k
BRI,

Add Citrix Gateway

StoreFront General Settings

Complete these settings to configure access to stores through Citrix Gateway for users connecting
from public networks. Remote access through a Citrix Gateway cannot be applied to

] et unauthenticated stores.

Secure Ticket Authority i

Display name: | Europe gateway |
Authentication Settings
Summary Gateway type: [Citrix Gateway appliance - ]

Usage or role: @ [.&uthentication and HDX routing - l

Citrix Gateway URL: |ht'tps:,’,’eugateway.example.cDm |

Next Cancel

3. EEREFIEMANM LT+ LRIRE,

T EEMANMIEEEREIERMNA RIEZIUE, XERTFEIEMAL T Citrix Workspace N FATEF
K2 MFNIAE) VDA B B4 T IE A A E A,

s HA—THZBNLZERIEMANITIRSS 28 URL,
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o FNERIFIEFEER Citrix Virtual Apps and Desktops™, A LURFA(HEHI2SFAE STA BRSS
#8o

o PNRIRIETEER Citrix Desktop as a Service, N AJLUFEIERESSH{E STA IRS85, XL
RS B[BE L FHFRCIEER) Citrix Cloud™ EjEfiA N, BAE LHC EXTERECH
i, FFR, XFERETL, WETIHREERE CHEIELUIR 1,

o BINEEDER 2 D STA REBULMITR.

o BEHAREERSEREN STARSSRN, BNEEED IR RUBFREEFEEES.
B, ERRAEA, Citrix Cloud ER—RXRAAR— " miEksR, HLLAIFEEE:S
ARIBEAEDE—DEER R EA R, HX, MRFRAUEBEFEA LHC &R, NREE
ERNEERIBEWBENSIEZBFREMA STA B, AT ELERAIE XS 2WNE
#a3, RILEERRUBPESIEEES-

o WAfR StoreFront FFIHAIFRE STA BRSS 81 STA ARS58857E Citrix Gateway Bl
R385, fNR Citrix Gateway R MEMIARS 2R, NATRESHEIXLK. Bal, HFE
BB 1EN STAN, XEEEFERATAERHAE, RAEEESRBATUBATM
Citrix Cloud ZJIEMAENM IREE, B, FAMIEVEFERERT, EESEERBES
BIZENE, MR ARRINIT .

A2 el =iE i 2e nlAE B AR B Y StoreFront Al SR L %A, TTAEAE GUI A

ZEEH ; BXEH PowerShell AMMEZ2EBHNT R, BH2REENSE,

o F AHFES STA BRSSE8 UTE STA RSB D AKBER. SNRAKEFR, N StoreFront
FHZER BV =15t ARk 55 25

« S0 StoreFront TTA1518) STA fkS588, MERE—RIEINERER RS SR FRINER
T, LEBIEA 108, BIEATLIEE X E,

« FNRIEFLE Citrix Virtual Apps and Desktops £ Citrix Workspace [ FBEF =18 BEhEHIE
BIMRET T EENSIEITH, 15%F BRASEREN.

s IREECE T Z1 STA, AILUERE N STAERREIE (MIRATA) .

R WS STA IFREIE (MIRBIA) /5, StoreFront EMFEPNARER STA FKNSIEFE
IE, XHEFEME— STAERIFHREIZSAARH, ARiEASHl, 202R StoreFront
FERRETEFEZREFHE STA, ©RHELERFEHREA STA,
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Add Citrix Gateway Appliance

StoreFront Secure Ticket Authority (STA)

STA is hosted on Citrix Virtual Apps and Desktops servers and issues session tickets in response to
connection requests, These session tickets form the basis of authentication and autharization for

¥ General Setiiige access to Citrix Virtual Apps and Desktops resources.

5 Ticket Authori
S SEl Secure Ticket Authority URLs: @
Authentication Settings
https://ddc.example.com/scripts/ctxsta.dll E]
Summary

https://ddc2.example.com/scripts/chesta.dll P

Add. || Edit. || Remove |

|| Load balance multiple STA servers

Bypass failed STA for: EI hours [I minutes EI seconds

[+] Enable session reliability @

™ Reguest tickets from two STAs, where available @

BERIRER, & T—%
4. 15 BHWIEIZE EHF LRgE,

o J%#E NetScaler® A<,

 NREFEEFHERF URLBZ MW X (BREERE2BERZH[AHTEREN) , HEEERA
B8 URL, M4 AR X B VIP, XFD1F StoreFront B EiE KB NW X, MMMAEE
%IEI-UE_I URL H*%%B/PHE%%%O IZZI:HI\IJ) /u\__l-lf/(:l_.fﬂﬁﬂlo

o NBRIBT|RPERIEEIZE EA Citrix Workspace N AIEF AP BEBMN S HIIES
o

ERMERIE X Citrix Gateway 1§ & EE B RIS SIF IR A P IS OB S . X fE1S Citrix
Workspace N FTZF1EE R RIZFITEER A XN EEZIE K.

XF LDAP SRIEIE, Bk

HFAA OTP BMRWIE, EERRETHE

3T LDAP fil OTP HAIIE, HEFEHMEESh .

MFESREHTH OTP MR RIE, HXFREFMREIE

M FIEREHRIIE, HEFEEFE

T SAML SARIIE, EEEFEE",
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« ¥F OIDC B RIIE, HEEF I

MREECE T ERFEMWIE, FHE—THEBMNEIES A, BREEREFHIMERRZRNE]
WUERRR)Z757E, BN EREFELR" T RPEEHE S M IS %o

« (%) 7£°[EA URLHEHIAR X BIAEREIIAR] URL, XSBiF StoreFront BXZR Citrix
Gateway FPIEIEARSS, LUIRIEM Citrix Gateway IRIMNIER BT RBIZIEE. ZHEIHIRIL
REBREFE SAML EXFBERIEARRELD, SUETLUFHEZE, NREEZTES
#8[E URL B4 Citrix Gateway, Mitt URL A7 TFHRFERIM % BRS 23

AN X 1§EREE MR RIEREEN £ REE B (/en-us/storefront/2507-Itsr/media/integrate-
with-citrix-gateway-and-citrix-adc/gateway-authentication.png)
BERRER, BT—%"

5. BE el UNARE.

Add Citrix Gateway Appliance

StoreFront o Gateway "Europe gateway" added successfully

Add beacon points

+ General Settings Beacons are required to determine user network availability. Manage beacons

# Secure Ticket Authority
. ) Enable remote access to stores through this appliance
+ Authentication Settings
In the Stores node, select a store and click Enable Remote Access.
Summary

Back Cancel

6. NAHMER, BEHTTH
7. IREEERBREER (MH) , WLATXAEREFSHEM PowerShell BEEA T, 40
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$gateway = Get-STFRoamingGateway -Name [Gateway name]

$stal = New-STFSecureTicketAuthority -StaUrl [STA1 URL]
-StavValidationEnabled $true -StaValidationSecret [secret]

$sta2 = New-STFSecureTicketAuthority -StaUrl [STA2 URL]
-StavalidationEnabled $true -StaValidationSecret [secret]

Set-STFRoamingGateway -Gateway $gateway -SecureTicketAuthorityObjs
$stal, $sta2

8. LA @IM X IpRENNAREE, BEETERF I,

9. BINERT, StoreFront fEFAX I #1THAIIERIM X #17 HDX BBELIARIEZE R, ERJX
VEHEECE StoreFront, MUBEEERARIE HDX EREIGIRRE R RIYERZM X o

PowerShell

EfFF PowerShell ARIIM %X, EiE1T cmdlet New-STFRoamingGateway,

70 Citrix Gateway RS

INRIEBTE Citrix Cloud F/E A T &RBT StoreFront B9 Citrix Gateway Service, MHTFEEER
StoreFront FEIFI X o

1. 2B Citrix MX"EOH, RERIN

2. EEIIGEEENF L, MARE, RERT—H
« 79 Citrix Gateway EEIEE— T RBTR%MW, UEBAFIRGIE,

B &7E Citrix Workspace N BEEFHFEIFIEENE RS, RILEELIHEIHEHXE
B, UBHRAFPRAESTERIZIME, fi0, EAJLUE Citrix Gateway FRENER&FHE
BHIRAIE, UWERAPAIUBENIRGIFNEMERSEIEE,

o M X 2B G B A Citrix Gateway Service’s XIFSEAZERATIEENX HDX™ &
"2 F“Citrix Gateway URL ",

« () %A —"Citrix Gateway Service URL, #13E URL 8%, NEHERIAIARIE L
URL https://global.g.nssvc.net , iZ URL 2 NAFPHUEERRENEAR. IR
RELFEREFERNM X Xig, B HFERXE, MAUELLmAR URL, B XTAM X
AR5 URL B9, iBBIRCitrix Gateway Service 31,

- INRTREH ACitrix Gateway IR53 URL, NIE 704 ABREICitrix Gateway BRSS URL
(STA EHEBER), XIEE T Y=iEEII T A48 Citrix Cloud BIEFERBIM X ARSS URL,
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FteaekHEE S STA Zif, 1R URL BBZE, MFEAZRIA URL https://global-

S.g.nssvc.net o

Add Citrix Gateway

StoreFront General Settings

Complete these settings to configure access to stores through Citrix Gateway for users connecting
from public networks. Remote access through a Citrix Gateway cannot be applied to

kil catiine unauthenticated stores.

Cloud Connectors

Display name: | Citriz Gateway Servicel |
Surnmary

Gateway type: [ Citrix Gateway Service e ]

Usage or role: HDX routing only ~ O

Citr‘ix Gateway Service URL: | it igloik g v et | (i

(optional)

Citrix Gateway Service URL (STA | hitps://global-s.g.nssvc net | (i ]

Connector Mode):
[optional)

For a list of available Citrix Gateway Service URLs, see documentation

am

3. EERERBET F LANIRE,

=IEEERR DI StoreFront 3418 Citrix Cloud ABHMXEE, FiAR=EIEMANMLOERESIE
=i,

s MAED— I miEEBRRSEE URL.

StoreFront A XL =& U STA ZiE, Citrix Workspace N TR ] LUE XL
IE@IE Citrix Gateway 32IE1ER, FEIEERIEPR, miEZFERKIER] Citrix Cloud ZEIiE
MANM, HEE LHC EBXTERBSHEIL, 3K, XFLETL, UWECIHREERE
CHEIELIR &%,

o BWEER—ARMUERALE SN oiEES, BABTRRUEF—RIAAL— =&
g, NIMBEREVE I EERBZTH, A TH—FRETRYE, FESITAER
11[%'4:'//]\\7]”1_; E%go

o IWAILAIN— AT, EEMIBNSERSZZEIDEER, MAZRMT|HE
RUBFNE N =E#SR. B2, 7 Citrix Gateway VServer BB, A EIHTH
B ERES.
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o Citrix DaaS RILABZE S StoreFront ¥ NBEEZ 2% H. TAFER GUIRNNEZEER
B X #H PowerShell RNEZ2FANFE, BRREENTE,

o EERAHTES MRS BUERS BB DECEK. MNRBERILED, StoreFront FHEHRZ!
HBIRE =1t AR 55 850

* 902 StoreFront TiAHRIARS 2R, NERE—RIENEEERZRSR. FRINERT, L
B9 1 /08, BERIMUEEXIHE,

« ANEMEEERARIER SN,
o AEMEEMRNSERRIERTIE (NRTH)

Add Citrix Gateway Appliance

StoreFront Cloud Connectors

StoreFront uses cloud connectors to reach the cloud ticketing authority and Citrix Gateway Service
configuration service. Enter the FQDN of atleast one cloud connector. Add multiple connectors for
. resiliency.

+ General Settings cr

Cloud Connectors
Cloud Connector URLS @

Surnmary

[+ Load balance multiple servers

Bypass failed connector for: El hours minutes E seconds

[+| Enable session reliability @

|:| Request tickets from two cloud connectors, where available (i ]

Back ] | Next | [ Cancel

EBEERKRER, &#FT—F
4. WeHE S UV ARE.
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Add Citrix Gateway Appliance

StoreFront o Gateway "Europe gateway" added successfully
Add beacon points
¥ General Settings Beacons are required to determine user network availability. Manage beacons

# Secure Ticket Authority
. ) Enable remote access to stores through this appliance
+ Authentication Settings
In the Stores node, select a store and click Enable Remote Access.
Summary

5. BRENAE, T 5T

6. NREBEE T2FHH B , Ny XAEEEFISHER PowerShell EBEE(]. Hl40 :

$gateway = Get-STFRoamingGateway -Name [Gateway name]

$stal = New-STFSecureTicketAuthority -StaUrl [STA1 URL]
-StavalidationEnabled $true -StaValidationSecret [secret]

$sta2 = New-STFSecureTicketAuthority -StaUrl [STA2 URL]
-StavalidationEnabled $true -StaValidationSecret [secret]

Set-STFRoamingGateway -Gateway $gateway -SecureTicketAuthorityObjs
$stal, $sta2

7. BIANBERT, StoreFront FES5HEFHMRIEMERERM X RKIFRZRIE, EIELMAREER Citrix
Gateway ARS5. M IER &1E HDX B RECE StoreFront fAIBYLZ{EA Citrix Gateway AR

o
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PowerShell

E{FEF PowerShell M X, i53i&1T cmdlet New-STFRoamingGateway, i&i&
-IsCloudGateway $true o

YR4E Citrix A *
1. 7 EE Citrix Gateway B+, RHEFHNM X, AER &8
B XBHBIRA, BB 70 Citrix Gateway 1&&

2. ¥ RE UREEY,

PowerShell

EFH PowerShell (&M X ECE, 153517 cmdlet Set-STFRoamingGateways

IER Citrix F %
1. 7£ B Citrix Gateway EOH, BHEFHNM X, AER BIFR.
2. EWIAEOR, & B

PowerShell

EfEFH PowerShell IR X , 53517 cmdlet Remove-STFRoamingGatewayo

S A— Citrix Gateway

£ Citrix Gateway BRSSP EBEIZIZAMIRE XIS StoreFront FECERNIZEMER. A
mIEEBRIAI S A Citrix Gateway EEIIRSZRAVIFMAES, WEIEBEE Citrix Gateway F
StoreFront M E T {E,

23X

« EE NetScaler 11.1.51.21 HESRAFEEF LMW %X vServer SHE ZIP X
AR

Citrix Gateway RBES HEF Citrix Virtual Apps and Desktops™ [ 82 RIM X

vServer,

- DNS ATRETBS T, FH B StoreFront ATAEBSEXR Citrix Gateway A RLHY ZIP {4
GatewayConfig.json XHEFHIFAE STA (RLZIEMEANH) ARSS2: URL.
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« Citrix Gateway £FH ZIP X{4H# GatewayConfig.json X% ‘@S StoreFront ARS528 L3N
A Citrix Receiver for Web I5 528 URL, Citrix Gateway 11.1 & E S hrA@idEx % StoreFront

RSB HAEENB T FHE 2IP XHZ R EFE I A BN bSO IR It R,

« StoreFront A4ZNEETETE DNS FF Bl URL f#Hr AM % VPN vServer P #tilit, LUEFERASAN

M X 1T H R JFIER .

% StoreFront REBSEEAFT L URL, ZERARIEIE URL MisOHEEE S5MW* URL MigOAE

B,

7

WRIBIEFIRERER T RARERINEEFIRES DNS 65288, N[EFE URL FimO4A & ATRES R %
URL Mg OAEERRE. HREM X AIF DMZ HHEA <example.com> URL, FH

StoreFront I FEMFAE NEIMLEFHER <example.local> URL, MEBILAEER

<example.local> [B]if URL $5[@ DMZ HEJF X vServer,

M Citrix Gateway S HECE

1. BERF Citrix Gateway,

2. ¥EH|'ECE R+

3. 1“5 Citrix =m&EmK" T, 2 XenApp and XenDesktop®
4. EHEABRETHXMH

nsadmin v

18

4 Up, 0 Down

Up

HA Status Partition .,
@ Not configured default
Dashboard Configuration Reporting Documentation Downloads
Search Menu 4, Download file
Q Dashboard Create New Gateway —]
Favorites v
Universal Licenzes. HDX Sesgions L]
AZURE >
System 3 2 f STA
Storefront
AppExpert > 1 0
Traffic Management b3 ; & ,
13 Jul 13 Jul
Optimization b3
Security > Current Universal Licenses Current HDX Sessions
Citrix Gateway >
L CPU Usage Memoary Usage
Authentication >
Integrate with Citrix Products 109 109
«  Unified Gateway 75 75
I XenMobile 50
I 3% XenApp and XenDesktop I 25 25
3 deboldhdob doldobcdoddbiohdcda 0
Show Unlicensed Features 13 Jul 13 Jul
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1. EREHFLTHAERXNRELZFEMN XV E,

EREHESA Citrix Gateway

ISR LUERB— TS AXESA—DEHZ Citrix Gateway EHIIRSZSHREE, REEFRBETE
Citrix Gateway BIZ 1MW X EiARSEZ2:, NWATERZIMNFEAXHS,

BERER
Citrix N ¥FFEh4R4EM Citrix Gateway T HBIECE XX
1. 7£ Citrix StoreFront BRI SN A BT EERENEGEE, ASTEREENRS, BHEEE Citrix

Gateway,

2. 7£“E1E Citrix Gateway’R&B £, BEHEMXHFSAREZ.

Manage Citrix Gateways

Add, edit or remove the Citrix Gateway appliances through which remote access is provided. Remote
access through a Citrix Gateway cannot be applied to unauthenticated stores.

Alternatively, Citrix Gateway appliances can be imported from file.

Citrix Gateways:

Display Name Role | Used by Sto... | URL

3. JLEH Citrix Gateway FE#IARSS 2RECE X 4o

4. Y¥EIRFME ZIP XXHFMIF X vServer 515k, EEEZ AN X vServer, RAEELEEA. 1R
EEE S A vServer, NS ERHFRETNEH . NREFEH, WEETLUARBETLE
%,
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hmpﬂrt Configuration File

1. Select a Citrix Gateway Configuration zip file

Zip file: | CA zip Browse

2. 5elect the vServer you want to import

© s —
o hitps.// 443
© e s

5. ZEEMMAM X NERIKER, HIBEFEIEEENE URL, ERFERZETE Citrix Gateway £
Citrix Workspace A2 P EEEMNSHIIES E. FLEEREVFEERLNF URL (BBIRIK
®) o

o BHRIGIELISERNE URL G B ERIM StoreFront fRSZ 281418,
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%mport Citrix Gateway Configuration

StoreFront Select Logon Type
Review the logon type for the gateway you wish to impert. Smartcard logon types include a
smartcard fallback option.
Select Logon Type
Secure Ticket Authorities Logon type: @
Review Changes Damain
LRy Callback URL [Optional):
| https,//CitrixGatewayFQDN fCitrixAuthService/AuthService.asmx
0 This is the internally accessible URL of the appliance. This is used to verify that requests
received from Citrix Gateway originate from that appliance.
2B RH SRR JSON XfFHEy FEMOE URL
LOGONTYPE
1= 1 &
HHMZEsHE DomainAndRSA =
RETHE RSA 2
BHeF - TELR SmartCard =
BeeF -3 SmartCardDomain =2

B+ - |ESMRILE

SESMIIE

SmartCardDomainAndRSA =

SmartCardRSA =
SmartCardSMS =
SMS =
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MNRFBE[DF URL, StoreFront FFiB1E ZIP XA FIBIM x* URL BEER[EIAE URL, &ErRILA
FHEBEHRNIEMIEMRY Citrix Gateway VIP BEMBEM URL, XF GSLB W%, EEANED
M % #PEEME—RY Callback URL.

EFRERIANNEEBR MU, FEBOE URL,
6. %E':T-F_’fo

7. StoreFront {8 DNS BXR ZIP XHH%HEVFRE STA (Z2ZIiEMANA) BRSS2: URL, Hie
HENREREEEFR STA ZiEARSE 2. MIR—1EZ D STAURL £, MEAFAREL

%

=750

Impaort Citrix Gateway Configuration
StoreFront Secure Ticket Authorities
The import process has detected the following Secure Ticket Authorities

¥ Select Logon Type Provided URL | Edited URL | STAID | Status
Secure Ticket Authorities
Review Changes https:/f ]
Summary

8. Bl F—%,

9. ZEESAMEMER. NMREEFEEEEGMEEW X URL MixO4HE (GatewayURL:port) BIF %,
BEEATHYRAEREBEZMNM X, AR X,
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Impaort Citrix Gateway Configuration

StoreFront Review Changes

Review these changes before importing.

+ Select Logon Type Gateway Information
# Secure Ticket Authorities Gateway Address
GSLB Address
vl Clanges VIP Address
Summary Gateway Mode CVPN
Gateway Edition Enterprise
Auth Type Damain
Callback URL

Secure Ticket Authorities

W fscripts/ctxsta.dll
https:/f Sscripts/ctistaudll

) A gateway using at least one of these addresses already exists. Select to create a new gateway
or overwrite the existing one before importing.

-- Create New Gateway -- = ] View details

StoreFront {£F GatewayURL:port A& RAELZZIHXSANM X BE SRR EEHNINE
W% PLhd, 0RM X EEAREN GatewayURL:port ¢HE, M StoreFront RFEMAFHN K, Lt
WX I§EBEFRER T E 0] LU EF L&

M X 1B EIEE ]
% URL:IGOHEE &
GSLB URL =
Netscaler® {SEIEHBELX =
[E]78 URL =
Web kR Receiver s URL b=
M % stk vIP =
STAURL # STAID =
FRAEERER =
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10. BERA. MR StoreFront RS BERSB|AN—ED, WRETF—FER, RELENSAR
M X g B REIHPRIE AR 25,

11. BEH S

EZRAB—" vServer fiti&, BEE LT E,
AE

FEERIERIAR % 2 Citrix Workspace™ N R Z=IERNM %, BRIFEENEEEAERARER
MX. MNRBEERREEMMX, MM ZIP XESABE— M XA Citrix Workspace [
RREFERANRIAN X, SABREMXFAF2EHNENEEIRENIZIAF X

{5 PowerShell £ A 1" Citrix Gateway

3£ STENetScaler fiE
o TF ZIP Xt & HIRHEIE RV StoreFront EIE RS MH,

« ¥ Citrix Gateway EHIIRSZREEX 4 ZIP XIFHWABIRARTE, HERHERSEEEHEPILE
=1%o

$ImportedGateways = Read-STFNetScalerConfiguration -path
"$env:USERPROFILE\desktop\GatewayConfig.zip"

£/ Read-STFNetScalerConfiguration cmdlet ZF M Netscaler ZIP $ A @FIEREHINEFEFRN=
N ESOES

$ImportedGateways.Document.Gateways|[0]
$ImportedGateways.Document.Gateways[1]

$ImportedGateways.Document.Gateways[2]

GatewayMode : CVPN
Callbackurl
GslbAddressuri : https://gslb.example.com/
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Addressuri

Address

GslbAddress

VipAddress

Stas

StalLoadBalance

CertificateThumbprints

GatewayAuthType

GatewayEdition

ReceiverForWebSites

{Citrix.StoreFront.Model.

}

GatewayMode

Callbackurl

GslbAddressuUri

AddressUri

Address

GslbAddress

VipAddress

Stas

StalLoadBalance

CertificateThumbprints

https://emeagateway.example.com/

https://emeagateway.example.com:443

https://gslb.example.com:443

10.0.0.1

{STA298854503, STA909374257}

i True

{F549AFAA29EBF61E8709F2316B3981AD503AF387}

Domain

Enterprise

Roaming.NetScalerConfiguration.ReceiverForWebSite

CVPN

https://gslb.example.com/

https://emeagateway.example.com/

https://emeagateway.example.com:444

https://gslb.example.com:443

10.0.0.2

{STA298854503, STA909374257}

: True

{F549AFAA29EBF61E8709F2316B3981AD503AF387}
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GatewayAuthType : DomainAndRSA
GatewayEdition : Enterprise
ReceiverForWebSites

{Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.ReceiverForWebSite

b

GatewayMode : CVPN

Callbackurl : https://emeagateway.example.com:445
GslbAddressuri : https://gslb.example.com/
AddressUri : https://emeagateway.example.com/
Address : https://emeagateway.example.com:445
GslbAddress : https://gslb.example.com:443
VipAddress : 10.0.0.2

Stas : {STA298854503, STA909374257}
StalLoadBalance : True

CertificateThumbprints : {F549AFAA29EBF61E8709F2316B3981AD503AF387}

GatewayAuthType :SmartCard
GatewayEdition : Enterprise
ReceiverForWebSites

{Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.ReceiverForWebSite

}

F4E7E CallbackURL § A Import-STFNetScalerConfiguration

Bt zIP X4 & FIR H e 5 RV StoreFront BEIE RIS E. ¥ Citrix Gateway ECiE ZIP SAZRARN
7, HERERSIBEEETISHN=TF %,
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$ImportedGateways = Read-STFNetScalerConfiguration -path
"$env:USERPROFILE\desktop\GatewayConfig.zip"

£/ Import-STFNetScalerConfiguration cmdlet FH8EFFEHIM X R5|, F=PHFNXEA
StoreFront, {8 -Confirm:$False B A[FA1E PowerShell GUI B RIERIFFAT N X, NRE
FE—RFHASA—TWX, BERERIESE,

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex @ -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 1 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways

-GatewayIndex 2 -Confirm:$False

EE/RBH A CallbackURL § A Import-STFNetScalerConfiguration

£/ Import-STFNetScalerConfiguration cmdlet 7 -callbackURL BEIEE FIiEZHIE)E
URL, F=1#1M XS A StoreFront,

$ImportedGateways = Read-STFNetScalerConfiguration -path
"$env:USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 0 -CallbackUrl "https://emeagatewaych.example.com:443
-Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 1 -CallbackUrl "https://emeagatewaych.example.com:444
-Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
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-GatewayIndex 2 -CallbackUrl "https://emeagatewaych.example.com:445
-Confirm:$False

Import-STFNetScalerConfiguration W& S AN HREENE GRS EHIEEEECH
CallbackURL

f£/8 Import-STFNetScalerConfiguration cmdlet 7 -callbackURL BE3EE ZIEFH[E)E
URL, F=1#MX I A StoreFront,

$ImportedGateways = Read-STFNetScalerConfiguration -path
"$env:USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 0 -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com: 443" -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 1 -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com:444" -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways
-GatewayIndex 2 -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com: 445" -Confirm:$False

{E A NetScaler® ADC #1701 ] 14

AIRET X FUMRIEFEEsh B F I ETRHES ST I HEZ StoreFront ARSZ 2389
StoreFront lRZ2RBRVIET. ASOFHMNA T WA E NetScaler ADC 185, UIEARSEFAFH
StoreFront fRS5 28 2 (8171 & F 413K B Citrix Workspace N FRF2RFA] Web X% 25H91E AiEKo

73 StoreFront fR55234H 1 # T35 6% DNS i2R

RITEFHIHEZ FQDN 62 DNS A F PTR I2F. ZEMKZFHHNEFimERALL FQDN @3 NetScaler
ADC 1&#& 1 & F#28351a] StoreFront AR55284H,

5l © storefront.example.com f#HMT/95H FEIEIARSI[IHIERL IP (VIP),
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EZiE StoreFront fR532%

EHLHITHHTERIFRE StoreFront fRS32ENVECE N StoreFront fRS5EREB—B), %R 2
HERSHERTEE, UBRENNVEERR. B XHRSHMIFIIRS[ANESIFAE
B, BERAMARERSEE,

BT IRSSRENEBNER HTTPS, LUEHEHF #3541 StoreFront fRSS 233 < BB ERINEN. 15
BFfEA HTTPS {R1F StoreFront, IEHMA T Z fa & T H18Y FQDN E/9@F%FR (CN) Sk E#&H
%75 (SAN),

SRS /AEAR URL IEB N A ETFE2M URL, EEXREALR URL, IBETE Citrix StoreFront IR
HlEeth, EENERTARET RSBERE, AEEE FHEXR URL, WA AT TFHELARS M
URL,

AR E Citrix BRSZUNERLUER HTTPS

StoreFront Z# &S Citrix PRSZEEMEE Windows RS, LIRSS R B HMARSS KN, FHiaMl X #
StoreFront BREZBVEITIRR. XD NetScaler ADC FEME=H N BIEF AWM StoreFront AR5Z 28
BB T TR,

RIMERT, LE8sfEMALImO 8000 LAY HTTP, ERILUERGFHER NEAIRO 443 £HY
HTTPS.

1. 7% StoreFront fR5585 EFTF PowerShell E£IAIFIE (ISE) FHioiTUATHD, LUFBRIAKLT
SSERN HTTPS 443 .

$ServiceUrl = "https://localhost:443/StorefrontMonitor"”
Set-STFServiceMonitor -ServiceUrl $ServiceUrl

Get-STFServiceMonitor

2. BRE, SEREIET StoreFront fRZ224HFIIFRE HIthARSS 28,
3. ExISMEaRITIREMIX, J57E StoreFront RS a5 ERIE MBI ML 1518 StoreFront fRSZ23H9
THEMN LR 2R A LT URL, NS 28 RHREIEA StoreFront FRZHVIRZS XML FHE,

https://<loadbalancingFQDN>/StoreFrontMonitor/GetSFServicesStatus
<ArrayOfServiceStatus xmlns="http://schemas.datacontract.org/2004/07/

Citrix.DeliveryServices.ServiceMonitor.Contract" xmlns:i="http://
www.w3.0rg/2001/XMLSchema-instance">
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<ServiceStatus>
<name>Citrix Peer Resolution Service</name>
<status>running</status>

</ServiceStatus>

<ServiceStatus>
<name>CitrixConfigurationReplication</name>
<status>running</status>

</ServiceStatus>

<ServiceStatus>
<name>CitrixCredentialwallet</name>
<status>running</status>

</ServiceStatus>

<ServiceStatus>
<name>CitrixDefaultDomainService</name>
<status>running</status>

</ServiceStatus>

<ServiceStatus>
<name>CitrixSubscriptionsStore</name>
<status>running</status>

</ServiceStatus>

<ServiceStatus>

<name>NetTcpPortSharing</name>
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<status>running</status>
</ServiceStatus>
<ServiceStatus>
<name>WAS</name>
<status>running</status>
</ServiceStatus>
<ServiceStatus>
<name>W3SVC</name>
<status>running</status>
</ServiceStatus>

</ArrayOfServiceStatus>

EZiE NetScaler f1 #3935

TEARIES

SNRIZH StoreFront AR5 88 E A MERMANM L LAYIES, MAMTE NetScaler EREERIEH, X
EBWFERY, LUE NetScaler {S1E StoreFront ARS585RYIE T,

1. BR3| NetScaler ADC i&&EIE GUI,

2. %EF MEEE > SSL > iF# > CA IEH.

3. BERE,

4. ERECAERTIE L, WMAMER-ZHWEH, PHEFXE FHIEIRERXH,

5. BERE.

REMRSS RIS
ZERAHTTPS, EFE—NIEH, HEEERRIL S HITERM FQDN, ERIMUEREIEAN
HIEBMAAEIIIEREITE o
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B IRE PEM EICBVRMIE PR A, WNREETE PKCS12 VAL FARNIES, NIATLAfE
B openssl X4, F40 :

openssl pkcsl2 -in cert.pfx -clcerts -nokeys -out cert.cer

openssl pkcsl2 -in cert.pfx -nocerts -out storefrontlbeu.key

FHIME RS A E ZBEFA PEM 25815,
BRI
1. ZF 3 NetScaler ADC & EIE GUI,
2. %8 REEE > SSL > iF$ > CA .
3. BERE,
4. TRECAIEHTIELEL :
a. WAEB-BBAXNBIR
b. ESEBXHR"T, BHEEENXH FHNEIER XS,
c. EEBIANHRT, BEIEEXE HINEERXHF,
d. EEIE TRAZEBEIE,
e. BERE,

5. B EEHE RN PHHERIRIE S,
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< Install Certificate®

Certificate-Key Pair Name*

wildcard.example.com @

Certificate and Key files are stored in the folder /nsconfig/ssl/ on appliance.

Certificate File Name*

Choose File ™  wildcard.example.com.cer ‘ Add ‘ @
Key File Name
Choose File ™ wildcard.example.com.key ‘ Add ‘ O

Certificate Format

(@ PEM DER

Password

®

(] Certificate Bundle
Notify When Expires

MNotification Period

30

<D

8 StoreFront RSB 23T S ARIMNE) NetScaler ADC i&& fa H T2
1. MBI REEE > AHFTE > RSEH|/ . BHRINHANIENEHITHEHFER StoreFront AR

55880

T = 2 1 StoreFront fR5338, %9 StoreFront-eu-1 # StoreFront-eu-2

2. ERET IPHRSHRECE, FMAS StoreFront TTRAVARSS 28 IP k.
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Traffic Management *» Load Balancing » Servers

s
Servers @ Sl =
Add Edit elete Jename Select Action ~
Q Click here to search or you can enter Key - Value format (D
[:l NAME STATE IPADDRESS / DOMAIN TRAFFIC DOMAIN
I:] StoreFront-eu-1 @®ENABLED 17216.0101 0
[:l StoreFront-eu-2 @®ENABLED 172160102 0
Total 2 25PerPage | Page 1 @ ofl

E X StoreFront Y5ZR R ERSZ2FEFPRE StoreFront TR BRE
1. BR%| NetScaler ADC B2 GUI,

2. EFRREER > A FHTHE > 528 > A HARIN—1 %7 StoreFront BT IEA12s, ARES
FRERINEE,

3. MBI TFhISgr, i%&F StoreFront’,

4. MNRIFEYF StoreFront YA BSEI B NERA HTTPS, NMMARZFRELET, BN, HEBUEIES
I 3ZEIR F 48 A% [ 8000,

5. % BERIRS IR, XA S B3t StoreFront fRSZ 88 EiE{THIARSZMIIAHE, StoreFront
AR BFHENMTE StoreFront BRZZ 28 _H551THY Windows BREZ#H1TIA1E, ZERZIREIU TAREZ IR

« W3SVC (IIS)
« WAS (Windows #2BERSS)
 CitrixCredentialWallet

o CitrixDefaultDomainService
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& Create Monitor

Name*

StoreFront @
Type*

STOREFRONT > @

Basic Parameters

Interval

5 Second A4

Response Time-out

2 Second Vv

Store Name

StoreFront Account Service
Check Backend Services ()
Secure

P Advanced Parameters

RIS SFRE StoreFront IRSZS22MIPRSBA

1. M3 REETE > HETE > RSH. % FN, E@ET HTTPS E#%F StoreFront A28, 15
WEEE SSL i, MEMITEFREAKIAE, & HWE

2. EIEHARSAET, £ RSHAMER T, R EIRSAHARR,

a. $$ g?ﬂﬁ%o
b. EERIEZFEIE XA RS 2R
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c. BEHFFEEEM StoreFront RSS2 EIEMA SSL, IBHAIRD 443, SN, BRALRD
80,

Create Service Group Member

IP Based @ Server Based

Select Server*

Storefront-eu-1, Storefront-eu-2 ) ‘ Add | ‘ Edit ‘ @

Mote: The port number is mandatory only for DNS servers of query type A {domain name of the IP address)

Port
443 @

Weight
1
Server Id

Hash Id

State

3. 700 BSANER B HIER IR 2 BitIiERY StoreFront YE1H2Es,

Monitors x
Add Binding
D MOMITOR NAME WEIGHT STATE
toreFront v
StoreF 1

4. AINERERTT o

a. HPEZFIHIEP.
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b. BEMFEZBEZAISANIRSSFIETRI CAIEH, UKRAIEERET PKI (SEFERERIEM
CA.

ServiceGroup Client Certificates Binding X

Add Binding

0O CERTIFICATE

O

5. MBS, EFBATF i IP ARk H ARk % FTX-Forwarded-For, X BiF7ECitrix
Virtual Apps and Desktops PoliciesH I Z P i IP Hthiit,

NARPRESEA BT EHELIIRS S

1. B % NetScaler ADC & & EE GUI,

2. R RBERE > ANTE > ERERSEE > RIS EH N ELRS 8.
3. WA, EF SSLMGHRAIRO. RHHE SIRELARS .
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Load Balancing Virtual Server

Basic Settings

Create a virtual server by specifying a name, an IP address, a port, and a protocol
type. If an application is accessible from the Internet, the virtual server IP (VIP)
address is a public IP address. If the application is accessible only from the local
area network (LAN) or wide area network (WAN), the VIP is usually a private
(ICANN non-routable) IP address.

You can configure multiple virtual servers to receive client requests, thereby
increasing the availability of resources to process client requests.

Mame*

StoreFrontLB (D

Protocol®

S5L v @

IP Address Type*
IP Address e (D

IP Address®
. 6 . B @

Port*

443

p More

«

4. FIRzaiRIEIRS AL E R 1 B T A LIRS 25,
5. HER 148 E R IRSZ AR IRSS 238 CA IEH,
6. N EZEERDHIER A T H AL, StoreFront AETERE AR 2RI B EE,
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Method

Method is a load balancing algorithm that the Citrix ADC uses to select a service to which to direct the client
request. In addition to selecting a method, you can specify a delay in accepting reqguests on a new service.

Load Balancing Method®

LEASTCONNECTION v (D)

Mew Service Startup Request Rate

0

Backup LB Method*
ROUNDROBIN s

Mew Service Request unit®

PER_SECOND W

Increment Interval

7. AIRFAMERR .

Q

. FHEA M A EIRE N COOKIEINSERT,

b. BB ANS StoreFront FIIRIEBERE, ZRIA]

R TN 20 9.
c. #n%% Cookie., ff0, NSC_SFPersistence, X9 XEEIFEIEIRERBIELIRS,
d. HEMDFAMIRE NONE,

=

MNREFIEARIFERE HTTP cookie, NMIEEIEKMEAEE HTTP cookie, HEAERRF
Ao

BFA MR BRE B E (/len-us/storefront/2507-Itsr/media/integrate-with-citrix-gateway-and-citrix-adc/
persistence.png)

270



CITRIX® STOREFRONT 2507 LTSR

ECiE StoreFront If[g]

SEAMUZ A FITE R, T StoreFront fRSZZBINAENEE, ErRIESBRERBTI AT
fogR, HoREIS—TRSRE. XESBEERNENESNTA. £A StoreFront & /E AR
EE FEEIRE, BANERT, i&EIZA On, XEKETCRRIRS MU EN DB AR
[E] IP #i3ik 127.0.0.1, FBMRIFAZR (HTTP & HTTPS) AL, XEHATFHIRS[BEMERIE
SSL & |E A FITERMNERE, MRMFITERE SSL AL, HEBEI HTTP (RifEF) 5
StoreFront i&@1S, MEENF StoreFront IR [EL@ESECE S OnUsingHttp, XEK#E StoreFront &
AN HTTPS EHA HTTP,

BB NetScaler ADC $a E3 988 LASCII AR SS 284H 2 IBIRYIT R
NBEE—THBETHES StoreFront BRSZIFHAAMNZ LS ERE, MeTLIERE § 11X ERYAIER
RERET(IiB & fITIHEIE, StoreFront 1T & HIfER TCP %% 808, HIk{HEHA HTTP M 80
y HTTPS 443 EMIIE A ESHERLIRZZ LN, A7 HLRZRESTREY, BESREFNE
™ NetScaler ADC & & L OIEE — PN ELRIARSSES, UME StoreFront fRS3284HAY TCP %[ 808
T E T,

EREATITRRSNIRSA

1. B RZ| NetScaler ADC i§&ZEIE GUI,

7 REBEE > A% > RS4E > Rl

WMABRSZHRIT, FMYEHN TCP, ARETE BE FR1F

ERRSAMRRRDH, FMNEZHIE RS2 B0 PE XA StoreFront RSB TR, FHihm
F3E%E 4 808,

. A INEEARER o

N

w

B

(621

a. B TARSHRA SMPBE FRIERLE,
b. BEHERIN. HWAKMBRRIF, FHHHAERIREN TCP, BEH RIR"
c. BEHE"
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Monitors X
Add Binding
D MONITOR NAME WEIGHT STATE
toreFront-SubSync W
[:] 5 F SubS 1

SIRAFITARSNA R T EHELARSSE

1. BF3 NetScaler ADC i&&EIE GUI,

2. & REEE> AHTE > ERARSSEE > A HARINHRIARS H.
3. A%

4. FNEZN TCP,

5. HA IP #hilk,

6. HA O 77 808,
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Load Balancing Virtual Server

Basic Settings

Mame*

StorefrontSubSynclb (D

Protocol®

TCP v (D

IP Address Type*

IP Address b

IP Address®
172 . 16 . 0 . T

Port*

808 @

b More

«

. BEHWE

. PEEABTEELIRSF[IRSARE", EECIZNRSAE, AEEEHE
AITEER S, FRFRAETESEIRE) ROUNDROBIN

10. BEHFERUTERER,

~

(o]

©

ACiE StoreFront LUET fa EISE S HIEG T IRBEE

BEH EEITERD

FCE 8 Bt XRIEY, BHeE ST RS EARSS ss B A 239125 P it PLACRIAR S5 2R LA st

Boi& Citrix Gateway # StoreFront i FZ&ERIKE B2 L10IIE
(DFA)

B B ERIIE NI B Citrix Gateway ] StoreFront R FREMNFHRIHRET — 1N E—HNETE
X = EFAAYT BEHKIE SDK LM MRIIIEFRA R, AT Citrix Gateway F StoreFront
ZEREZREREFHIIE (DFA). BRERESGEIEMNAFFEGIIERENERMLE (2
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EEREWIE) ERAES— 1AM, BIg0, Citrix Gateway FE S MHIIFZEIRLS StoreFront, A/
StoreFront 58 =4 B IIEARS 2R FARS HITR B

7£ Citrix Gateway tAIBRIRFREF DI, EFHEBIFESR CTX200383,

RIEEIN
« AR Citrix Gateway 1 StoreFront Z [B]8ViBEZRIRIF, BEEA HTTPS MIE HTTP #Hhi¥

« WTFERERE, FTHRREEES R, BT RE%ZE 7 HEARSSIEBHE IS HTTPS
HPEPHIT T BB,

 H1RY StoreFront EZE T HTTPS B, Citrix Gateway J StoreFront fRSZ2IEHBRINAL E1EN
ZEERIEBIAE N,

StoreFront ﬁ%ﬁ%ﬁiﬁ$lﬁ
s ERPETRERETEECH, BEMED R LTEE = B NIIiEEH,

%
s TN RELEBFMESEREKRESMNUVIERXANKE, HHEREEIEMT R, BEHE
RER&K RS ML,

BRERKASRRIE

HF StoreFront A&F BATFI&E Citrix FIHEZEZHEHH GUI, 15 PowerShell 5§ 8 ZEERFKE
%1/735‘_‘11.&0

1. REERRBEMNEIE, RNBERTREZE, EFEMEA PowerShell ZHI8# TR %,

PS C:\Users\administrator.PTD.000> cd 'C:\Program Files\Citrix\Receiver
StoreFront\Scripts'

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> & .
\ImportModules.psl

Adding snapins
Importing modules

Loading 'C:\Program Files\Citrix\Receiver
StoreFront\Admin\Citrix.DeliveryServices.ConfigurationProvider.dll"'

Loading 'C:\Program Files\Citrix\Receiver
StoreFront\Admin\Citrix.DeliveryServices.ConfigurationProvider.dll'
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PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Install-

DSDFAServer

Id : bf694fbc-aeda-4d56-8749-c945559e897a
ClassType : eleb3668-9clc-4ad8-bbae-c08b2682clbc
FrameworkController

Citrix.DeliveryServices.Framework.FileBased.FrameworkController

ParentInstance : 8dd182c7-f970-466c-ad4c-27a5980f716c
RootInstance : 5d0cdc75-1dee-4df7-8069-7375d79634b3
TenantId : 860e9401-39c8-4f2c-928d-34251102b840
Data - {3

ReadOnlyData : {[Name, DelegatedFormsServer],

[Cmdlet, Add-DSwWebFeature], [Snapin, Citrix.DeliverySer

vices.Web.Commands], [Tenant,
860e9401-39c8-4f2c-928d-34251102b840]}

ParameterData : {[FeatureClassId, eleb3668-9clc-4ad8-
bbae-c08b2682c1bc], [ParentInstancelId, 8dd182c7-f

970-466c-ad4c-27a5980f716¢c],
[TenantId, 860e9401-39c8-4f2c-928d-34251102b840]}

AdditionalInstanceDependencies : {b1le48ef0-b9e5-4697-af9b-0910062aa2a3}

IsDeployed : True

FeatureClass
Citrix.DeliveryServices.Framework.Feature.FeatureClass

2. #0 Citrix SEEZF ik, L& StoreFront #1 Citrix Gateway Z BINHZERIH () . EHER
BAEF L ID BAE5IEIE Citrix Gateway _EECERIFERE
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PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Add-
DSCitrixPSKTrustedClient -clientId netscaler.fqdn.com -passphrase
secret

3. NERKREFMIIEIIEL REANAERERBIBENKRE, BEERMEI, BEC
\inetpub\wwwroot\Citrix\Authentication\web.config FZ&$% ConversationFactory, T2l gk
KRBT,

<example connectorURL="http://Example.connector.url:8080/adapters-sf-
aaconnector-webapp">

<routeTable order="1000">
<routes>

<route name="StartExampleAuthentication" url="Example-Bridge-
Forms/Start">

<defaults>

<add param="controller"
value="ExplicitFormsAuthentication" />

<add param="action" value="AuthenticateStart" />
<add param="postbackAction" value="Authenticate" />
<add param="cancelAction" value="CancelAuthenticate" />

<add param="conversationFactory"

value="ExampleBridgeAuthentication" />

<add param="changePasswordAction"
value="StartChangePassword" />

<add param="changePasswordController"
value="ChangePassword" />

<add param="protocol" value="CustomForms" />

</defaults>

276



CITRIX® STOREFRONT 2507 LTSR

</route>

4. 7£ PowerShell R, EBEZRKREBFMRIEMNIETL . FELREIP, KEH

ExampleBridgeAuthentication,

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Set-
DSDFAProperty -ConversationFactory ExampleBridgeAuthentication

PowerShell 28R X9 A/\E : -ConversationFactory 5 -conversationfactory 18[&,

H1E StoreFront
TEENE StoreFront Z i, HEHEEAE=HBFRWIEEH, RHANESE M StoreFront BYIHEE,

ERARIBHZHTTRAIE

FEARFE T AATFE=AARARKASEIFDNEFFEFELHRRNER AR
B ER— MBI Citrix Gateway H{TEMRINIE, MMENRIFRERRFTIIELHZIRIHER
R, AlE, ErIUERRRERIEAE StoreFront #1 Receiver for Web I s 3# TR I0E, AXFmHRAY
WD Citrix Gateway H{TE R0 X #5@1d Receiver for Web It ERAF, WEHREIEAER
SRRV EmEFEE Citrix Receiver 3§ Citrix Workspace N AEFHAF

REMEIf R
ARBIER% A production.com BY4E =15 #1479 development.com B,
production.com 1
ATBIFH production.com BT :

« BEEE7T production.com LDAP B{RIRIEHRELHY Citrix Gateways

o W X S RIEIEERA production\testuserl M A Z S #1To
development.com i3

ATBIFR development.com IHIGEITF :

« StoreFront. Citrix Virtual Apps and Desktops #1 VDA #3ifF development.com IHH,
« ¥t Citrix Receiver for Web 52 B9 B2 I8 {F B development\testuserl ik~ F1Z 3317,
o XA MEZEREEEXR.
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F M FARELCE Citrix Gateway

Z RN AMIEECE Citrix Gateway :

1. 1 Citrix StoreFront EIZ{EH SN ERFIEEEE, ARETRIESKRPSEEEE Citrix
Gateway,

2. 1£“EI2 Citrix Gateway’R&E £, BEHHRM.

3. TRBIIRE". “REFRIEMANG TSRS B,

Add MetScaler Gateway Appliance

StoreFront General Settings

Complete these settings to configure access to stores through NetScaler Gateway for users

connecting from public networks. Remote access through a MetScaler Gateway cannot be applied

General Settings to unauthenticated stores,

Secure Ticket Authority
Display name: | ProductionGateway |
Authentication Settings
Summary NetScaler Gateway URL: | https://gateway.production.com |
Usage or role: @ [Authentication and HDX routing - l
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Add MetScaler Gateway Appliance

StoreFront Secure Ticket Authority (STA)

STA is hosted on XenDesktop, XenApp, and VDI-in-a-Box servers and issues session tickets in
response to connection requests. These session tickets form the basis of authentication and
¥ General Settings authorization for access to XenDesktop, XenApp, and VDI-in-a-Box resources.

Secure Ticket Authori
rity Secure Ticket Authority URLs: )

Authentication Settings
https://stal.development.com/scripts/ctsta.dll =

Summa -
v 2. development.com/scripts/ctusta.dll -

| Add. || Edit. || Remove |

[ Load balance multiple STA servers

Bypass failed STA for: El hours El minutes El seconds

[##] Enable session reliability @

Ij Request tickets from twe STAs, where available (i ]

Edit MetScaler Gateway appliance - ProductionGateway

StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

General Settings

Version: [10.0 (Build 69.4) or later - |
Secure Ticket Authority VServer IP address: | |
Authentication Settings (optional)

Lagon type: @ l Domain - l

Smart card fallback: None hd

Callback URL: @

(optional) | https://callback.production.com | SCitrivAuthService/AuthService.asmx
optiona

B [ concel | [ aepy |

Pz
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AIREFEZE RN DNS &4k, UER MR DNS ARSS 88 7 UM 53— M8 LY
FQDN, Citrix Gateway #ZAeB{ERE production.com DNS ARS52:fEEMT
development.com 3% LAY STA fRS58% FQDN. StoreFront XM BERERH
development.com DNS fRSS25f#4T production.com IF_ERY[EIA URL, Z¢E, RILUER
fERT A Citrix Gateway REHIARSZ2:ERL IP (VIP) BY development.com FQDN,

B Citrix Gateway [B3@

1. 7 Citrix StoreFront EIREH SN ERPIEEEFE, ARTRESRPELEESHRIES
o

2. B EESMRIEAEREL, EEM Citrix Gateway Eif,
3. BEHHE"

Manage Authentication Methods - STORE

Select the methods which users will use to authenticate and access resources. i ]
Method Settings
r name and password m
I | SAML Authentication -

| Domain pass-through
Can be enabled [/ disabled separately on Receiver for Web sites

[] Smartcard

Can be enabled / disabled separately on Receiver for Web sites
[] HTTP Basic
[+  Pass-through from Citrix Gateway
Installlng ar_u:l umns.talllng _the auth[antlcatlcur? metheds and the _
authentication service settings are included in the advanced options.

o R

£/ Gateway ECiBRIIE LA TIZRZ 11R]

1. 7£ Citrix StoreFront EIEZEHISHENBERPIEFEFEET =, ARELERERPIEFE—FMHE.
EFREERD, pERETEERREE,

2. EERRERESR,
3. HREF Citrix Gateway JFMEENEE, WRAKFM Citrix Gateway, STA ZEIENFFEET(F
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Ao BITA21H 8% B B O AV R & & &l (/en-us/storefront/2507-Itsr/media/stores/configure-remote-

access-settings.png)

BHSE 3

1. 7 Citrix StoreFront EIRZEHIENAEMERPEEEFE T R, HFEERERPEE—1FE. 7
BEENRTR, RERREFEMISE.

2. B REFMSE TIHEL, BERKILE.

3. FRERSE—HM S EE. BXFAER, BEHELAFELE,

SRS BERSE—EMISENREEE (/en-us/storefront/2507-ltsr/media/stores/store-

advanced-settings-token-consistency.png)

4. BEHHAE"
AR

KINBRT, BERE (BA) “BEXRSHE—EHMIRE. NRZALIKE, AT Citrix Gateway
iR ¥ (EPA) BY SmartAccess THRESHELE T1E,

¥ H Citrix Gateway X G EE
EERT:

X F Citrix Gateway E@ ] BhLEMiL =X A M Citrix Gateway %3#EH) production.com 1%
PRARERERE, 2 Citrix Gateway BEIBRRSBNMRTAFRRAER. XLEEES5ES
Citrix Gateway BRI {F BV EIERE,

. 7E Citrix StoreFront ‘EIE{EH 5B A ME R FIEZFET =
. EREEWREFEE,

. TEREERT, BEEEMLS.

4. FEBIMIIERE, BFRM Citrix Gateway Eif,

. BEHWE"

=

N

w

(&3]
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Ym4E Web kit Receiver i = & O SR IIE 7775 88 73 BB &= 2L E (/en-us/storefront/2507-Itsr/
media/integrate-with-citrix-gateway-and-citrix-adc/recr-for-web-site-authentication-

methods.png)

{5 production.com FAARPMIEEERE Gateway
EMiX, iEFEA production.com FAFFIEREERE Gateway,

B REEEE (/en-us/storefront/2507-Itsr/media/integrate-with-citrix-gateway-and-citrix-adc/log-on-

to-gateway-production.png)

BRE, RAERIRTAHAFPBA development.com EiE.

B NEREREE (/en-us/storefront/2507-Itsr/media/integrate-with-citrix-gateway-and-citrix-adc/

recr-for-web-logon.png)

7E StoreFront FARMNZEEH TAISIR (AIik)
iR BRA R, BEAEHTHILAFBIAAHIRIELGE Civix Gateway #7555
JE.

INRE AR F AR, NWEAAERARIRN, FTRAFEAEIRTEI Citrix Gateway &
KRB, AE, SRFERTHFERE Receiver for Web ih=BY, AFAIRERTIENEZMNE

A domain\username,

1. 7% Citrix StoreFront EIEZEH| SNEERTER NAGBE", ARERFERS, RH B8R
RIIER A

2. EF AP RNEESA TRk,

3. BEHEIRII" LU development.com FRIIAREMRE, A EFEERTERERETIE &%
Mo

4. BEHME"

BC B 25 19 8 O A R EE B (/en-us/storefront/2507-Itsr/media/integrate-with-citrix-gateway-and-

citrix-adc/configure-trusted-domains.png)

a1 FHIS R E R R REEE (/en-us/storefront/2507-ltsr/media/integrate-with-citrix-gateway-

and-citrix-adc/logon-with-trusted-domain.png)

p=3— g
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TS MWL RF, FENERNNREREERE. NRAF AR RERIHKFIRE T FE
BUERD, BIDEFFRIRES SERERRYRI,

NetScaler® £iEIRETRE

 Y1R7E Citrix Gateway RIEREHERT Web NBAREFHELER, N Citrix Gateway &iXEF|
ML IR SRR 28, RAEEEML_ EZHE T M Citrix Gateway B& S 11IIEAE. T
WIETUE B A A, WitEsinmAERE,

* 7E Citrix Gateway BB P iR "M EAGNBREF AN FHEREREREZEFAEUTAX
FrIRB91T Ao
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Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters.

Metwork Configuration  Client Experience  Security  Published Applications

Accounting Policy

Override Global
W| Display Home Page

Home Page

https://sf.development.com/Citrix/S | [+

URL for Web-Based Email

Split Tunnel®

OFF v [

Session Time-out (mins)

60 v

Client Idle Time-out (mins)

Clientless Access®

on v | |V

Clientless Access URL Encoding®

Clear v | ¥

Clientless Access Persistent Cookie®

ALLOW v | ¥
Plug-in Type*
Windows/MAC OS X v [

Windows Plugin Upgrade

Always T

Linux Plugin Upgrade

Always | |

MAC Plugin Upgrade

Always | |

AlwaysOM Profile Mame

I . [ T R T -
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Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters.

Metwork Configuration  Client Experience  Security  Published App

Override Global

ICA Proxy™
OFF v| ¥

Web Interface Address

LY

https://sf.development.com/Citrix/S

Web Interface Address Type®

IPv4 v

Web Interface Portal Mode®
NORMAL | | |

Single Sign-on Domain

Citrix Receiver Home Page

Account Services Address

BEERR .

* http://ping.citrix.com BEARBEAHE, AN{#EH,
o BENEREFRBENS = A MIEEANERER. 15 ABEARZEH ML,

o NERFINEREHR URL AL RE % (FQDN), 40 ( http://example.com ), A
T 4851 NetBIOS %&#K ( http://example )o
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TERGEINRRTR, IEENEMERNNBIEEITRI URL, ANZ AT Citrix Workspace 7
RAEFEEZREKREITS, HERMERIAE AR BEERIANE LR AEME. HHAFH
I REXNAEFE, AEEREAEELARMIRNRSES, UENEHERIFHAERRE
¢4 Citrix Workspace MATEF. XABFRAFPEHNESEINAEFRNASEREERE R,
BTN 5888 HDX BRI EAER. &M F Windows 2503 K E=hikANHY Citrix
Workspace IR NERARERENR, AMERANEREN. [BAMERMFES LiE1TH Citrix
Workspace [ FAFE & [E B {5 A N 2RF1 A ZBIE 4T

Manage Beacons

Beacon points are used to determine whether users are connecting from internal or
external networks. Two external addresses that can be resolved from the Internet are
required.

Internal beacon: (@) Use the service URL

Specify beacon address:

ST Ihitp://ping.example.com

https://gateway.example.com

Add.. || Edit. || Remove |

o R
Flan, RAEBEIRRAAR, NRTEAFPEEEDAMMLE, B2, WR Citrix Workspace N F
R EERRNEBERRH MR NABETR R ZEEREImEY, WRTAFESR Internet &3, BT
NEIWLZNER, Fib, AP XIGED Citrix Gateway EER IS @AM AEF. YA IARSEEIN
AR, REFRFENRSFISWENERM, LUREAIUEE HEEREZER Citrix Gateway & &1+
FR. XEKERFPEHNERAXNAREFNETESRIZS,

ZRINERT, StoreFront igE :

o REMEMRNEBEAIER URL,
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« SEBEIRA
o http://ping.citrix.com . WWINEARBAA, HNEHEAEESHET.
o EAINBYE— Citrix Gateway ZFZEHI URL,
BREENR

1. 7£ Citrix StoreFront BRI S EERPEF NABIE T, RAEERFEERTREEER
B
2. IEERERSBEIR=E URL,

« E{FH StoreFront SFEMAIRSS 28 URL A E9%E URL, i5%H #AKRSS URL,
- BEFRA&A URL, 15%1F ISR FHia ARNSMER S AN URL.

3. B A LARANEBEIR R URL, BESUEIRR, BENEMERFIRPERZ URL, A
B . EHRPER— URL, AREE MR UE LRzt BEERR.

BB IHEEEDTTAIM Internet FEATEYS R ANEMEIR R XEEIRRB AN HTTP HEAD
BRo BN IZEEABRERARZESR URL, MAZE =AMk,

MEFREAMERS, BRRAPERESEHERE EEFH Citrix Workspace N BiERF. BFA
LB E A Web B 238 RAZRIM 1B RIRENVEHFHY Citrix Workspace N AR X 4. &
N, ey BEESEIER XS, FRERESENEF,

PowerShell
EREINYEIENR, 15{EMA Get-STFRoamingBeacons
EARINMENR, A Set-STFRoamingBeacon,

ERMENMZENEIAE, 1B Clear-STFRoamingBeacon,

SIE— T NEMN S EBERNET FQDN

o] E— BT £ REE % (FQDN), ZiS I UBEEMNABMEREBG 0N AEE, e
LUEIE Citrix Gateway A28,

g0, EAIUEERLT URL !

« https://storefront.example.com {EJIFFifiA] StoreFront B2 URL, TEMLEANERET,
BT/ StoreFront ARZ5 28K 1 #itTdR. MBI, ERETAM X,
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« https://storefrontcb.example.com {EA[EIE URL, EZERNMEREE, EETAMX,
XGEATEREIGRREFEEMRIIE, EAARN X EEIERE S ESN SAN, HE
RS RFIE .

AR5 8R4HE 4 URL
JFEA URL BHARAD URL. ELHEEHEENEA URL,

FHZEER Citrix Workspace N FATEREY StoreFront {S15

AHZEERY Citrix Workspace™ WARRFRZHEXRERR, HERNNKHERF SERE A
AT R NFHILE,

ZNBRT, StoreFront EFARSS2RAE AR URL EANRBEREPR URL, 7EUMLECER, #EEHI URL 7
RERFNZLEER, FLREERIEEIR. EIt, EAITUFAEREIRILE N EEE HEERNSBIA R
URL,

BRIECE ST

S\ ZB DNS

« storefront.example.com &4 /9 Citrix Gateway REIBRSS 2S8R 1P,

REE DNS

« storefront.example.com 473 StoreFront $aZ5#235 &> StoreFront fRS5 25 1P,

« storefrontcb.example.com &7 M * vServer VIP, #158R DMZ F{ A FLE 2 8] 12 7EBA A
&, EFLtiEmE.

@B A X AT ESR{ER Citrix Workspace™ app

ERI L@ EREY, ERAPEEE R X EZEEER Citrix Workspace appo
EREEIENM X -

1. M Citrix T# TE#EH

2. BRIE zip X citrix-gateway-plugin.tar.gze ©2&— HTML XH&F— JavaScript X5,

3. B4+ & #IF) NetScaler FIXFY /var/netscaler/gui/vpn/init T

4. EFAEIE GUI BdiE = £/ CLI id&
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ERERE Gul i@
1. &F Netscaler® EIE GUI,

2. BN AR R IRIEH BT A0

AppExpert > Responder > Responder Actions

Responder Actions @

Add
k here to search or you can enter Key : Value format
()] NAME TYPE EXPRESSION
(w} NOOP noop -N/A-
(m] NAM_plugin respondwithhtmipage N/A-
Total 2

3. BRBNINZAZFFIR1E ¢
%A FH HTML TTE R

700 : BWARSE /vpn/init/native-app-mandate.
4. BIENNzFE R SR,

AppExpert > Responder > Responder Policies

Responder Policies @

Delete Show Bindings Palicy Manager Statistics Rename
Q, click here to search or you can enter Key : Value forma

NAME EXPRESSION

NAM_Plugin_policy

Total 1

5. FCEMINZF RS

#BRIE | S LI eIZAVRIERI BT,

HTML PAGE
-NIA-

nam_plkugin

html

G H
®
RESPONSE STATUS CODE HITS UNDE
-N/A- 0
200 609
25PerPage  V Page 1 of1
G R

Show built-in Responder Policies

®

HTTP.REQ.IS_VALID && HTTP.REQ.URL.ENDSWITH("js").NOT && HTTP.REQ.HEADER("User-Agent") CONTAINS("CitrixReceiver") NOT && HTTP.REQ.HEADER("User-Agent"). CONTAINS("CV

25PerPage ~ Page 1 of1

XTI HTTP.REQ.IS_VALID && HTTP.REQ.URL.ENDSWITH(".js").NOT &&

HTTP.REQ.HEADER("User-Agent").CONTAINS("CitrixReceiver").NOT &&

HTTP.REQ.HEADER("User-Agent").CONTAINS("CWAWEBVIEW").NOT &&

HTTP.REQ.HEADER("X-Requested-With").CONTAINS("com.citrix.Receiver").NOT &&

HTTP.REQ.HEADER("X-Requested-With").CONTAINS("XMLHttpRequest").NOT &&

HTTP.REQ.HEADER("User-Agent").CONTAINS("AuthManager").NOT
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<1 Configure Responder Policy

Name

NAM_Plugin_policy

Action®
NAM_plugin vl Add Edit ®
Log Action Name of the messagelog action
to use for requests that match
v Add Edit ® this policy.
MaxLength = 127
AppFlow Action
v Add I
Undefined-Result Action®
-Global undefined-result action-
Expression * Expression Editor
Select ~ Select v Select v &

HTTP.REQ.IS_VALID && HTTP.REQ.URL.ENDSWITH("js").NOT && HTTP.REQ.HEADER("User-Agent") CONTAINS('CitrixReceiver’). NOT && HTTP.REQ.HEADER("User-Agent"). CONTAINS ("CWAWEBVIEW") NOT && HTTP.REQ.HEADER("X-Re
quested-With").CONTAINS(“com.citrix.Receiver").NOT && HTTP.REQ.HEADER("X-Requested-With") CONTAINS("XMLHttpRequest").NOT && HTTP.REQ.HEADER("User-Agent").CONTAINS("AuthManager”).NOT

Evaluate

6. SMEIBHENNIZR R ERARS 25

VPN Virtual Server Responder Policy Binding

Unbind Regenerate Priorities No actien

Q Click here to search or you can en

D PRIORITY POLICY NAME EXPRESSION

D 100 NAM_Plugin_policy HTTP.REQ.IS_VALID && HTTP.REQ.URL.ENDSWITH("js").NOT && HTTP.REQ.HEADER("User-Agent").CONTAINS("CitrixReceiver"). NOT && HTTP.REQ.HEADER("User-Agent”)

7. FPEERIERIRER,

VPN Virtual Server Responder Policy Binding > Policy Binding

Policy Binding

Policy Name Name of a policy to bind to the

virtual server.
NAM_Plugin_policy
MaxLength = 127

» More

Binding Details

Priority*

100 |@

Goto Expression*

END v
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8. ERIIHRBEERIEM, BHTHAMX URL LUBINE 2R BE Citrix Workspace R RAER"F
%, J¥ Netscaler URL ZNIN%E] Citrix Workspace N EF, HFIAERERBE Citrix
Workspace MREF RE.

fEM CLI #{THCE
EFEMA CLI EEE“EE Citrix Workspace NRIZF"IHEE, BHRITUTIRE !

1. Q2SS HTML XHERIMNZFRME (BT GUI RIS E)

add responder action respond_with_html_act respondwithhtmlpage
sample_page -responseStatusCode 200

2. BRI SRR LA R B Web X 55 23MIE Citrix Workspace N 2R RYIBE K,

add responder policy respond_with_html_pol "HTTP.REQ.IS_VALID &&
HTTP.REQ.URL.ENDSWITH(".js").NOT && HTTP.REQ.HEADER("User -
Agent'").CONTAINS("CitrixReceiver").NOT && HTTP.REQ.HEADER('"User -
Agent").CONTAINS("CWAWEBVIEW").NOT && HTTP.REQ.HEADER("X-Requested-
With").CONTAINS("com.citrix.Receiver").NOT && HTTP.REQ.HEADER("X-
Requested-With").CONTAINS("XMLHttpRequest").NOT &&
HTTP.REQ.HEADER("User-Agent").CONTAINS("AuthManager") .NOT"
respond_with_html_act

3. FFERBEEEEER] VPN EiARS 2

bind vpn vserver vpn_vs -policy respond_with_html_pol -priority 100
-gotoPriorityExpression END -type AAA_REQUEST

3@ OIDC #1T Entra ID %ﬁgﬁﬁu&ﬂ VDABELER

AXNBT UN{AIEZE StoreFront 1 NetScaler ADC, WUAiFBF@iE OIDC 1/ Entra ID #7515
IO, SARBERERIENMA Entra B9 VDA,

BERT

1E1d OIDC #1T Entra ID SAIEMAKRE] VDA HESERERILTRMEE. LLITRERZM
x5, FAREFEBRNEEFMERER,
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FoRFM

* NetScaler ADC

« StoreFront 2507 LTSR CU1 BB & ARA

o MAKLE

* Microsoft Entra ID UK BE U TR —HIIKF :

- TNARFEER
- NAREFEER
- EREER

- HHEESRN DaaS 1T, CVAD REHILINEE,
- BERXTHSREN/SNBER

o XFF M Web 523 EahE] Citrix Workspace N FERZFHIER, ATERX VDA SSO, FE
Citrix Web ¥ Bo

ERREH R
+ #Ei8IT Entra ID S31IEN Store EEMKASHIIERS TSR, HEAESBEHEAM.

« 708 Store &5 Citrix Virtual Apps and Desktops s, FEFF@iE OIDC A Entra ID #17
BRI0IE, N StoreFront REMESZ 4 mAVERIZE R,

e EntraID BEEFE VDA XEFEAETF OIDC WEHRIIERNSHE, SAML AXiFhINaEE,

o YARFRETFIFS Entra 48FY, StoreFront &5 B AE RAM,

{5 OIDC #1T Entra ID S35

AHNBA{RIECE NetScaler 1 StoreFront, MAERFAILUER Entra ID #1TB R RIE. 7ELLEE
, BRALURBEREEM, WEILUAB AT Active Directory tK P HI4 Entra 517,

2IE Microsoft Azure Entra ID N FATEF

Microsoft Entra ID FIHIN BIZFFMENX T BN ATZER, L& Entra ID BEBIRS) E©—EA&H|F
79 NetScaler OIDC, It EAHEEIREN BRI EHIOIEFMERIEK. BT OAuth EEZEEMNEMR
IRIHIEF (IdP) kAP #HITEMIIEHMA SR, R FMEMNBERSEH Entra ID @ b5
BRERERZENE OAuth REY 1dP,

1. BEF3 Azure M, LEREUAT NetScaler 5 StoreFront B2 I83ERY Entra ID A/,

2. ¥ ¥ Microsoft Entra ID FiR > BIE > NAIM, AEEEREZIM.

3. ftnRNFTERE, 540 NetScaler StoreFront {331,
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4. EXFFAUKASERT, ERMUEAL/ERPIIKS,

5. EEEM URI T, EEWebENECIZEMNAREREE, MAKZXIFESHERN URL, FRAKI
\&It;NetScaler FE#ARS358 URL>/oauth/login, HI80 https://

netscalerentra.customer.com/oauth/login o

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| NetScaler StoreFront Authentication v

Supported account types

Wheo can use this application or access this API?
'@ Accounts in this organizational directory only (StoreFront Essentials Test CP1 only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft
accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

Web \/] | https://netscaler-entra.citrix.com/oauth/login v

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

EE IR H
BEIREFPIRER

1. AMNARERFGE, %2EE > EBN®EHA.

2. R BFWER, AEERE TEEFREDR. CHNARFERAXEEES dP K@ EHE
SRR

3. RHEEIRYHERAN RSB,
4. SIEEE, ERENRE, RACERKEIEZETHREZAIE, AECRELSIEMERIL.
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NetScaler StoreFront Authentication | Certificates & secrets #

! Search X

Overview

Quickstart

" Integration assistant

Diagnose and solve problems

Manage

B2 pranding & propeties

D Authentication
Certificates & secrets

I} Token configuration

- AP permissions

& Expose an AP

¥L App roles

Za Owners

A7 Got feedback?

Credentials enable confidential applications to identify themselves to the authentication service when receivi ng tokens at a web addressable location {using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

: R § . *
e Appl ifi secrets and f d can be found in the tabs below.

Certificates (0)  Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

+ New client secret

Description Expires Value (0 Secret ID

MetScaler StoreFront Secret 21/04/2026 Erp’ 797e190d-dcb8-460d-b278-543 1ed00dc.. 1 [i]

%3 EHIE > MM, AEEEENNBER.
7R IR > API AR,
User.Read PRFIAE RN,

78N openid # profile,
i1 RFERRRBEUAT \<HP L HiER,

Microsoft Entra ID 1 APl i R R FEEARE BEKEEEARRALTIFIE B #UEN B
R ER A KRR IF AR E R IRTL AP,

Quickstart

2 Integration assistant

A Diagnose and solve problems

Manage

B sranding & properties

D Authentication
Centificates & secrets
1 Token configuration

- API permissions

& Expose an AP

B2 Approles

A2 Owners

s Roles and administrators

M Manifest

>

Support + Troubleshooting

A Granting tenant-wide consent may revoke permissions that have already been granted tenant-wide for that application. Permissions that users have already g

o The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. Th

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permis
all the permissions the application needs. Learn more about permissions and consent

-+ Add a permission

API / Permissions name Type Description Admin consent requ... Status

v Microsoft Graph (3)
openid Delegated  Sign users in No @ Granted
profile Delegated  View users' basic profile No & Granted
User.Read Delegated  Sign in and read user profile No @ Granted

To view and manage consented permissions for individual apps, as well as your tenant’s consent settings, try Enterprise applications.
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A& Citrix DaaS LS XML 4

ZANE R, Citrix DaaS B Active Directory EIEXERHITHRIIE, £ Entra D &
RISIERY, StoreFront REEHE, Hib, EHNMACE DaaS LAEE StoreFront, MELHEERERE
i, RIVEBINIEE AL LB LURMIRS RS H 1530,

1. &3 Citrix Cloud F#i11E DaaS Z#l&8.

2. BEGE",

3. BE“XML 8"

Enable XML trust

When enabled, the Cloud Connector trusts credentials sent from StoreFront. Enable XML trust only when you have
secured communications between the Cloud Connector and StoreFront using security keys, firewalls, or other
mechanisms.

4. (AESE) ATIERTEM, EoLfE DaaS M StoreFront 2 BIERLZ2EH. B XiFAE
B, 5% Citrix DaaS™ MXHPFHEEL LB,

BO& NetScaler S0 IEATE S &

AR NBRIEETHERIM X VPN ELIARS 2389 NetScaler BRI EX 4, IEESH
ADC HfF AP EEEBINEE OAuth IdP (40 Microsoft Entra ID) #{TE R, UKRIAWMIES S
IIFFEIREIR OAuth BhE., TIRE Tiwa. FFPIHENE. SEEUM ADC tfANShERIRENVEFE
o

REEFIEPSEPHNE A i%2R5AF Microsoft Entra ID BAIFIRS, Ea]LUB TS Azure A
BY“R7 BB A AR Bp T R m R T R EH B D 0 iR o

IS PEIEEBIARSS 3R
S IIERE#ARSS 2 IR P B2 50IIE.

add authentication vserver EntraId_Authentication_VirtualServer SSL
0.0.0.0 443 \

-state ENABLED \
-authentication ON \
-td 0 -appflowLog ENABLED \

-noDefaultBindings NO

bind ssl vserver Entrald_Authentication_VirtualServer \
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-certkeyName <Certificate Key Name>

82 OAuth SEBEFIIRIE

OAuth #2Ef8%E NetScaler ADC #1{a]5 OAuth IdP (540 Microsoft Entra ID) 3ZH. ItIRIERIF
Citrix Gateway AP EERE] IdP #H1TERHLIEREIR OAuth ThE. EFFf userNameField 1%
BN oid , XRFBMX7EM StoreFront #H{TH AR IIEELF OID AP %f%i®, StoreFront &
I9IE OID BE 5 @id &, Entra ID IR SHRBHNERTE, TNHMIIEFEK.

EEEMETRRNE G ID %A HE R

3

add authentication OAuthAction EntraId_Oauth_Server \

-authorizationEndpoint "https://login.microsoftonline.com/<TenantId>/
oauth2/v2.0/authorize\?prompt=login" \

-tokenEndpoint "https://login.microsoftonline.com/<TenantId>/oauth2/
v2.0/token" \

-clientID <ClientId> \

-clientSecret <ClientSecret> \

-Attributel email \

-Attribute2 family_name \

-Attribute3 given_name \

-Attribute4 upn \

-CertEndpoint "https://login.microsoftonline.com/<TenantId>/discovery/
v2.0/keys" \

-userNameField oid \

-allowedAlgorithms HS256 RS256 RS512 \

-PKCE ENABLED \

-tokenEndpointAuthMethod client_secret_post \
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-OAuthType GENERIC \
-grantType CODE \
-refreshInterval 1440
add authentication Policy EntraId_Authentication_Policy \
-rule true \

-action EntraId_Oauth_Server

authorizationEndpoint SEEEFFRESE prompt=login , UWERFEZHEL
NetScaler /8] StoreFront B4 #8E #1# 1T H 01

R =R RBES E B ERAR S 25

bind authentication vserver EntraId_Authentication_VirtualServer \
-policy EntralId_Authentication_Policy \
-priority 100 \

-gotoPriorityExpression END

ISR IIERE

add authentication authnProfile EntraId_Auth_Profile \

-authnVsName EntraId_Authentication_VirtualServer \

-AuthenticationLevel 0

22 VPN ERIIRSS SR H A E B M IIEREX A

ERETETBEDORENE MR EXH, ST ¥ NetScaler Gateway 5 StoreFront 525 RIS
1. 24,

5E, MNREEHFEER Citrix Gateway, NAILFEBERFHSMHIEIEREX 4, TITL oS
BEHRIA B MR EX .
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set vpn vserver <StoreFront ICA Proxy vServer> \
-authentication ON \

-authnProfile EntraId_Auth_Profile

AT StoreFront B ERH Entra ID SHEEEARE

Citrix Gateway P #HITEMR IS, SIS EBIESEIEL StoreFront, L& StoreFront 8¢
BIERAF EEEBE S MIIEHERAMR RSN, BRIANMBERT, Citrix Gateway {¥ &% Active
Directory AP &M%, 7£ Entra ID BMREIENER T, EH4MEIE Entra ID IHA)SHE, LUE
StoreFront AJLU{E A Microsoft Graph APl E(EFEE. Ak, ERITURIN—NEEREE, &
Entra ID SRERMBIERF A StoreFront IIEAFIARAF, MREE Entra ID HIRSREREERE
B, MERFRY. NREFZREINERINKER, WHKTEERE.

enable ns feature Rewrite
add rewrite action EntraId_Oauth_Insert_AccessToken_Header
insert_http_header X-Citrix-0IDC-Access-Token

"AAA.USER.ATTRIBUTE(\"accesstoken\")" \

-comment "A rewrite policy to add the OAUTH access_token to subsequent

user authentication requests"

add rewrite policy EntralId_Oauth_Insert_AccessToken_Policy
"HTTP.REQ.URL.TO_LOWER.ENDSWITH(\"gatewayauth/login\") ||
HTTP.REQ.URL.TO_LOWER.ENDSWITH(\"citrixagbasic/authenticate\")"

EntraId_Oauth_Insert_AccessToken_Header \

-comment "A rewrite policy to add the OAUTH access_token to subsequent

user authentication requests"
bind vpn vserver <StoreFront ICA Proxy vServer> \
-policy EntraId_Oauth_Insert_AccessToken_Policy \

-priority 100 \

-gotoPriorityExpression END \
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-type REQUEST

£ StoreFront D& Citrix Gateway
1. 7£ StoreFront 310 NetScaler Gateway 3=,

2. B2@& Citrix %,
o JEFRIERIZE N Domain,
s IEE—NEMMEIE URL, StoreFront {£/ Entra ID BDLEREE IR,

3. ARE Citrix DaaS FHJERY Store (/zh-cn/storefront/2507-Itsr/stores/remote-access.html) AR &
x LUBITIZAZ A,

4. M NetScaler Gateway EBHHECE Entra ID B450IE, 1T T PowerShell, ¥~ ID &it
AIEHY Entra ID FAFP A9 ID, HF /citrix/EntraStore FiENTEAEERE,

$store = Get-STFStoreService /Citrix/EntraStore
$authenticationService = Get-STFAuthenticationService -Store $store

Set-STFEntraldSettings -AuthenticationService $authenticationService
-TenantId "<Your tenant id>" -Enabled $true

B0 Entra ID 2R3 VDA

7EIEECE StoreFront A Citrix Gateway LAfEF Entra ID IEAFE, SIS Entra ID 85

F) VDA, MEE FAS. {IE5TM Daas EEEEF ERLIIgE. BXiFHER, 1EEH (/zh-cn/citrix-
daas/install-configure/session-authentication/entra-sso.html), XZFEZE/ StoreFront #1 NetScaler
ADC #H1TLL &N ECE,

B0 NetScaler ADC AR

EE, FAEX StoreFront B)iEKER@EE W %X VServer, FAItEEZMNIIE. HAFBENA Entra
ID B9 VDA BY, Citrix Workspace N2 & 1E R [E Azure H#ITEMIIE (W1R Entra ID RIE
KRB, M#HIT SSO) HKFKIFRITHE, EALLREN—F5, StoreFront ®EM—T H %, &5
R TE Citrix Cloud HETTHARS HITIIE. LLARSH/NEENE[EIAS StoreFront fifs /
Citrix/<StoreWeb>/Tickets/RedeemStoreTicket IUIGIESHE, EE?EIZHE%?E?%W»H@ NetScaler
2, AENELST VPN EHARS R IRFIENIER. Altt, ErIUERABS IR,
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Client Requests
HTTPS/443

NetScaler Content
Switcher IP

Policy 1 Policy 2

C8.VEN.pol

Priority 100 Priority 200
/Citrix/EntraWeb/RedeemTicket default

Load Balancer
Lb_vs (HTTP)
Mo authentication

Authenticated

StoreFront Server
storefront.fqdn.com

o

3 /citrix/<StoreWeb>/Tickets/RedeemStoreTicket HIERFEREIHE IR, ZHEY
gR K &R StoreFront, MNMMEEM X, FER, FENEFHGEESE, HARBYiRE TR
BANEENREERAE URL, HEFE— T EMRSSHEENBETR. AESER A RITERRES
&, IXRFRER & StoreFront, WMIREEF—a It BN LEBGER StoreFront TaZiigss, N
AIUERTE.

FRE E AR EREmEIM X B9 VPN ELIARSS 25,

BIERARISEHRUMRBREEZED StoreFront

MREBEE—NAHHERELIIRSER, EATEDN StoreFront [RZ[/AZFIHEMXER—F
BN ST, BAZAIUBGI SR, HEARYIERRENERFRELXNZELRS R,
BN, EAREIBE— N EIIERLUTRELEE] StoreFront FRE 58, XZEARBETIRIHEIEH
5| H—1 EERSS g8

XS IRRERE, ERBURT StoreFront 2ECE N HTTPS (HfF) E2 HTTP,
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STOREFRONT E2@J HTTPS

BIE—1ARS stf_srv , fEAHE IP #thitR7R StoreFront, HIFESBERIZBFAMR SSL f1%
HaEs.

add service stf_srv <StoreFront Ip Address> SSL 443

add 1lb vserver 1lb_vs SSL <lb_vs Ip Address> 443 -persistenceType NONE
-cltTimeout 180

bind 1lb vserver 1lb_vs stf_srv

STOREFRONT EZEJ HTTP

BIEE—1ARSS stf_srv , {EFAHE FQDN &7 StoreFront, HREBETZERAMN HTTP 13
HfEeEs.

add server storefrontl <storefront fqdn>

add service stf_srv storefrontl HTTP 80

add 1lb vserver 1lb_vs HTTP 0.0.0.0 O -persistenceType NONE -cltTimeout 180

bind 1lb vserver 1lb_vs stf_srv

I8 ssL AR E#IARS 28

BIE—" SSL AAYIRELIRS B/ RMIBER P IHiEK, RBUIRELIRS 2B/ MriHO 443 89
HTTPS &, FRIEKEBEEIMNX VPN E#RS2s, To@Eid i H9% 28533 StoreFront,

INERT, RV TFEARS, RHNRECEIRER, WLTEAE.
enable feature CS

add cs vserver cs_vs SSL <cs_vs Ip Address> 443 -cltTimeout 180
-persistenceType NONE

bind ssl vserver cs_vs -certkeyName <Certificate Name>

IR A TR RN RS
BIEET T StoreFront EIERHERER URL BY S E FETA B UIHEREK,
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Y URLEE /citrix/<StoreWeb>/Tickets/RedeemStoreTicket B, LLERERSITEDIEK, F&f
HERRB A%, METHET VPN EEIRS 2.

¥ storeEntraweb g StoreFront EE#IIRSS2: Web SKBEHAY StoreFront L& FR. AT LURE
BLE—3aelEnREamas 1b_vs , WAILUERME AFSEIREBIRSE3EN StoreFront AR
2 2R HYAE TR,

add cs action cs_lb_vs -targetLBVserver 1lb_vs

add cs policy cs_lb_vs_pol -rule "HTTP.REQ.URL.CONTAINS(\"/Citrix/
<StoreWeb>/Tickets/RedeemStoreTicket\")" -action cs_1b_vs

bind cs vserver cs_vs -policyName cs_1lb_vs_pol -priority 100

2R TFrRRAEMREBHASUIREREE

BIZAT HRIAB IR, @i VPN ERIARSS 88 2 XA Eith StoreFront RELLHITE RN
iEo

add cs action cs_vpn_vs -targetVserver <VPN vServer>

add cs policy cs_vpn_pol -rule TRUE -action cs_vpn_vs

bind cs vserver cs_vs -policyName cs_vpn_pol -priority 110

BdE VDA Entra ID EHER

BOERERAPEE R Citrix Gateway BN RE#HIT—XBMIIE, AKFEIRAREELIEmALNF
2R, MEEEHF VDA RAZE,

$store = Get-STFStoreService /Citrix/EntraStore

Set-STFStoreLaunchOptions -StoreService $store -EntraIdSsoEnabled $true

EASEMA Entra ID SSO FEEEM

1. 1XFE5ER Microsoft Entra single sign-on RifRMIFFERER, FER EntralD B5ER, &
W, BRERNRN, AR AGERIBE EhERNHEIR,
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RELRAFP R

AP A LTE Web X $5233% Citrix Workspace N BEEFHEENAREE, BERKLEF A,

StoreFront FeE UL THF AL :

IR

MAAF&LS Citrix Workspace fRIF—E. EEM T Activity Manager, AT EIREENIEFFo#H
H3RINEE,

AR U TERS) :

- TAECIRAIERS | SR AREFNKREATERAT URL REHT T

« FEfEA StoreFront™ Client Ul Customization API &1 JavaScript #1 CSS # T RE B E Yo
B2, JUFEREEEFHETRITFZEENX, Mm%k Tt JavaScript 3 CSS BIFE K,

BEXBFAER, BERNAGER

ZHYATY

X5 StoreFront RHARRA—BIEAR F AL, Ee]LAEE JavaScript 1 CSS BEXBAF R
HEo

BXIFAMER, BEAZEAR

BARMX cVPN

MNBEAFEIEBRNTLTEF iR VPN (CVPN)BY Citrix Gateway 18] StoreFront, NESRMHEEDH
BRRm|E, MARESR StoreFront AR HE. EXMIERT, StoreFront FRIELE Ul iiBIRERE
o

ZHUALY

AN B P IEERZHAREIAIRN 5 EN BAEEHTR B
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R

RIFECER BMINIESE UNEEERATERER, AFURFEER.

cifnx | StoreFront

MREZMEMIEIEA AR, AR LUERYIREIRREN S HIIES Eo
Citrix Workspace N FBFZFH 7
p=S— g
AT{GERTES Web FE2RHRINAEME, HE SED IREN Open in Citrix

Workspace app 3% Let the user choose &/, ItFZBEAIREEERZAIHZELE, EF
BURFECE.

IR B LR E Citrix Web Extension F#2ME] Citrix Workspace R EF, 3#E Citrix
Workspace Ezi2s B2, NRBISE, ARAIURAMN SRLE FREEIED.

LHEFPEEE Web F 2315 R N AEEDEIRE Cookie f5, £&F] Welcome to Citrix
Workspace app BF&.
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Welcome to Citrix Workspace app

For the best experience, launch apps and desktops in undefined. Click Detect
Citrix Workspace app to get started.

et it Detect Citrix Workspace app

If you do not want to install Citrix Workspace app you can launch apps and
desktops in your browser, with fewer features.

(AT O

* 1%4#% Detect Citrix Workspace app U7E AL 3EHY Citrix Workspace W FHIZFREEIHE R
I LT USRS SR AR 8

« 1%#% Use web browser U TEN G ERPE IR R. LIETXTE FohEM K& Let the
user choose BRI FH,

% A P i%#E Detect Citrix Workspace app 8%, ©&Z=iRFTH Citrix Workspace Launcher, XZ
Citrix Workspace N FBIEFH—1 A, INIRBERE Citrix Workspace N TERF, MEN IS
H—1E O, EREIT Citrix Workspace Launcher, fthi]573%$¥ Open Citrix Workspace
Launcher. Open link. Open I Always open (BURTFXIEE2S) o BN 1iE1%ERF Always allow
domain to open links of this type in the associated app (TZELUEDT, BURTF N E23) , LU
e REMRFENEHIREE O,

& P imiE IR PR 3% 1 25 O 8 & (/en-us/storefront/2507-ltsr/media/end-user-experience/unified-ui-

client-detection.png)

WNRIEME) A ZLEER Citrix Workspace TR, J[IWHEES#REER T — 1 RHE. SHAFKE
EREERE, ERBIECNRIMNIESR, A Citrix Web B8 Citrix Workspace BEh28, 1At
LR Citrix Workspace N AIEFEHITHE R

YNERKRZE Citrix Workspace AR, HERFBUHT Bohss, NAREERE, (1B LITE

« T#i - M Citrix Flu43Y StoreFront fR5588 T Citrix Workspace N ATERF. EfaELIED, 58
1% F70¥FF P & Citrix Workspace N 2R

o BXREM - SR BXRENAMZEER Citrix Workspace N ABIEF.



CITRIX® STOREFRONT 2507 LTSR

« €/ Web %128 - BT Workspace MZFRZFN, 48487E Web S HIT AR R, ZERIL
YEDL, B BEhiEI IREN AP ERE.

o BN - N R A RE T ALKHF Citrix Workspace EE2S5 Citrix Web 3 BHIIBAR Citrix
Receiver, MRIAERALIET, MRMITEZFLED, SIS EEEAREFHRENY, i
WERRTH— launch.ica XXfF, fthfiTRILAER Citrix Receiver $TFHAX . IETS TN
RN R 2 MPHE, FUEINEERR 2 LHEm,

F LR F

EN EWFETRFRERENAREFAUREMEEEGE N ARREFNRE. XEANBEEERT
Wi ke, FRER W XTI+,

F DRI R # B (/en-us/storefront/2507-Itsr/media/end-user-experience/unified-ui-home.png)

Rz FRET -+
R &M+ 2251 FRE -
- 288 - ERFTBNAER.
o W - BRPE WREEIN BIERF
« K5l - BRI LS PN AREF. ENETANBRT E5iKE.
- K5 BT FENARERFL.
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DESKTOPS
Apps
All (39) Favorites (3) Categories Collections w
~
g e T e
Access 2016 On Acrobat Reader Acrobat Reader DC Calculator Cloud Calculator On Prem
Prem Cloud On Prem
, —
¢ Y g 7
Chrome Cloud Chrome On Prem Citrix HomePage Command Prompt Excel 2016 Cloud
rowser Content ffice 2016
g e g irg e

SEETF

SEETFERDFIE :

- A - ETFTERH.
Wik - AP BBERSRE,

R TR FF M SR ERE IS
B EEIRU R AR R SEE,

ke
MR KEEMA, NP A MIE R RERLNG EER 2 H BT U IR A I -
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4 IIII
vl

Calculator Command Prompt

EEFAEETERE
RRAIUEAS B T 75 NERAE RN AR R BRI,

oo

Citrix StoreFront oo
APPS DESKTOPS

Welcome

Favorites

Calculator

~

Calculator Other X

Actions: Description:

[4 Open

* Remove from favorites

FIBERR LA TR

- TH - B ERNERDINAREFSHRE,

o ZANBRK - NRTEFBUER. FEEGIEN, HERIEDERKEHIINE, WFNATE
Bl SRR AU

o MG MIER - a0RIE RUEE. F2EHER, HFEEECERWERINE, NN AEE
7 B0 S T A MAZiRE S R AR iR

- EFED - WTAEFEHNENRRE, HMRMERNEFEHHRHE.
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2R

PRI LU ARERLOA L B RIE, ERFENARER. SEMES

ale]

Joe Bloggs

Account Settings

About

 KFIZE - FTIREDE.
« XF - ERBEXNARFIER.
o X - THML
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N
NE

£ %
mnl

HOME APPS DESKTOPS

Settings

Change password

About

Log off

Reconnect

Disconnect

vanced
Activate Citrix Wor
Downloads a file that adds

kspace app

t workspace to your local Citrix Workspac

Change launch method

Opens a page that che [

Current status: Apps and desktops open in your local Citrix Workspace app

K IRE DUE A RE S

o
<
-7
okt
~
)

K
BRER, (VEIEARFANEBSRRIEN. BREERTRNILATR, HSRAF MED,
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Change Password

User name: example\joe.bloggs
Old password:

Mew password:

Confirm password:

s ]

xF. RHEE=FBRBFERE,

KL

A, FHAR

RIFATERF

EE. MEFFEEHFEENSE. ERBREEDNIAT, BRI R,
WiFFER. WA SSEFEY. ERBETRMIAT, BBHITERER,
=R

#E Citrix Workspace MBTERF. TH—1XH, JFUbRAREERMEIA# Citrix Workspace FZF3
*EEr_o EEEE E/—_rﬂ:tji'&:[\; 1ﬁ%|ﬂﬁﬁ)ﬁlﬁﬁ Eo

BREAE. FTH—ITE, RERMZER Citrix Workspace N ABIEF. XX IFAFP @S
AZZEER Citrix Workspace [N FAERF B R IREFTE Web X235 B shZE IR BI# TR,

AH
A, BITAREXREHBELIHN. XRFAFRMNNABEEEHE. WRMIEZSERZRERE, W
RIFRE, SRRITUTEEZ—

o BIFRER,
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- TS RFENER
- RERRER,

ERFHI Web I ABTERF (PWA) BE (Fi¥hR)

NREEREBAINER Web NARER, WAF AN AEEMIEZRHHI Web 12
o

5/ Google Chrome R#ZEH#HIN Web NHREF
PRG3RI T A LR SR

1. 7£ Google Chrome X %28 F &5,
2. EIEEPEZENTER

HILZE PWA RYIET,

Install app

@ StoreWWeb

Install Cancel

3. 1 RE MRS NMIBISEM FFIE"RE

WMERAFEZ StoreFront™ FEE, M{TIURMEZES I EEML, SRXZEHSER —
%75 <Store website name> HYPIEAI, FILURBIEEEE Mm%,

£/ Microsoft Edge RE&## Web R
RPN T AN R ERE IS ML

1. 7£ Microsoft Edge NI 28-RTHEIE.
2. EIEEFEZENTER :
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B
I,

@ Install StoreWeb app
Publisher:
Use this site often? Install the app which:

* Opens in a focused window
* Has quick access options like pin to taskbar

* Syncs across multiple devices

3. B RE HEEANIRSKEM TR RE

&

StareWeb

MERAREZ StoreFront &, M1 UBRMEZES N EENLL, SREZEHEER—1%
70 <Store website name> HYIEAT, AILUBIEZREEZm%.

BLAALY

ATNNERFPNAERRAFENRNENBEEFSZRE, RRIAMERT, BREERER. B
RBE, BHZREUI &K,

%= Citrix Workspace N TR &=

WRAFTE Web JY%E28PITHMEREE, BNEABERBEANFE Citrix Workspace N ERER, N&
5| SR REMECE Citrix Workspace AR, B X FHAELE, BESRAERER Citrix
Workspace N FAER.
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Citrix Workspace N FAFZFFH0 7

P EXRIE Web X B8P ITHNAMELE, 3ERR Cookie f5, MIIRIREa B WOAGER Citrix
Workspace NREF ' RE, I=TAFPII Citrix Workspace N B2, P BRIEEEE R
ZERE, BEABURTFEE, BX1FHER, BERCitrix Workspace N AIEFRNRES,

H A TE NetScaler Gateway #{TEHIIEN, IWRERESHRIEEETR. HAFEEA
StoreFront H{TE AN, KRREBEERESHRIIZAETR, RELCEREERERTLZE
Citrix Workspace N 2%

MR B L% Citrix Web Extension F#&3F] Citrix Workspace M 2F, MaBbItbH B, FHIHA
7E Citrix Workspace N AIZEFHFERN. AR AIMUMNEEREERERN S L.

S3583E

RIFECENS ML ZUARRERRATRERER, AFAURRTEER.

£ DO @ CirixWorkspace x I - o x
<~ O ) httpsy// v/ Citrix/StoreWeb/#/login LR O AT o
@ Citrix Workspace
User name:
Password:

Switch to another authentication method

cifrix

INRRHET STHEMWIESE, WAF A LUEETRE At S RIIET .

ERE, MREKE, BRAURIER—FRER, UIUIRTFREML,
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Terms and conditions

By pressing Accept, you indicate that you accept the terms and conditions.

BXRNEEBRINFAER, BERERENIEE,

BEREMIEE

AgERRARFETR—1MEE. BXIFAEE, 1BEEIH (/zh-cn/storefront/2507-Itsr/stores/websites/
dialog-after-login.html)

Important notification

You can use this prompt to display important information such as upcoming maintenance.

BRI RRERREERIZER. ERAIUEERRNETRIR,

BXRAP#E

BXAIR Ul B, REcRAAFER—MEEED, MU ERPER—SWREZS T NARER.

LAFPEE 20 21 NARR B RRFEANARREFERNEBE N, SMBCEE XA AR, ik
Y IEFRE MR MANZAlE (Mac. Windows. Linux 1 ChromeOS) WU &#E5higE (0S
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Android) » ERBEIBEORETER, 1BEIA (/zh-cn/storefront/2507-Itsr/stores/websites/client-

interface-settings.html#display-personalize-your-home-screen-for-first-time-users)o.

HENRFNEEF EREE X AR RENEE EIF L, AEERTE Citrix Virtual Apps and
Desktops™ By DaaS ##I5 MUK Web #1 SaaS M EERFHNEZE£E BIAREHE LigE, 26INA
BFRINETERR S EE, HENSNKRENNAEFRINETENRFER S %E, RLRP

E BT LU HA N AR R AN . FREIRERIN AIZFERR B o inE) Wi R RE £
mik,

Personalize your home screen
/Add your favorites to your Citrix Workspace home screen.

Workspace

Recor ded Al

] c Goo gl Ch rom. ® § GoToMeeting .
e Web Personalize your home screen

B ) Notepad Add your favorites to your Citrix Workspace home screen.
Deskiop App

Q_ Search Workspace

Recommended All

[0 i -calculator (m] [ CLDBLR2016VDA
& Desktop App
O — CLDBLR2019VDA [J - DiskCleanup
kt ~ Desktop App
Boskiop
Golch e @ GoToMeeti
Skip
‘] Notepad (] n Office365
Desktop App Web
(] ?“‘\i On-Screen Keyboard ] b, Remote Desktop Conne...
Desktop App 3 Desktop App
[0 () Resource Monitor 0 Settings
O De ki pAW Desktop App
O 4% Stack 0 S Snieping Tool
Add to Favorites
Skip

BRI

 MEHEBRRESMKENMNER LET—R, EREEANTERARET, RIFAFIRETIR
LK

- NREES NN AIZFFRHFRERIZIEEFRE, N WS PN B AR,
« NRELAP BARHERNARRF NN EES, WEXITAIEXNARERFRESERME
LRR. JEEXMER !
o REARPAMF— I RE T AREFMIEBRK . XeTUMLEEREMNAEFIEE
T RS
o BERAIMN—IHETNAREFMNEKWEEX . BXFHRER, HE (zh-cn/

storefront/2507-ltsr/get-started/configure-resources.html),
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ERME

MEAFRBIZRDT 201, MNERGABRT, SHEARTEREDRFaER R &2 RE" R
B FMENARFNEEHERER—NEL, FltESL, WEXEXETR, AREFEEMK
RiERF, BFHIRFEH,

@ Citrix Workspace

Good evening, a5
Wednesday, May 10, 2023

ﬁ eoe 7:\4’ Y 7:\4’ eoe i} eoe ﬁ? . eoe
5 - - T

Calculator Citrix Health Command Prompt shieldiOS_win2019 WordPad
Assistant

Desktop App Desktop App Desktop App Desktop Desktop App

EA LR N SR E AR A B RSMIET+, XNERERRE.,

STEEME

MRAPAENRERED 20 1, HENABEMMGEEN RKXERSMERF", IRZER=1T
ETF - 0. NARFNSKE. RIABERT, ARPERNIBEAEINET+ (MREFE) , SN
HEANMBRFET . ERIMUEEETUETFEE B RUKRAINET+,

ETHETF

EETUETF L, BEMBEHINAREFERETR, AERATROEANNAIRER. B|EINARE
FREEREME, P IR EMBGE R F IR
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R AR P F

ENARFED+ L, WEXEXETR, AREMEREMNARER, BFBINFHT, MREES
EeIRAR FH RN AREFMMNEIXERF, NWREREMER, AP ANERMIEEEENNA
2R,

@ Citrix Workspace Q_ Search Workspace ﬁ

Good evening, Potl WinIss (=) submit Feedback

Tuesday, May 09, 2023

Home Apps Desktops

% .. % e Pxe e bxe o
A A X

Access 2016 il Anaqua APAC Managed Ariba Guided Buying Confluence
Desktop

© Citrix Workspace
Good evening, Mo bt A% W
Tuosday Moy 08,2023

Home  Apps  Deskiops

- APAC Managed Desktop
4 Dasitop

Ariba Guided Buying
& Web

x Ct’: ccccc

BRI AT T NAREREX —1 %5, ZEFRTERLAFR RS L2TRNXGREN, Fli, &
FE— DXL ENH optimisation tools/Cleaning B@F.“ZFHEF%_O mE, BEnRttNBERER,

RARPUAFEIMMEITE>EE, HPMEIE B— 1%, B BHFEN, EXEESE
INEZER, BEHENBAER.

LUEEAYENERBEBHEFRRELNAZTEN, BRRESBIEREANETAE, H
RSB REZ THRET, SMEEBHESERERF,


https://docs.citrix.com/cn/zh/citrix-virtual-apps-desktops/manage-deployment/applications-manage.html
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(G Citrix Workspace Q. Search Workspace Be T

Good morning
Thursday, August 17, 2023

Home Apps Desktops

All Accessibility Admin Tools Command Line Database and Connectivity Diagnostic and Troubleshooting More(11) v

Admin Tools > Tools > File

w

FileExplorer

Desktop App

AR Tra L, SMENARF ER-FHREG RN THREUEETAREIIIRK. FEIIETRA
Xk, RIEEEREE, XEXGRAGILIESFXHRINARERF.
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L

Q, search Workspace

Access 2016 cen
* Desktop App
o

Anaqua
+ Web

»

Ariba cen
+ Web

Ariba Guided Buying
& Web

~,
~

Artifactory -repo
& Desktop App

Bitbucket -code
+ Desktop App

Case Tracker
& Desktop App

Chrome
+ Desktop App

Chrome
+ Desktop App

Citrite Concierge
& Web

Citrix Account Unlock
& Web

Citrix Blogs
+ Web

@@Qﬁ'm@© O 10

- - Oe

EFR X G, FRIEEERFHMSRVECE B B3N AR FRYSR.
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% 5hi& & _ERIF 25 (Jlen-us/storefront/2507-Itsr/media/end-user-experience/wsui-mobile-

subcategory-with-app-resized.png)

SEETF
SEETF 2RFE A AR ESE,

Wi 55 FI N AR
BIANBRT, A ALGEI MEER b #0 R FET R ORI KK
BERTANERLRT XRT REUTHE :

.+ auto - ARFREMRIKIEE, BRFTLUTERR
+ mandatory - B FRTRFIAL RIRHIE, P TEEITEMIR,

BRAYIER, HEH ERRLAKER, IREAKER, FELARFTTEETATE
E,

ERNARFNSHE
FIF ET A A SRR LA XSRS AR A, WK 2 TESIRINER,

FEERLE R (/len-us/storefront/2507-Itsr/media/end-user-experience/enhanced-search.png)
anE AR

FRFRIER EohEER EEERTE,

Rz FA 2 Fr F SR E R,

BaME 2R 1E Studio FECERINBIZF BN, AR RUREBEENE N BERF.

NFAENRHE, ERETHRRS. BXFAGER, HEH BRRS.

BEMGHR(E

s ER B RTERE (BRSENR) NAFPRMHTHEXRENRRNR EREDE LT
X B

- TAKESIIANBER - EoNENERIIVAREFHEH. NRIEE X TAREER
&, WREITASERR, ARBRIRE.
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o ZAINBMRISK - ANBWGER, HEERE ERETF L, X58HEF EEHERNNR.
PELC-PI=I= g =)

- BRFAGER - TA—THEED, HhaSNAERSSERET,
« WFHENKEE, FIReRHMNNERERIEE. AXIFAER, B2 BIRIEE

RiE
FRBITEE Ul A LA ARKETE IR e R .

Settings Advanced

Advanced
Change Password

Change Password

Apps and Desktops Launch Preference

Current Method:
Apps and desktops will Launch in your Citrix Workspace app on your device (Recommended).

Verify connection

Download Workspace Configuration
Add the workspace URL and other configuration details to the Workspace app on your device.
o You must have Citrix Workspace installed to use the configuration file. Download Workspace app

Download configuration file

Download and open the file, then click Add to update the Workspace app.

EED

NRAFERARFRAMBRSMNIIEER, HE StoreFront EBE7 SLIFAF R EERE, AR
SENEARBEED, MRAFERILERS, WSHRA—TEO, T MNEERRAIBEENH
=iy
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Change Password
User name:
test\joe-bloggs

Old password:

Mew password:

Confirm password:

—

R 2R MR E /B 5 E %

HEAMENGEN, XRETNBEFBEMLNEEEFREE, BETE Citrix Workspace N FATZ
FHER, SE BT AP RILUE Citrix Workspace N ATERHFTHRY ICA X3RS,

FA P B LSRR BIEERE LUFTFF Citrix Workspace N F2F I RR.,

T&# Workspace EZiE

HERAMLNHERE, BRAUTE MY, ZXMHBETFEE Citrix Workspace T2 LIS
FNAEE. EERLLINEE, 155 [IFRZ AP T# Citrix Workspace R 2R ECESX 4

B3R Citrix Workspace N FHTEFF

—BEERERT E:K Citrix Workspace NAIEF, RZEBPMITEEXNEESHFER Citrix
Workspace Web & F i,
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SR ZEEHEIEN S PR ANARIE URL RijiR Web R IREY, MIISEFERILUTML, #x
A ANN AR,

@ Citrix.

Citrix Workspace app required

‘Your administrator requires you to use the locally installed Citrix

Workspace app for authentication and store access

Select Open on the dialog shown by your browser. If the dialog does

not appear, select Open Citrix Workspace.

1. B $TFF Citrix Workspace,
EFIHINSIEFIA, HE Citrix Workspace M AR BB EAMEZEERAFIEE L,
I FTFF Citrix Workspace BEhas 187, EXRBAFPITHAAVINBARER.

2. B3 FTFF Citrix Workspace R T2,

MRAFE S WRREEIRIIERE BT FTH Citrix Workspace WAERF, Wil
MU ERA RN ARE:
« BJTEAH Citrix Workspace N 25 3F5) £ GIFARINAI N A RIS URL.
« AT % Citrix Workspace AR T HEEE. BERCE NEPEE, 1§55 Citrix Workspace [
FRiZFERE,
- lEMRLRPIEENEEE, ZigmRE T REMITH Citrix Workspace N FRIZF R34 i FH,
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@ Citrix.

Citrix Workspace app required

Your sdministrator reguires you B0 use the locally insiafled Cina

W00 S50 I Buthonlication B S1660 BEEaiL

Saloct QOpen on the dislog shown by your browsar, 1 tha dalog does
ol sppear, olect Open Citriz Workapace

Alraady have the Citrix Workspace app installed

Copy your stone LIAL, open tha Citrix Workspace BpD on your device, and then
st tha UL whan promgt ed.

]

D't havess the app? Dot 1 Cilrin Wiapsso sp0 bor msz05

Harving budi with installation of epesing T Fosd s our stop-by-itep pada

If issases persist, cONBCT your System sdministrabor.

= g

SNRAFE iPad _LfERA Safari Xikds, NHHRTENHES Mac REIXDFHK. Fit, BFRL
BT FRIETEGERA iPad FEREF BELARSE B BhN NN ARSI

Linux 1 ChromeOS A FEAINEEE, RHitb, XEi&E ERSHI FTFF Citrix
Workspace B&hg8 {2, EXMMERT, AR ESEFIEAMNBERT RN AEE
URL., BXIFER, B2H FohRMMEREE,

B RhZRN0 L A P fE
TE3Z55RY Citrix Workspace NAZFhA L, ERBIAINAREE. SERANT :

BIERG HBMRAE
ME 24.9.0 XKEBEEARA
Mac 24.5.0 HERRE
Z &8 i0S 24.9.0 REFSRA
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p=3_

Linux #1 ChromeOS FEARZFRNARIMNARERE, FH7E Windows 1 Mac F&_ EEBIRA
ER, EXMBERT, BREEEAVINBAREFTFHAININARE URL, BXIFHER, B
BiRFohARINN B ERE,

A\ Add new store?

Ensure the store URL is from a trusted source 10 avoid
SEcurity risks.

gl —

|m Sy

B AN A FRE

BifE, ANNARFZBHRENKSSEFRMANNARE URL, HERSMNRIETTEHABAE
FRo BIIHITEMIIEE, AR RIERIAA Citrix Workspace N2 FRIE T,

FRIANN N AP IE

WMRAN R BIERF TR F 2 AR AREE X IE >k B ahIAN A RIS URL, AP eI AF oL
FREEIEZRNNR Citrix Workspace N FTER.

@ Citrix.

Use the Citrix Workspace app

The Citrix Worlspace deskiop app |5 required 1o access this sione.

Seloct Open on the dalog shown by your browser. I the disleg does
nod sppsearn, sebect Open Clbrla Workepace.

Dipen Cilrix Werkspace

Already have the Ciirix Workspace app eatalled?

Copy your ione URL. open the Citrx Workipacs app on your divico. and then
Pkl ha AL whish promgtiod.

o =

Don't have the app? Doaniosd Criris Workspacs 3 o mpc (5

Harving issues with installation of opeming ? Fosd o our step-by-step pude

1T inosth pepe il , Eonlac] your syslam sdsanintiater
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1. MANEEHIMD & FIRZ RS URL, FHRFEMLME] IDEER Citrix Workspace T1H,

Welcome to Citrix Workspace

Enter your Store URL or email address

2. BEREE,

IERBEMHIEE URL f§, Citrix Workspace N ARZF2EREMIIENEMEEAFRER. RIHITE
RIIERE, P RIMUERIZAM Citrix Workspace M EFIETT,

Citrix Workspace N FATEFFHT

MEF Citrix Workspace FRf
T Web X% 2814 RN FAFEIERY, Witr]aes 2R XODMER Citrix Workspace &, XiEH T
TER
« APERIEE Web JISREERITHEAREIE, SIEER Web X% 88 P RYIE S BURSHTF R AR
J&o
- BENENEIN i E F“ZE Citrix Workspace M RFEHFTH =L BFIER"

« FNRKZRLE Citrix Web Extension, & RKME] Citrix Workspace RZFEFEF. IR Citrix Web
Extension 12 Citrix Workspace N ERE, MEBLI LS BEHERIATE Citrix Workspace N
EFRHE.

o IGRBVIRERFALIF Citrix Workspace BE25.
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@ Citrix Workspace

Welcome to Citrix Workspace

For the best experience, use the full set of features bundled with Citrix
Workspace for Windows. Click Detect Workspace to get started.

Detect Workspace

If you do not want to detect/install Citrix Workspace you can use the light
version, with fewer features, in your browser.

Use web browser

BRI MITUATE—RE -

o MNRFLEARMMELEER Citrix Workspace N HZFHRENEIR, EEZFE KM Citrix Workspace
MABERF . EIGAFITLER S RERK,

o EFER Web MW LURLKREN KRERREMNHER, HETURTE BrhEED RE N LA %
BRI A,

Citrix Workspace N RTEFHNIRE

L P EE KMl Citrix Workspace MR By, MitaE R Citrix Workspace N 244N R

. ItRES=IRITFF Citrix Workspace Launcher, T2 Citrix Workspace W 2R — 1A

o GNRBE L Citrix Workspace M BIERF, MHHIERcER—EE, ERIBT Citrix

Workspace Launcher, 2 &4TFF Citrix Workspace Launcher’s{ T (EABURTFN1E

) o BNMITREIEZFWMAEYF domain £ XXM AR PFTAILEHEE" (SELLED, BiE
BURTFRLEER) , B REREmZRIE HIE R,
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z‘ 0 @ Citrix Workspace x IS - = *
< @] (51 httpsy// JCitrix/StoreWeb/#/home Ay e e &
i [——)

This site is trying to open Citrix Workspace Launcher.
wants to open this application.

D Always allow storefrontlbeuxaeaad.com to open links of this type in the associated app

Just a moment, we're detecting if Citrix Workspace is
already installed.

Select Open or Allow on the dialog shown by your browser. If the dialog
does not appear, select Download.

[[] | agree with the Citrix license agreement

Detect again  Use web browser  Skip detection  Security details

cifrix

RPWEIMN IRERS AR INEE,

INRINEB A ZERY Citrix Workspace AR, N/IHHERHEET— 1 RE. SAFPKE
Boh& R, ©R{ER Citrix Workspace Launcher FEAMIZ22ERY Citrix Workspace N AATEFHFTH
Hilfo
gNSRK &% Citrix Workspace T2, S&EMFPEURT Citrix Workspace Enhas, ABAfiIATRE
KRBELTEIN

« T&#i - M Citrix P42 Citrix Workspace N BTEF. BERCELXD, EZ(H Citrix Workspace

R RERIRE,
o BRI - S BRI AR ZEER Citrix Workspace N TR

o 5/ Web N%I8% - Bkid Workspace MFTEFIQM, HIALTE Web XEERFITHER. XH B
HENED IGE A WLRAPERE B, AP eI,
o BN - a0 22 T A5 Citrix Workspace Launcher 3 Citrix Web ¥ ERIIRAR Citrix
Receiver, MBEAEALLIEDL, WRMITEZRLIED, Hti1ESoiEMNAREFHE@E, K
SR TH " .ica XfF, ftITRILLEER Citrix Workspace W BIEFITHFIZX ., WEMES
Bohee 2 MK, FHEINEERR ZRALhED,
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EE)ETRAR

mEEERE— B RMRANINEE, AUEMARENEEERR. BIEEMIRE EXNERNA
BEFNEERITRERE, CRETILFNE, ARAULTEMEERIERE, ERJATES
BEWRIE, NMRERRFERAFERFE AL 1EEE.

ENEESRERETYAEFNSENERYIR, XEVARFMKEANELRIRE LLTER
K&, MEEERERENRIENEERE LHENLtt, BFALUEIELENEEREIIRES
FR, ZENMITRE ENEEXHERSE, URBigERRIER,

p=3_

NREEREBEIBEEAP T EEREC EIERET, 15 REIFHNN SR AT EARE
BIREPERNEE. BT RRESENEESFERENMN EERE, ZERA XA M
BR. BXBEAER, BSHN.

FoREMF

TETIEIESRTHEEEE Citrix Desktops as a Service 3, Citrix Virtual Apps™ and Desktop 2311 XE &
MR, WNRIEERREREIRAR Citrix Virtual Apps and Desktops, NEEHEIESSFAEBREAS
&, ELEINREET SRR,

BERFIRS R EsEER 1, PR RENEES.
ERENEES
) ERa ERVERIN BREFMKERU T AN E,

- EYANIRE LR TFIEDRSHNAREFNKES RO AT ELIEEET,
- FEMEE LR TENRSHNABREFMREYIRDAE TESIT T
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RAPALGETREHENIIEIES (...) RENNAREFRKEHRITU TR

- BTAER | TRERECHAER, ENARFNRENERGET.

« W NERIRIETHE. REPHRENAREFER X, HRERRFRENXHERTER.
« XHl: X FEKAERNSH,

o SREHI XA | FEHIEAR SRS X R EE IR

- EFED . XAKEHERZD.

« KR : (RTF S RPASH X T B EIR.

- I8 : BEhHIRE LT RIRSHIH B

LApapEE SN VE R e Z I E

I EERERAAFEEEEEAMBTEUI A ERRCTHNAREFMEE, FXNERAT
1B, REUUBIBMEEARESEHTER, FREMP BT NITRIE. MFE
BEORIE (PIIEHES X)) RITIREEB TR R RERHHERRE,

B FRERE RIS 1E (/en-us/storefront/2507-Itsr/media/end-user-experience/activity-manager-

disconnected-icon.png)

- I ERNNARFNREASREEEERGERLE, HEANAERERET.
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- BIFREENN AR RS NN, H AR RREREHET.

Wr &R =1E (/en-us/storefront/2507-Itsr/media/end-user-experience/wsui-disconnected-

options.png)
RARFPLEE B HERS RN EAERRNRERITUTIRE !
o | EALETR NITFHEEN RE T, RIETHFIENAREREN XHE, HEEFARRFRE
RIS HEB I E Ko
o XM (EFLLIER] X HMT A IEZER R Eo
o BRHIXH : ANREIMELARBA, 15 LETERE) X R EEN K ETR.
- EFER | EALRTR X AHEHE I FEENRE,

ar)ERS FMERNRIENITAERT T,

« ANRA @R K ESE R B Citrix® Workspace, FHErAFAMEIE, NZREFHLERT HISE
LT BR, —BERFP XAHEFHITHEEIES, HANKIERBEZESEIT T,

« NRAPERE Citrix Workspace N BREFHTAERMEIE, NEANSIERMNSIFTRAESL, B
2, —BRFPBRXAHEFITHEEIESS, MANSIENRERESRIT T

ENEEIEHRTEENNAEFNSE

EERINEATTRLAABMETT AR AERNNAREFNRSERE, BERIREZET
RIEEMARERHEE, ThaeTEIXE WU TIEFRRYIGE], THRERMEHRIT AN AER
SHo

EEERD CE RN AREFERE !

- JFECHEERS, ARBEHRRI,
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L]
-

oo

Activity Manager

0N THIS DEVICE

Desktops

B MIC Windaws 11 550 &cpu DE.II’! e

Broy

L
L]
-

=%
- PEEEERA (..), RERHEFEE

g8 Vv
Activity Manager o
RUNNING REMOTELY
Desktops
B MIC Windows 11 S50 8cpu DEV D
Windows 11 Single S«
= e Reconnect
Log out
Shutdown
Restart
Force quit
Transfer

B EERE NNE EXEFNEEFT A B ERNER.
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FRENNAEFNRE

R ITREBAREENNAEFNESENEMEEEHEI SRS, BRRNARFNR
H, FREBUTTRIRE:

1. BHERSIE (.), AREHERE

g8 v
Activity Manager L
RUNNING REMOTELY
Desktops
B MIC Windows 11 S50 8cpu DEV E

0 Windows 11 Single S¢ oo oot

Log aut

Shutdown
Restart

Force quit

Transfer

2. FERBINHERESR S FE.

A\ Transfer resource to this device?

The active session for S TS W will be transferred to this device.

ARERIENRER, SN EDERERTHERIRE LSO TEREN,
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L]
-

oo

Activity Manager

Desktops

B MIC Windows 11 SSD 8cpu DEV - Citrix ... ==»

Broy

e

PREEFIIR 8 ERERIE
PRERFNNK & THEES PR P ENERNRIRERIRE, AERENTEME €], NmitzRF A
R, XMXTETHAMER, T@EIBROIENRE B9EEE T AP T{FRE.

BIREER, BEERFSSEFIRERINEE, MAHEERERE, FitdiEd, EMSENRE
(RAM) AR REERIERGHE L, MELREASNRERDE. EMREHEEIN, EMRE
B RAM AR MNIRERGHERE , BRNARFNHEZNE EORESTERE

RERINEEE A T XN EEEF LN D ENEREERH. ZEANKEDRE, EERFTEEREETE
18REHTE Azure # Citrix DaaS FERBMINEE. BXEZER, BEHLIZRKREN VM (Fi%
hR) o

HEERE=IE -
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Activity Manager

OM THIS DEVICE
Desktops
M UK_TWin10_1540

M UK_TW Disconnect

Applications Logout

5 IDBadl Hibernate

w Workd,
Shut down

Ariba C

Restart
@& Micros

Force quit
RUNNING REMOTELY
Desktops

M UK_TWin10_1540 0

Applications (UK_TWin_12312312... &

ZL  Zendesk %

£ lira x

BRERERE, APAINEE =R (..), ARRERIE R, AR REARE LTS, fE
FERR. KRERES, REFKRNEEEERR PIKRIER D,
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Activity Manager Activity Manager

N THIS DEVI
ON THIS DEVICE 0 DEVICE

Desktops
Desktops

B UK_TWin10_1541
M UK_TWin10_1540

Applications (UK_TWin10_1540
B UK_TWin10_1541 PP (UK _1540)

3 ID Badge Photo Portal X
Applications (UK_TWin10_1540) W Workday X
= ID Badge Photo Portal » Ariba Guided Buying ¥
w Workday X - @ Microsoft Powerpoint *
Ariba Guided Buying X
@& Microsoft Powerpoint X RUNNING REMGTELY
Desktops
M UK_TWin10_1540 O
RUNNING REMOTELY
Desktops Applications (UK_TWin_12312312... @
L  Zendesk X
B UK_TWin10_1540 o .-
£ lira x

Applications (UK_TWin_12312312... &

© lira X B UK_TWin10_1540

R EHRENKERE

AREEM RERIE AL AR EEER PRV REER 500 TR, ZRE AEENEERIE, BARTUEE
=R (..), AEREIRE ET,
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Activity Manager

OM THIS DEVICE
Desktops

B UK_TWin10_1541 en

Applications (UK_TWin10_1540)

% |D Badge Photo Portal >
W Workday >
Ariba Guided Buying o
@& Microsoft Powerpoint o
RUNNING REMOTELY
Desktops
B UK_TWin10_1540 O -
Applications (UK_TWin_12312312... @ was
3L Zendesk p4
£ lJira x>
IN HIBERMATION
B UK_TWinl0_1540
Resume ]

BReEREEnE, SEFIRE,
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Activity Manager Activity Manager

ON THIS DEVICE ON THIS DEVICE

Desktops Des<kt
ops

B UK_TWinl0_1541
B  UK_TWinl0_1540

Applications (UK_TWin10_1540) B UK TWinl0 1541 .

5 |DBadge Photo Portal X
w  Workday X Applications (UK_TWin10_1540) e
Ariba Guided Buying % 5 ID Badge Photo Portal X
@& Microsoft Powerpoint b4 w Workday x
‘ Ariba Guided Buying X
RUNNING REMOTELY @ Microsoft Powerpoint X
Desktops
E UK TWin10.1540 Q RUNNING REMOTELY
Applications (UK_TWin_12312312... & --- Desktops
2L Zendesk b4 ® UK TWin10_1540 Q --
© lira x
Applications (UK_TWin_12312312... & ---
IN HIBERMATION 2 Zendesk »
M UK_TWinl0_1540 Resuming... © Jira X

SENKREEREE
IR
SERWFEER BTN, MBBRUT R :

- HENBERERBRIERERY, Hb SEALE REN SAAFERFEEIERN (@S
;EO o
« HEHBERUTEEN BREE,

« &M Citrix DaaS 5§ Citrix Virtual Apps™ and Desktops 2511 B E & kA% o
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@ Citrix workspace Q, Search Workspace

(n/u]
e0
=

% Contact Support @ Help & Google Drive > Change password " Slack test

Good evening, Mary

Monday, March 24, 2025

Home  Apps Desktops

7 P, P, P &

e RS 1 CERY
>
_ % o ¢ l b
m Defragment and Microsoft Azure Microsoft Edge Office365 Paint
Optimize Drives Services

Powered On Desktop App Desktop App Desktop App Web Desktop App

wsuistgvda

Desktop

AR ERUATEIFRE :

B . HENEXHBESFRET,

HREER © BN TARIERS, HAMREEREFIEE, AEHEIEEERRVNEE.,
IEEFAN . &F BXH = AEER RS BHREERER, EBRRAEETFER.

BN . RELTEDRSHEEST. XTFEARR, BEAFPHAERE, BRASEER
WRF BN RS

- EEXH . APERXV.

REEROHBIF—R, REERAFREREEE ENERSRZENRR. SAPFETREESR

FRE LR, =ERERRBIFBVEIE,

BEia)=E

- HEEHZITEREENREA—N, VARBEIRRETHMEEFN—BNERRS, BRE
— NRESTHE.

B R{E

B ENESETERSE (BRSE) NAFRERXIZEILENR NTEREENSERHE
M, EHEEMZIE, BARBURTHIRIYHABERKS.
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Home Apa RFSEE
More options

ﬁ LN ﬁ

- =

Open Desktop

Assigned Desk K
Restart

Fowered or )

Add to favorites

View Details

Shut down

Force shutdown

Hibernate

« $THRNHA - BENEFTERTINA.

- EFED - BoEFENEM. NERTENRNEREERE,

o XMl - BHERE XV, NERATENENEFREERH.,

o SREIXH - SBE XA EAER. NERTENENEREERHE.

- (KR - FEAREETHRIERS. NERTEBRAKRENENE N EEFREERHE.
- IRE - RTAREMRIRRSHREE, (CERTERRMRIEINENENECEREERH,
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RIPIERY StoreFront 2P

AXEBEANBTEEPENEE StoreFront N AIRELMARAR 2 MRS H.

RELRP 2k

BE, REBFPYNERR StoreFront HTERIIE, &M StoreFront AIEM Citrix Gateway i#
TEMIIE. BXURASHRIEAENFAER, BERSHRIE,

SERZLRAFPNEE

Citrix FINfEA HTTPS FRIFEFIRE S StoreFront Z [B)8YiEE, XAIMAREREFimS StoreFront Z
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BXFMER, 1FESIR NetScaler X1,

#ETM 4 - NetScaler Gateway

IR A& NetScaler Gateway E3EEF] StoreFront, MBIILTE VPN EBIIRSSSS EACE HSTS, X
HEEIFAL R, EHERT NetScaler FRFKR 8 LUK StoreFront L ERITIE,

IEBAIESIR (CRL) &
b))

1ZE] LAY StoreFront EBEAERBAHMBEFRMIETIE (CRL) & CVAD R(HEHIZFEMAR TLS
IEBHPIRTS. MREIUATIER, ErIRERERHEINIERAIISIERR :

- WIINRAPERE

- CAEME

« XEXREEH

o IEPEHBL

p=—

XY StoreFront 5 Citrix Virtual Apps and Desktops 3 {1228 2 [B)EFH HTTPS E#&ZES, &
FHFHEXR. SRAEHIZRN HTTP EEAFTEIEH, R, LthabiEREY Store Y
-CertRevocationPolicy & & T o

StoreFront 2#F#FHH CRL 34 = (CDP) it F# BHIAMZEAIERE B 515K (CRL),
StoreFront X% #5528 CRL : A% 8 & CRL,
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CRL &= (CDP) ' B

StoreFront A& 3K H Citrix Virtual Apps and Desktops T2 AR, XL HI28 EEE
HF5|55EE %A CRLHANERHFIER. ATKRNHBLIERE#R B, StoreFront K7REBFER
CDP IEBRY BHENXH URL 2—ihRIE 4 %H CRL,

w48 CLR ¥ EBal BHIEBREEE (/en-us/storefront/2507-Itsr/media/stores/clr-distribution-point-

extensions-blur.png)

CRL &75i8lPg
T {F StoreFront RS MEZ(F1ZHI28 EE RIHIEH, 1546% CA B CRL AiElfR. 4RiE
CLR &= BHEM, LUEEGEEENAPREMEHINGIE CLR XfmiElfREE,

2 R HIEBE % (/en-us/storefront/2507-Itsr/media/stores/revoked-certificate-properties.png)

EF i CRL &77

Windows N EAEMIIS R P IR AMEF CRL. RIBELSAMEER CRLIHE, FRTHEHRN
CRL,

StoreFront MIE+Hm 5T (CRL) BYia

WP R EH T T StoreFront 1518) CRL BYBES]. BFHZEFE StoreFront #{alBx %R &% CRL BY
Web BRSZ 2R EIFBIMM AN (CA), LUK StoreFront 4{A#EUK CRL E#,

A EEHIaR L AREREIL CA MIFLBIEH

EEHBIE CATIES, StoreFront FE—MEMREEREI CAF—TBE&HB CRL, StoreFront
A ATEIRRVABLRFAE ML AR % CRL. B XEEB{ CA UL CDP I BHNER, BESH
Microsoft X1, TEECE CA NS S CDP ¥ BZRIFERR |2 E A ERRER IR EE M
Ko

StoreFront # Citrix Virtual Apps and Desktops AR5 25:8 % (I FFo:E1519) Internet BIPREFLE WL
P, EXMFRT, MEMRRE CA,

RIS ERNER AL CA IRHHES

StoreFront fR5528#0 Citrix Virtual Apps and Desktops 32 {12228 AT IAER AN CA fMARIIES,
StoreFront #4ZAEIE BT Internet BXFR A CA BY Web ARS388, £/ CDP ¥ EB®5|FAHY URL, 4
RNHIEBHAHEGE, StoreFront ToiAERH CDP URL & CRL &4, NI StoreFront Toi&AHAT
CRL 2%,
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ERIEP MR

E{F A PowerShell E&HRIRIZE, 15517 cmdlet Get-STFStoreFarmConfiguration F1E4:
HRPEFRBM certRevocationPolicy o 40 :

$store=Get-STFStoreService -VirtualPath '/Citrix/Store'

(Get-STFStoreFarmConfiguration -StoreService $store).CertRevocationPolicy

ECIEIE T R HEREE

EFH PowerShell HTEEIRBIE B R HERER, 1HSITHESE -CertRevocationPolicy Y cmdlet

Set-STFStoreFarmConfiguration o

CertRevocationPolicy EIMAILUISKE AL TE :

GE ETEBUN
NoCheck StoreFront AQEA{FHEHIZS LIEBI B

Ao StoreFront h= MERE R HIEBRI(T
RIS ME R R, X2RINEE,

AT XRHRETEMED, StoreFront Eif@dEx %R
AT EHI2R EIEHAY CDP ¥ BH5 | FRY URL
SRIREX CRL, SR CRL RAJH, mEIR(TIZH]
R EFEANIERE® B, StoreFront &
M HERIBFES, MRIEPBEFER, URL
AIUIEAMNER Web ARSS 25 ; MMRIEBERHLH
CAMARY, WAIEELE Internet Web RS
230

i
S5
I}

StoreFront ZIXEX R (I HIZFIETHY CDP ¥
B &I URL, W1R StoreFront ToiEAMiXLE
URL JREX CRL BIA, EHARIFMIR TSR
WESERR, 2R StoreFront FINFKEY CRL FH
RAFEFIBFHNERBEM B, N StoreFront &
KSMERR. WRIEPBEFED, URL AIUIE
EANER Web R385 ; SRIEBEHELHE CA M
A8, WA IEMEAE Internet Web ARSZ 28,

dt

&35 18] NHEE XS AZ StoreFront fR5585 EHY
Citrix Delivery Servers iEPB7ZEHHI CRL,
StoreFront fR=1REXF CDP I BHiEERE
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RE PN

fi] URL, #2 StoreFront ToiA5KEY CRL ByZA
HBIA, EIRARTFMNRGEFIZRE R TR,
208 StoreFront M Citrix Delivery Servers
IEPEEPIRE CRL FIAMBEIAR, HERTE
FIBRRVIEREM M, N StoreFront ARHEEE

BN
$StorevVirtualPath = "/Citrix/Store"

$StoreObject = Get-STFStoreService -VirtualPath $StoreVirtualPath

Set-STFStoreFarmConfiguration -StoreService $StoreObject
-CertRevocationPolicy "MustCheck"

MREBEZINEENE, BEFENAEIE LE £ thidFE, -CertRevocationPolicy @ — W AMEE
RANMIEE, EHMMA $StoreVirtualPath F¥5E MY A B IS EC BRI PR A 3 12 HI85.

1£ StoreFront fR5333 E{EAAHME AR CRL
THRERAMS AN CRL, B Citrix® FAEINXEM EA -

o TEHRZ StoreFront [RZB AR DI EES, SIITEUEENER.
o BXBRHIERE, TS StoreFront [R55238 EFohE# CRL, WXRITEFEE Active
Directory i5{# & CDP " BB &% M CRL.

2N -CertRevocationPolicy i& & “NoNetworkAccess”, HBIEBNEN CRL B D L BIFRE
StoreFront ARS388, MBI FERAAMEZEEHEFHH CRL,

ERAXHS AN CLR

1. ¥ CRL & #lF| StoreFront fR5525MVRE. 1R StoreFront AR5 88 EARS AN —ELD, BRE
£ HI12)LAHYFRAE StoreFront AR5 2%,

2. {THF MMC B ST, HikE XM > FINMIBREESE T > iEH > HHEYVWMKR > Citrix Delivery
Services IEBEE,

3. ARBLEHEE FEHRS > 8A, AENKE .CRL XHHEE IBEMEXH > 1T > AT
IEBHMALL TS > Citrix 324S5,
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i Consolel - [Console Root\Certificates (Local Computer)\Citrix Delivery Services\Certificate Revocation List]
ﬁ File Action View Favorites Window Help
e 2@ 0 c= HE
“| Censole Root Issued By a Effective Date  Next Update
v G Certificates (Local Computer) -DCOI-CA,  com 04/07/2019 04/07/2019
w | Personal
_ Certificate Revocation List
[ Certificates
s || Trusted Root Certification Authorities
| Certificates
» __| Enterprise Trust
| Intermediate Certification Authorities
» || Trusted Publishers
» | Untrusted Certificates
» | Third-Party Root Certification Authorities
| Trusted People
| Client Authentication |ssuers
, || Preview Build Roots
~ | Citrix Delivery Services
| Certificate Revocation List
[ Certificates
| Local NonRemovable Certificates
» | Remote Desktop
| Certificate Enrollment Requests
» 71 Smart Card Trusted Roots
| Trusted Devices
» | Web Hosting
~| Windows Live ID Token lssuer

5@t PowerShell S 1TI% CRL FiNAI Citrix 32{IPRZIFBIEAE
1. & StoreFront 755 .CRL X4 £ #12Y 81 BFPHEHE.
2. ¥TF PowerShell ISE Hi%#F UEBRIFMDIET.

3. BITUTEaS !

certutil -addstore "Citrix Delivery Services"
"$env:UserProfile\Desktop\Example-DCO1-CA.crl"

SNRAL, FHREIUTAR :

Citrix Delivery Services
CRL "CN=Example-DCO1-CA, DC=example, DC=com" added to store.

CertUtil: -addstore command completed successfully.
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ERIER L S ERTA, BERAB R CRL 2 4R IERZERBIFRE StoreFront AR3528.

fEARRSTHEHISFH XML F31R1E

&R LUECE StoreFront P R I8IEZEHE44 Citrix Virtual Apps and Desktops 32 {1#2HI28, 1R
R{TEEHSS LRI REWBE, BPRTEAER StoreFront, X7 A AEM, FAMRHRFN
Active Directory B P #1732 18R Citrix Virtual Apps and Desktops {4485 LRI B EH B
5, i ARIZEERBER StoreFront,

AP BRRIEERA T2
1. BB L—1 BEFFEUHTIERRENE Bhml, IEEFHELUETIERHRH.
2. 1®EE BT XML [RENE D IIUE PRSI, BB T2 AR HTTPS,

REATIEBRHEREN XML S 3EIERS

N YIRIEEREDEA XML SR I0IER FEE XS I,
= g

StoreFront Sz F MM FERN B S M INIEARSSHIRE, HENSAREESSMINIERSZ
B —3X—BREf, EXMMER T, BTN ATRIFAEEFERESBRNSHIRIERSHITX

LB,

ARIEB R HERERENSMIIERSTIRENERRE. &, WRFABEERNSHILIE
ECEEAER, WeEINZ T EEERENHZENFMNINIERS.

B3 30IEARS PowerShell cmdlet 2 5 Set-STFStoreFarmConfiguration E3XHY cmdlet,
H It FEEFMAFR PowerShell 5%, ERBIEERD FHERBIMERE (/zh-cn/storefront/2507-

ltsr/secure/certificate-revocation-list-checking.html#certificate-revocation-policy-settings).

1. ¥TFF PowerShell ISE Fi%#E U EB R FHE1T.

$SiteID = 1
$StorevVirtualPath = "/Citrix/Store"

$AuthVvirtualPath = "/Citrix/StoreAuth"
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2. EERT XML HRIIEREERS . SMIIERSMATZERIZE™, HARZAZER SR ENEIE
foiE.

$StoreObject = Get-STFStoreService -SitelId $SiteID -VirtualPath
$StorevirtualPath

$FarmObject
IICVADII

Get-STFStoreFarm -StoreService $StoreObject -FarmName

$AuthObject = Get-STFAuthenticationService -SiteID $SiteID -VirtualPath
$AuthVirtualPath

3. IERHHIIEARSS A CertRevocationPolicy B 1% B

$AuthObject.FarmsConfiguration.CertRevocationPolicy = "FullCheck"
$AuthObject.Save()

Enable-STFXmlServiceAuthentication -AuthenticationService $AuthObject
-Farm $FarmObject

4. BINEBEIREERBIESHERT.

$AuthObject = Get-STFAuthenticationService -SiteID 1 -VirtualPath
$AuthVirtualPath

$AuthObject.FarmsConfiguration.CertRevocationPolicy

A B Windows BHEEREIR

B CRLIEER, HBIRATE StoreFront k5528 £AY Windows BEHEERPIRES.
BT HEHERS .

 1f StoreFront fRs588 LA B1T
o #A eventvwr, A% Enter,

- E'NARFMRS HERK Citrix Delivery Services Eff,
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BIRTA | BETERREE R HIEBRN (GG

An SSL connection could not be established: An error occurred during SSL
crytography: Access is denied.

This message was reported from the Citrix XML Service at address https://
deliverycontrollerTLS.domain.com/scripts/wpnbr.dll.

The specified Citrix XML Service could not be contacted and has been
temporarily removed from the list of active services.

BiRTA  MRAFPE XML BAEIERKIEESER, WEEB Web hik Receiver BIFHIR

An unexpected response was received during the authentication process.

Citrix.DeliveryServicesClients.Authentication.Exceptions.ExplicitAuthentic
ationFailure,

Citrix.DeliveryServicesClients.Authentication, Version=3.20.0.0,

Culture=neutral, PublicKeyToken=null

General Authentication Failure

ExplicitResult.State: 5

AuthenticationControllerRequestUrl:

https://storefront.example.com/Citrix/StoreWeb/ExplicitAuth/LoginAttempt
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ActionType: LoginAttempt

at

Citrix.Web.AuthControllers.Controllers.ExplicitAuthController.GetExplicitA
uthResult (ActionType

type, Dictionary 2 postParams)

ICA® NH&HFE4

StoreFront IRH#F % ICA XHRNED, MUEZHFIEINEER Citrix Workspace N FAFERFhRAS AT A
KIEX M EERBEZEERIR. 3 StoreFront REAXGE4EY, AFREMNAERITAERR ICA
X4 FHEA StoreFront ARSB 2R T NIEBFEPIVERHITESR. ICA XHRIUAER StoreFront ARSS
8 LEITIIRMERAZINEMIRF B EHITE R, FZRNZBENREE ICA XHEBME P i
RRBEFER. NRELIERRY, ICAXHFFELBERFERNER TEMHLIET Citrix
Workspace N 2R, HEEBNRERTEZRELIXMH,

E AT StoreFront By ICAXHE%, IEBLNA ST AHEIFHIETEIRN. MRIEPELSERA
R, N RRiFZERRTHRFER. MRAIY BRERRET B, WSIFHIRENNEE
Bk SS 2R & 10 Ik,

T ICAXHE S, Citrix® BIER N RHIEBMA SIS H R IEB UL HIAREBI S
HRIEPH SSL I, MREFTEMNIEBMANRINEEIES, ERIUERINE SSLIEH
(PIENRRSSRIET) , HECEFRIRIEBMANDIERFHRED RERBFIKE.

ICAXHELRINER, EERA ICAXHES, BOMEEIEPBHEBEFEUERZIER, FRIER
&R T Windows B9 Citrix Workspace M AEFEEE AR EIEE, BUER ICAXGTH, &

XIFAMER, EEIA (/zh-cn/citrix-workspace-app-for-windows/security#ica-file-signing)o
AR

StoreFront 1 PowerShell =515 REERIBYFT . 1EfER PowerShell 5|5 &2 StoreFront
BCEZH, 1854 % A StoreFront BIRIZHIE, B, EFTH StoreFront #HI& 281, 1B*
FFRE PowerShell 24,
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1. 7% StoreFront fRS325 £, ITAEEITENIESR.

2. FHERIERARIER) Citrix Delivery Services iEH7Zf#,

3. fIFIES, HIWHARRENFHIZRIEL

4. {£F Set-STFStoreService PowerShell cmdlet ATEERE AT !

$storeService = Get-STFStoreService

Set-STFStoreService $storeService -IcaFileSigning $true
-IcaFileSigningCertificateThumbprint [certificatethumbprint]

Hep Bi&EAERINEREIENRE (250 o

MREBER SHA-1 UNNBHEEZE, 1BRIERERINESE -IcaFileSigningHashAlgorithm
FIFHIZE RN sha256. sha384 3 sha512,
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BEM D Hh

StoreFront 4 A IF 2 BEX G NEIE, 1BE2RUT EZ,

£ R
HE StoreFront RENEZFHARNVBAEXH, BT
ZETE B,
EHHEE StoreFront & EEEHFMEIZE A Windows
E L
4RETTH RS StoreFront RICFM4EEITHEES, ErJLUERMY

e e TR X LI AR

= StoreFront &fFEECEE R &XE] Citrix
Cloud,
Citrix Workspace N FRTEF 71 ACi& Citrix Workspace [ 2R LU IR & 3%

) Citrix Analytics

Citrix £ 51T Citrix Scout UWEBEX G EMRSE
B, EARXRLLZIFERM

HES
RERE

LG ENEY StoreFront BY, StoreFront ZEEFZRFATE C:\Windows\Temp\StoreFront B R EJE L
THEXH. XH2RETIZENNAGHEIEER.
« Citrix-DeliveryServicesRoleManager-*.log—1E X B X 24 StoreFront B 81,

« Citrix-DeliveryServicesSetupConsole-*.log—fE§##A &% StoreFront UMUK E AN EFR S
E# StoreFront BYBl&E,

« CitrixMsi-CitrixStoreFront-x64-* log—fE U B A T E2A 5 L2 ZEFMENE, StoreFront BT RIEE,
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PowerShell FIEEEZHISBAE

183t PowerShell SR EBIEHI G HITECEEHNRICRE C:\Program Files\Citrix\Receiver
StoreFront\Admin\logs A, HENXGLBSHSIREMTE, UKAIBTX D mSFESIRIETE
B

%ﬁ E Il.a\lai

StoreFront FFIZ¥THEE A c:\Program Files\Citrix\Receiver StoreFront\admin\trace

& v | trace

Home Share View
&« v 4 » ThisPC » Local Disk (C:) » Program Files > Citrix > Receiver StoreFront > Admin > trace
I Desktop L 4 MName Date modified Type Size
¥ Downloads * | AGServices000.svelog SVCLOG File 4KB
= Documents » ] ConfigurationReplication000.svclog SVCLOG File 0KB
= Pictures g :] CredentialWalletD00.svclog SVCLOG File 0 KB
StoreWeb j DomainServices000.svclog SVCLOG File 0 KB
j PeerNameResolutionServiceD00.svclog SVCLOG File 0KB
I This PC ) .
| ReadMe Text Document 1KB
I Desktop Roaming000.svclo SVCLOG File 295 KB
L 9 9
j Documents _] ServiceMonitor000.svclog SVCLOG File 0 KB
‘ Downloads j Store000.svclog SVCLOG File O KB
D Music J Store2Auth000.svclog SVCLOG File 0 KB
= Pictures | Store2Web000.svclog SVCLOG File 0KB
. || Store2000.svclog SVCLOG File 0KB
B videos e -
|| StoreAuth000.svclog SVCLOG File 0 KB
& Local Disk (C) :] StoreWeb000.svclog SVCLOG File T9KB
inetpub ] SubscriptionStore000.svclog SVCLOG File 0 KB
Logs
PerfLogs
Program Files

FINBER T, RIER Error. Warning 1 Info Z3IBER. EAZHIBERT, XEIEEBHEER
ZHTE a5,

E{EF PowerShell BE X BEIER, 1HETT cmdlet Set-STFDiagnostics o

e StoreFront ygﬁ/l\HE%EA_/l\ijﬂﬁ,\JE/u\j{q:o u\ﬁi*‘leﬁE;R—F’ /'g-' /u\j{q:ﬂij(jj ZOOMB,
F B StoreFront £ BRIBEEX G ZFIABETREEARZANTEHEX Y. IREFEBEXE
AWBEANSEE, BILUER -FileSizekb #1 -FileCount BEGHITLLIRIE,

s EFEHICEANFMERRT, BEAESE -TraceLevel ., NIFHIEN off . Error .

warning . Info ZY Verbose o

« ENFRERSZSIGEHTICREH, BEASH -All . TAIMUEA -Service [Service
name] ﬁ%AHERQEXEuﬂi
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FREICR

EAUERINIFARRICRUBTEE R, X3 Citrix® ZIFERNF FEXF M. XAJER
Imtee, FILHERFRTEME, B TraceLevel REJH Info o

ZEAFMARSER !

1. FREEXRMEIRE AR, E5) Windows PowerShell

2. MA®BT !
Set-STFDiagnostics -All -TracelLevel "Verbose" -confirm:$False

XRAFMEIRSERFM BEILSE, MEFRTHAIL. BALGSE, EaEHEG
StoreFront fR%%. FRF PowerShell B RFHREIUIGIEIRSE BB EFRREFEE), EXERESE
#TEshERIE], P RFEIE) StoreFront ARS8,

3. EMRBAERBE,
4. FFABERSHBAERIERESIKERIERINE !

Set-STFDiagnostics -All -TracelLevel "Info" -confirm:$False

11S BENXH

FKINBERT, IS 2FEMEKMBEEEA %SystemDrive%\inetpub\logs\LogFiles o & *i¥4H
8, 1EZI% Microsoft 314,

FHEE

StoreFront ZHFX HAIGIEARSS . N FAREEMMiE##1T Windows EHHEIZR. £ ERIEGE
KRB A StoreFront LBIEFBE, AIUERASEGHEERRT MHAREFMIRS BE > Citrix Delivery
Services I Windows Bi& > MRARF T&EF, EALUBEREBE MRS, BABEMMIEH
REX M REZEFIENEHNEE BEZEHE

BiER S

1. FERANXARERITAEMIIERS . NMARED Receiver for Web i sl web.config X1, X
LB ESFINMT c:\inetpub\wwwroot\Citrix\Authentication\ . C:
\inetpub\wwwroot\Citrix\storename\ #I Cc:
\inetpub\wwwroot\Citrix\storenameweb\ B3R, HM storename =EIEN BREERNIEE
SRy
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2. EXHHHBIUT TR,

<logger duplicateInterval="00:01:00" duplicateLimit="10">

AIAMBSR T, StoreFront BEEENNE & AERSFBRVRERBIAEDHH 10 1

3. B duplicateinterval BHME, LISEGIEE § HEXENEER QUMY S8M# L
fiI) o M duplicateLimit B4 IS EEIEENEERALTICRNE S XBEHE, UABER
hillo

L&k BEREI, RIBR—FESHE, BERESEENAEREN®ING, HEREIZIEE,
EEAETRRME, FER—RERW E , IETREE AERSFBEABRING,

MEREIT AR

StoreFront EAZMEREIT R, BEEEITHERE !

MFFRAE s, T REMINES, XA FEWindows BT A T#E.
ERRIEF, EEREMTE > TR,

. EI B BT + &5 ().

4. EEREHFLEENITHER. TITRMUTEU Citrix® FF LRI THE,

=

N

w

A

=

StoreFront 2% 8 StoreFront EEEF1E FH 4 AVENEIE & IXE) Citrix Cloud, X LEEEE T A3
AEBERE DDC MFAEARS 28 aEd =ik % es & X DaaS, B X FHER, 1B5EIH Citrix Virtual
Apps and Desktops 1,

StoreFront™ Q&
R
TS
FE fist NG
RRA 1IN AEAEEE SEE: )N 1.0
id RSN E—TRRTT d4ce7919-5d80-44de-

a8fa-102923feOead
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&2

st

£

prodVer

hE

E32

serverName

deploymentld

installedWithCVAD

cpuCores

cpuModel

ramGb

numServersinGroup

=S

rf\WebSites

it

CAS FiIRF=EREHM
=l it

£ Broker A& R EHABTHIBY
1812

EREMBIR miERE

StoreFront ik

iz

Bt

StoreFront S5{TFATEARS Y E
W%

StoreFront ERERIME—IRINRT

$§7R StoreFront 28/ 5 CVAD
—E%E

CPU OB 28K

51T StoreFront B CPU

M GB RENMIA RAM B2
RS ERAHRIARS 2R E

StoreFront Store fgi& JSON
blob, Store JtRAVEE, &
LEEITIL

StoreFront [MiLEZE JSON
blobo RFWeb Config ¥15RH
#8A

370

il

2011-08-12T20:17:46.384Z

OnPrem.StoreFront

3.30.0.0

il

storefront-01.storefront.local

f47ac10b-58cc-4372-
ab67-0e02b2c3d479

=
(==}

F128 BEFRR) BBEE(TVM)
i7-1255U 1.70 GHz

16

Nl
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7B it =l

APS Y79 JSON blob BIW X B2 & Gl
Mo X WMRAVERA

authServices Auth RSZECEB TSR, WU Al
JSON blob 2= — Auth
RSB I REA,

IsPiiScrambled =

ZEY stores BRI

{

"BaseUrl": "baseUrl",

"StorePath": "/",

"EnabledFeatures": 21 bit bitmap,

"ResourceTypeFilteringEnabled": "disabled|
Citrix.MPS.Application;Citrix.MPS.Desktop",

"DefaultRfwWebSite": "/Citrix/StorewWeb",

"GatewaysUsed": [

"gatewayId"

1

"VdaLogonDataProvider": "",

"ResourceFeeds": [

"FeedName": "<resourceFeedName>|scrambled",

”Type” 0 ”CVAD",

"LoadBalancingEnabled": true,
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1

"AdvancedAggregation": {
"Enabled": true,
"GroupingCount": 1,
"ControllersPushIdenticalResources": true,
"LoadBalanced": true,
"AnyPrimaryFarms": true,

"AnyBackupFarms": true,

1]

INRKHEF Stores, MERB— 1A .
=B} rfWebSites BYRAI
[{

"SiteId": "siteId",

"BaseUrl": "baseUrl",

"StorePath": "storePath",

"UiExperienced": 0,

"EnabledFeatures": 9 bit,

"AuthMethodsEnabled": [

n ad n
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1

"CanUsersDownloadApps": {
"Enabled": true,
"Windows": "exe",
"Mac0S": "dmg"
+
"WorkspaceControl": {
"Enabled": true,
"LogoffAction": 0,
"AutoReconnectAtLogon": true,
"ShowReconnectButton": true,
"ShowDisconnectButton": true
3
"MultiClickTimeout": 1,
"Uiviews": [
"apps",
"desktops"

1

"DefaultTab": 0,

1]

R K2 rfwebSites, MES—NZEH4A .
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ZFE} gateways BIRAI

[{
"GatewayId": "gatewayId",
"IsCloudGateway": true,
"LoadBalancingSTAEnabled": true,
"SessionReliabilityEnabled": true,
"RequestTicketsFromTwoSTA": true,
"Version": "1234",
"LogonType": "domain",
"SmartCardFallbackEnabled": true
1

IR KT gateways, MEB—PNZEHA ,
= E¥ authServices HRH
[{

"SiteId": "SiteId",
"Store": "StoreAuth",
"AuthMethodsEnabled": [
nad"
1
"PasswordChangeWhenExpired": 0,

"PasswordRemindersForm": 1,

"DelegateCredentialValidationToCitrix": true,
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"ValidatePasswordsOnDeliveryControllers": true

1]

SNRARILE] auth fRSS, MEZR—TZEHA .

[EEER
R
TIPS
FE E1::pU Ny
RRA Y RIEE A B HIAR A 1.0
id EREMBHE—TRIRTT d4ce7919-5d80-44de-
a8fa-102923feOead
it CAS BT R =EREHR =4
E gL it
st 1% Broker FRE R BTAIET 2011-08-12T20:17:46.384Z
B
&= EREHNRE™RIEE OnPrem.StoreFront
prodVer StoreFront AR A& 3.30.0.0
BRAE
FE E£::3U Nl
R REEHNARF. & fullName:
EEESE C648FE671A44B3F

7 (WRZEE)
samName:C758LH
671A44B3F7 (¥4

KEE)
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B

ARS8

loginMethodRfWeb

loginMethodAuth

W% URL

enabledFeatures

userAgent

baseUrl

storePath

apiUsed

1

=4

StoreFront sE{TPR7E
REMENS

RfEA

FF &% StoreFront
FRERI A A

EREAEIEAD
Netscaler Gateway
89 URL

B/E AIRER i

RATFERNEF IR
UserAgent

BRERNEENR
Z URL

BRERNEERE

EBREFIRESRIER
8 Store API.

Web API 8§ PNAgent
API

]

upn:
C7948FE671A44B3
F7 (BRZBRRE)

userLicenseld:C265
FE671A44B3F7
(HRZLBHE)

userSid:
CO97FE671A44B3F
7 (WBERERE)

storefront-01.storefro
nt.local

netscaler-
gateway.com

12

CitrixReceiver/
22.11.0.19 Linux/
5.17.15 X1Class
CWACapable CWA/
22.11.0.19

storefront-
dev.storefront.dev

[Citrix/StoreWeb
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FE 30 ]|
deviceld FF &% StoreFront john-doe
g &% EEFT
&L
transactionld RT3 X EH#HT 773aba9e-5b91-4ef9
DERMFRIRTRT -8782-c4afb75698e7

Citrix Workspace W B2

INRIZA Citrix Analytics, ERILECE StoreFront, LU& Citrix Workspace app AP EHAZE
Citrix Analytics #1782, Citrix Analytics REEXHF. NARER. kR, MBMHBIEIIET, XU
RENBPITANESERE, E7E Citrix Analytics XA4FFEIES X ILINEEME R, E5IH FH
StoreFront 2 A BN AN REIE =0

FECEITH, BHRITUTERE !

« M Citrix Analytics FEECE X o
« f&£F3 PowerShell ¥ Citrix Analytics & S AR ERIA M StoreFront &3ZE o

A& StoreFront f5, = Citrix Analytics fRZ3153KBY, Citrix Workspace app RIUM StoreFront 77f#
BIREIE,

BEERTE

1&H9 StoreFront SREMMAETSEX R Citrix API Services, i&£[% Analytics FILEE R,
M Citrix Analytics FEA B ¥

BEERTE

TR ERECIRREENEEX . THEBEZEREZX M. BNSHRNBIERIA
HE WY, EBETRE, ERIURBRILEX S, MREFEES —E BN LBXEHN B
&, BJLLM Citrix Analytics AR BIRZEHI S BR T EIZX 5o

1. FHEERKFAERILEMAS ( https://citrix.cloud.com/ )o
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2. ER—TEABREF

3. @id# & Manage $JFF Citrix Analytics RS BIRZHI&,

ol i 177

Analytics

tu merFnrmenes and iesne inciabte

How to Buy | Learn more
¥ Launch Demo

4. 7 Citrix Analytics RS5 BEIRIERIGH, 1%+ Settings > Data Sources,

5. 1% Virtual App and Desktops +H, 1%&# (i) XEEF, 7AF1%E#E Connect StoreFront

deployment,

6. T£%#% StoreFront B3 TUE £, HEETHEHNXHE LU TE StoreFrontConfigurationFile.json X
(o

THECEX
{
"customerId": "<yourcloudcustomer>",
"enablementService": " https://api.analytics.cloud.com /casvc/

<yourcloudcustomer>/ctxana/vl/cas/<yourcloudcustomer>/XenDesktop/
<deviceid>/dsconfigdata",

"cwsServiceKey": "PFJTPn..... T4=",

"enablementServiceStatus": " https://api.analytics.cloud.com /casvc/
<yourcloudcustomer>/ctxana/vil/cas/storefront/config",

"instanceId": "d98f21d0-56e0-11e9-ba52-5136d90862fe",

"name": "CASSingleTenant"

i
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customerld 2 ZH A5 = HIME— IDo
cwsServiceKey E1TNiR H A i L& P K B ME—Z5A,

instancelD @— MM ID, AFEZE (fR¥P) M Citrix Workspace R FF2RE) Citrix Analytics #Y
ER. MNREEEENEREMZ D StoreFront RS2 ARSS2R4H, NE MRS FHRS[ATBE—T
ME—RY instancelDo

$¥ Citrix Analytics BUE S AIEEY StoreFront™ EBE

1. ¥ StoreFrontConfigurationFile.json X {4 & Hl|E) A StoreFront fRS528 (3¢ StoreFront fRZ525
EPN—EIRSER) LHNEEXMSFEHD, UThSREXHFEREFREHEH.

2. ¥T7F PowerShell ISE FHiER UEEB R FDTIT

3. BITUTa. :

Import-STFCasConfiguration -Path
"$Env:UserProfile\Desktop\StoreFrontConfigurationFile.json"

Get-STFCasConfiguration

4. It HREISABIENEIZA, H7E PowerShell &5 H 2R,

CustomerId
EnablementService
CwsServiceKey

EnablementServiceStatus : https://f
Instanceld 2
Name : CASSingleTenant

=3 g

ZEEE Windows Server 2012 R2 EBIA M StoreFront AR5 251 BE B EF IR LE C++ S51THY
WEAY, UEEIRILAR CAS F. MNREZRZE Citrix Virtual Apps and Desktops H8] %
% StoreFront, MAEZEEISE, K} CVAD TLREREFELRE C++ iTITRAML, NRUE
A CitrixStoreFront-x64.exe JTTRIEIERF &4 StoreFront &AE C++ 35178, NMESA CAS
REBXHE, ©rieiAmiElss .

379



CITRIX® STOREFRONT 2507 LTSR

¥ Citrix Analytics BHE{ZHEE] StoreFront fRS5234H

WNRIRIETE StoreFront fRSZ254H L HITXLEARIE, MMATURFF AR Citrix Analytics BUIRBEERIIRS
SEMFRBER R, £8 StoreFront fRSEZEREFESR, T BAREHERN,

BEREEE, BERUTHEZ—:

 {EF StoreFront EIRHESIE,

« {#F PowerShell ip %2 Publish-STFServerGroupConfiguration,

FEE StoreFront fR5Z854H ID
BERBTIENEERTEMINEME Citrix Analytics IRSS, EBILUER PowerShell K IERERY

ServerGrouplD,

1. BRFER StoreFront fRSS28, RS EFAFEI— StoreFront fRSS 25
2. ¥JFF PowerShell ISE FHiEFLEER R BT,

3. TBITUTEaR !

$WebConfigPath = "C:\Program Files\Citrix\Receiver
StoreFront\Framework\FrameworkData\Framework.xml1"

$XMLObject = (Get-Content $WebConfigPath) -as [Xml]

$XMLObject.framework.properties.property

fian, XEar o EMIN FRREYEIL

name value

ClusterId 8b8ff5c8-44ba-46e4-87f0-2df8cff31432

HostBaseUrl https://storefront.example.com/

SelectedIISWebSitelId 1

AdminConsoleOperationMode Full
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fE1EM StoreFront [A Citrix Analytics & X8

1.

2.

10.

11.

FTFF PowerShell ISE FiEZUEBE REHIET.
SITUA TS !

Remove-STFCasConfiguration

Get-STFCasConfiguration
IR FIF AR Citrix Analytics 2iEE R IIMIFR, N Get-STFCasConfiguration 3R [E/{E I
Bo
INSRIZIETE StoreFront ARS5 284 _EITIXEEAR(E, BERE S MRS 2R A RIFRE B 52 PR
S AB Citrix Analytics 38, EIRSRATH—BRSEEE L, BTUTHS !

Publish-STFServerGroupConfiguration
EERIEMARS AR R L, TITU TS UHIA Citrix Analytics BCE B MNAPHIFRE RS 255
THRER
Get-STFCasConfiguration
FREERAKF B RTISES ( https://citrix.cloud.com/ )o
EE— N EMEEF.
WD B HEEITH Citrix Analytics AR BEIBHESIB,
7£ Citrix Analytics IRS BIEIEHIG H, 1%HF 18 > BUER.
RN AN SE R, %E#F StoreFront EBEITHK :

Data processing on

Virtual Apps and Desktops (&

1site | 2 users | 1 StoreFront deployment

B3I 5 | FEENEZK URL A ServerGrouplD FiRFIEMIBRAEY StoreFront SPE,
7 (1) &g, %R M Analytics FlBR StoreFront E8E,
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StoreFront deployments

StoreFront deployment

Remove StoreFront deployment from Analytics

The StoreFront deployment is successfully configured and connected.

BASE URL STOREFRONT DEPLOYMENT CONFIGURATION STATUS LAST UPDATED
https://sfl.bvt local/ 3db073f2-211f-479c-99d3-ef185cadf4be @ Success Jun 9 2019 12:06 PM

Page 1 of 1 S5rows

=

IR MERSS 2rimm A2 M Citrix Analytics FIFRECE, M StoreFront EiE S BIFHREETE Citrix
Analytics 1, {BREM StoreFront #FZW#EHE. FNRIXM Citrix Analytics PHHIFRECE, N
StoreFront BB X B NE T —RNARERMEW GBI 1S EEWE 24 /N\BIB&IHIT) NE
Ao

HCi& StoreFront LAEFE Web fLEREX R UL SR Citrix Analytics

YN8 StoreFront INEBE Web RIEEEAIEHN] Web ARS8 £, NIE Citrix Analytics JEAIF R, 40
£ StoreFront EIEREH Citrix B HFER HTTP K1, N&TE Internet B StoreFront 24T
Wi Web K12, SAIEFHERSA=ARY Citrix Analytics, StoreFront A& BENERTERIERSHN
BIRE ; EEFNEEFReIs RN AEEET Web RIBLZEHIERE, EolLU@E N AREE
web.config X INEERRECE <system.net> RIBEZE. ¥ StoreFront [RS8 LIFA T @A
Citrix Analytics Z X EHRIE R B IEHITICR(E,

A& 1B PowerShell A— P HZB M AREERBENARELELRE (EF)
i&{T PowerShell fiiZ Config-StoreProxy.psl B] BshA—M &S MY AEIEHRITIEZ, H B

ABBB XML LAECE <system.net> o ZMIARE I ARENE web.config X &M ZHRIAFEY
RH, UEEHERKE RIEHRRY web.config Xt
AR

ZEITHATIBES SBAIMZ D <system.net> XML BlA&R, SMNNBEBENRE—D
<system.net> %H. HNIZTRIARMEIENAEERIERBEES I

1. ¥TFF PowerShell ISE #Fi%E U EBRFHE1T.

2. & $Stores = @("Store","Store2") UAEEFL[ER Web KIBEZBMIN BREE,
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3. FEEMUTE—ED

o« —/NIP MR, X
« F3F web {3 FQDN

4. iBITLLT PowerShell :

$Stores = @("Store","Store2")

$ProxyIP = "10.0.0.1"

$ProxyFQDN = "proxyserver.example.com"

8888

$ProxyPort

# Set this for every Store using Stores array

function Set-StoreProxyServer() # Tested with both IP and FQDN

[CmdletBinding()]

param([Parameter (Mandatory=$true, ParameterSetName="ProxyIP")]
[Parameter (Mandatory=$true, ParameterSetName="ProxyFQDN")][array]
$Stores,

[Parameter (Mandatory=$true, ParameterSetName="ProxyIP")][string]
$ProxyIP,

[Parameter (Mandatory=$true, ParameterSetName="ProxyFQDN") ]
[string]$ProxyFQDN,

[Parameter (Mandatory=$true, ParameterSetName="ProxyIP")]

[Parameter (Mandatory=$true, ParameterSetName="ProxyFQDN")][int]
$ProxyPort)

foreach($Store in $Stores)
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{

Write-Host "Backing up the Store web.config file for store
$Store before making changes..." -ForegroundColor "Yellow"

Write-Host " 'n"

if(!(Test-Path "$env:UserProfile\desktop\$Store\"))

{

Write-Host "Creating $env:UserProfile\desktop\$Store\

directory for backup..." -ForegroundColor "Yellow"

New-Item -Path "$env:UserProfile\desktop\$Store\" -ItemType
"Directory" | Out-Null

Write-Host " 'n"

Write-Host "Copying c:\inetpub\wwwroot\Citrix\$Store\web.config
to $env:UserProfile\desktop\$Store\..." -ForegroundColor "Yellow"

Copy-Item -Path "c:\inetpub\wwwroot\Citrix\$Store\web.config"
-Destination "$env:UserProfile\desktop\$Store\" -Force | Out-Null

if(Test-Path "$env:UserProfile\desktop\$Store\web.config")

Write-Host "$env:UserProfile\desktop\$Store\web.config file
backed up" -ForegroundColor "Green"

else
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Write-Host "$env:UserProfile\desktop\$Store\web.config file
NOT found!" -ForegroundColor "Red"

Write-Host " "'n"

Write-Host "Setting the proxy server to $ProxyAddress for Store
$Store..." -ForegroundColor "Yellow"

Write-Host " 'n"

$StoreConfigPath = "c:\inetpub\wwwroot\Citrix\
$Store\web.config"

$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

if([string]::IsNullOrEmpty($ProxyFQDN))

{
$ProxyServer = ("HTTP://$ProxyIP"+":"+$ProxyPort)
}
else
{
$ProxyServer = ("HTTP://$ProxyFQDN"+":"+$ProxyPort)
}
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$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

# Create 3 elements
$SystemNet = $XMLObject.CreateNode("element", "system.net","")

$DefaultProxy =
$XMLObject.CreateNode("element", "defaultProxy","")

$Proxy = $XMLObject.CreateNode("element", "proxy",""
$Proxy.SetAttribute("proxyaddress", "$ProxyServer")

$Proxy.SetAttribute("bypassonlocal", "true")

# Move back up the XML tree appending new child items in
reverse order

$DefaultProxy.AppendChild($Proxy)
$SystemNet.AppendChild ($DefaultProxy)

$XMLObject.configuration.AppendChild($SystemNet)

# Save the modified XML document to disk

$XMLObject.Save($StoreConfigPath)

Write-Host "Getting the proxy configuration for c:
\inetpub\wwwroot\Citrix\$Store..." -ForegroundColor "Yellow"

$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

$ConfiguredProxyServer =
$XMLObject.configuration. 'system.net'.defaultProxy.proxy.proxyaddress |
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Out-Null

Write-Host ("Configured proxy server for Store $Store"+": "+
$ConfiguredProxyServer) -ForegroundColor "Green"

Write-Host " 'n"

Write-Host "Restarting IIS..." -ForegroundColor "Yellow"

IISReset /RESTART

Set-StoreProxyServer -Stores $Stores -ProxyFQDN $ProxyFQDN -ProxyPort
$ProxyPort

# OR

Set-StoreProxyServer -Stores $Stores -ProxyIP $ProxyIP -ProxyPort
$ProxyPort

5. 22 C:\inetpub\wwwroot\Citrix\<Store>\web.config MEERETENXHEFRESDET—

<system.net> Ef57

</dependentAssembly>
</assemblyBinding>
</runtime>
<system.net>
<defaultProxy>

<proxy proxyaddress="HTTP://proxyserver.example.com:8888"
bypassonlocal="true" />

</defaultProxy>
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</system.net>

</configuration>

6. ¥REB ¥ Citrix Analytics HIES AIZHY StoreFront 2RE FIFMIRS A Citrix Analytics 1,

HE 2 FEfF <system.net> H537NMNIB Store B web.config X
XATET XS StoreFront BRS328 EXFAF A Citrix Analytics &ZXEIEAIE Store ST

1. %15 Store B9 web.config XEHIFEHEHIF] c:
\inetpub\wwwroot\Citrix\<Store>\web.config ZHNHB—MIE,

2. FRENMRBIZEERLLT XML, rILEAR FQDN MisO4AE, WrILUER IP MliwmO4EE,

f5lgn, fEFA FQDN flisOLEERY, 1BFERALUT <system.net> Jo&H :

<system.net>
<defaultProxy>

<proxy proxyaddress="HTTP://proxyserver.example.com:8888"
bypassonlocal="true" />

</defaultProxy>

</system.net>

Blan, fER 1P MisOA &SR, BEFERUT <system.net> TR :

<system.net>
<defaultProxy>
<proxy proxyaddress="HTTP://10.0.0.1:8888" bypassonlocal="true" />
</defaultProxy>

</system.net>

3. 1f Store BY web.config XHRKE, FLLAIETRNMAERAMENE <system.net> JT& ©
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<runtime>

<gcServer enabled="true" />

<assemblyBinding xmlns="urn:schemas-microsoft-com:asm.v1">
<dependentAssembly>

<assemblyIdentity name="System.Web.MVC"
publicKeyToken="31BF3856AD364E35" culture="neutral" />

<bindingRedirect oldVersion="0.0.0.0-5.0.0.0"
newVersion="5.0.0.0" />

</dependentAssembly>
<dependentAssembly>

<assemblyIdentity name="Newtonsoft.Json"
publicKeyToken="30ad4fe6b2a6aeed" culture="neutral" />

<bindingRedirect oldVersion="0.0.0.0-9.0.0.0"
newVersion="9.0.0.0" />

</dependentAssembly>
</assemblyBinding>

</runtime>
Insert the <system.net> element here

</configuration>

4. ¥R8 B Citrix Analytics #IES AER StoreFront 28E HPTR S A Citrix Analytics 3E,
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FrFEA]

AXFHNE EERIBAMEEAANTES. Citrix F=amHIiee, WEERES KRBT dl 55REE,
Citrix RIEZEEFERBRNRGE, UAEAEMEXLE™ RN, AERRERERSERAFRE
Tft, HEAGRASIEMEEFANIIEE. B X~ mEamBAZHFIIFAER, 1HE0E Product
Lifecycle Support Policy X &, B *x KHIIRSZ A (LTSR) ARSZEMMER, 1ESME < <https://
support.citrix.com/article/CTX205549> >,

FH

EFRNIEARRIUEBR, Citrix® FH#EZFHEN], BelFERKIRAPZER,

me FRRAF = AAWE
XenApp® RES (BFFA 2308 £ Workspace W BIEZFH,
PNAgent) fEFRNARE URL MAZ
XenApp ARZS URL &R
FAREIE

BER

ERRNIEZELEBER, BEATERX.

b =] FRRE T B AR A BERAR
Citrix F P AN E 2507 2507
gl
Windows IR$325 2402 2407 7£ Windows Server
2016 2019 HEFhRA £

&3 StoreFront

FHMETF 4.8.0 AiRAHY 2407 2407 FH&E .NET
Microsoft .NET Framework 4.8.0 3
Framework B9 $5, FEhRkA, (GNRH

R, TEERFS
B&hZiE NET
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b=

Internet Explorer 11
RFEREHRT
HTML5 89
Workspace [ FHiEF

XenApp 6.5 I,

FEBFREER
(SSPR) M9z 4%

X Citrix Virtual Apps
and Desktops &
Citrix Workspace
2 iER TLS
1.0 # TLS 1.1 #MY
FIEZE

7£ Windows Server
2012 R2 L&
StoreFront

THEMET 4.7.2 kA&
B Microsoft .NET
Frameworko

2308

2308

2203

3.14

2203

2203

FrARA
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2308

2308

2203

2203

2203

2203

i PRAR A

BHRAR

Framework
4.8.0, )

EYNCIEEESZESY
Web J%i88, BAR
ST Windows
89 Citrix
Workspace™ [ T2
Fo {hsARILAfEA
Internet Explorer 11
TR RRI N AR,
BEEhEIR, BMN
ZEERATF Windows
B9 Citrix Workspace
N R

FHRB RFRARY
Citrix Virtual Apps
and Desktops.

¥ Citrix Receiver F+
REB)ZFRFTLS 1.2 B9
Citrix Workspace [
R

ERTIFIIRERS
&% StoreFront,

F&E NET
Framework 4.7.2
EShRA. (MR
RRE, REREFS
BHih&R®E NET
Framework

47.2, )
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b=

BERUATERL L Edm
[BEAF= By Delivery
Controller &I :
VDI-in-a-Box #1
XenMobile (9.0 A&ZE
BhRAE)

IEX %328 9 #0 10

X RPIAIRRER
BibR FRIRE

Citrix Z2H1{AL (4R
B AR RE)

7£ Windows Server
2012 #1 windows
Server 2008 R2 (&
& Service Pack) Lt
Z%# StoreFront,

Citrix Online &%
(Goto = &n) SR

M StoreFront 2.0.
2.1, 25# 2.5.2 #
1TEEHF R

£ 32 i (x86) itH&
M EZRE
StoreFront,

FrARA

1903

1903

1811

3.12

3.12LTSR

3.11

3.8

1903

1903

1912

1903

3.15

3.12

1818

3.13

BHRAR

FFARIMARBI A
5, E{ER Desktop
Locko

fERS— Ul

AR ZFFIRERR
ERERL A

MIXLERRA 2 —FHR
¥) 3.12, REBHE
B E R R FThRA

RRERSZFFH x64
1RIERS L

B XEBTF HTML5 B Citrix Workspace M AEFFHNFAGE, BBRFTARNE.
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E=7EA

StoreFront AJRE B FRFEU T RAARFFANBE =S RAAN. WIIREERE=SRHTHAIIB

HAZERRRY. b5 RPIRERE mBVFEMRATMESR, HEREATE ; R REFERMH. TBEREER
WHSEREA, CITRIX REMNEN AT RFE AR, SN ERNDRAFRFIRFHNE
AER, FMHEMRRAREET. EENEMENRRSEFRIE. BIERANDAARTIEK, ERSE

EAERT, CITRIX HAMRAEAH D AATIRMSBMOEMTH*. B, BERIERERENE
I E R E A&B R,

FH/RIE 3.3.0

RRAXPTE 2004-2013 Castle Project - <http://www.castleproject.org/>

FR#E Apache FRIIE 2.0 HrIEIY

Microsoft Unity B FATERF3R (Unity) 2.1

WR#XFRE © 2011 Microsoft Corporations

FRHE Microsoft 2HVFETIE (MS-PL) 1Y <https://msdn.microsoft.com/zh-cn/library/
hh237493.aspx>

Microsoft BT\, 5558k . Prism 2.2

HRANFRA © 2010 Microsoft Corporation.

IR#E Microsoft 2 HIFATIE (MS-PL) %1%,

Microsoft R\ 550 : BARS EALES 1.0

WRAYFRA © Microsoft Corporations

IBHE Microsoft 2 ATIE (MS-PL) 1Y

Microsoft .Net 2& R

WRAXFRE © Microsoft Corporation, 183& MIT 3 AIIERAY,
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Microsoft.IdentityModel.JsonWebTokens

WRAXFRE © Microsoft Corporation. 1B#E MIT #FAERRH,

Microsoft.IdentityModel.Logging
WRAXFRE © Microsoft Corporation. 1B#E MIT #FAIER,

Microsoft.IdentityModel. Tokens

HRAXFRE © Microsoft Corporation, #B#E MIT i AIIERE,

ManagedEsent hRZ~ 1.9.4

WxAXFRA © Microsoft Corporation.

IRHE Microsoft 2 HIFATIE (MS-PL) %1%,

jQuery UI - v1.10.4 - 2014-03-12

<http://jqueryui.com/>

KRANFRE 2014 jQuery Foundation e EMITREAE ; MIT 24X

jQuery JavaScript FE v1.12.4

<http://jquery.com/>

A& Sizzle.js
<http://sizzlejs.com/>

MeAXFRA jQuery Foundation K E fth ST @kE
£ MIT ¥Rl F &7
<http://jquery.org/license>

HHA : 2016-05-20T17:17Z

jQuery jScrollPane v2.0.0betall

jScrollPane - v2.0.0betall - 2011-07-04
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MRAXFRA (c) 2010 Kelvin Luck

7£ MIT #] GPL A FINEE,

jquery.contextmenu.js

BF ETXXEEB jQuery
KRAXFRE (c) 2008 Matt Kruse (javascripttoolbox.com)

£ MIT 0 GPL #Fa] TINEHRI,

Hammer.JS BY jQuery #ifF - v1.0.0 - 2014-01-02

<http://eightmedia.github.com/hammer. js>
WRAXFRA (c) 2014 Jorik Tangelder <j.tangelder@gmail.com> ;

£ MIT 1Fa] A

jQuery MouseWheel

RR#XFRAE (c) 2011 Brandon Aaron (http://brandonaaron.net)

FRHE MIT #FA]IE (LICENSE.txt) 1%,

WPF TE4& 35

WPF Toolkit lR#Fr & (c) 2006-2014 Microsoft

MS-PL i 8]iiF

"B WPFIEE3.0

WRAXFRA (C) 2007-2013 Xceed Software Inc.
KIZFEARHE Microsoft NHEIFAIIE (Ms-PL) BISFIR AR,

MEFLINEE. BEHFFMIRERE I HF, 157 <http://xceed.com/wpf_toolkit> 3IKEY Plus
Edition.

1R¥5 %% | 7£ Twitter £ %% @datagrids
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wix TE&

WRAXFRE (c) .NET Foundation #ZI#k#&, Microsoft BEEIFAIIE (Ms-RL)

CLRZ&2

KRAXFRE (c) Microsoft Corporation, Microsoft B R iFA]iE (MS-LPL)

HERR 3T Redis 1.1

StackExchange.Redis.StrongName 1.1 <https://stackexchange.github.io/
StackExchange.Redis> KRINFAE (c) 2014 Stack Exchange

IR1E MIT FR]IEER

H1ER 4 JSON

WRAXFRA (c) 2007 James Newton-King

IRHE MIT R R]IERAY.

jQuery JavaScript B v3.7.1

(c) OpenJS Foundation F1E 1 ZRik#E
IR4E MIT FRIIER R

<https://jquery.org/license>

jQuery UI - v1.13.2 - 2022-07-14

<http://jqueryui.com>

FRAXPTA jQuery Foundation FIEMTREAZE ; BHE MIT 12

Hammer.JS - v2.0.4 - 2014-09-28

Hammer.JS - v2.0.8 - 2016-04-23
<http://hammerjs.github.io/>

MRAXFRA (c) 2016 Jorik Tangelder;
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IR1E MIT FFRTIEREAR

VelocityJS.org (1.5.0)

velocity-animate Z{F¥)3 Julian Shapiro Ff&, 2014-2017,

IRE MIT FEERI. EXIEFEMER, B2RIBEERHH LICENSE X4,

slick.js - 1.8.0

MIT FB]IE (MIT)

FRAXFRE (c) 2013-2016

jQuery UI fi$ZE%#R 0.2.3

he#XPRE 2011-2014, Dave Furfero

IRHE MIT 3¢ GPL hRA 2 e IENE R,

Microsoft. WebApi.Collection

MIT FB]IE (MIT)

WRAXFRA (c) Microsoft Corporation

BF
MRARFRA (c) 2015-2024, App vNext

IB3E BSD 3 SERIFRIERN

Polly.Core

WRAXFRE (c) 2015-2024, App vNext

X F BSD 3-Clause i B 3F%HY

Microsoft.Security.Crypto

MIT FB]IE (MIT)
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WRAXFRA (c) Microsoft Corporation

%k NET 8

MIT IFB]IE (MIT)

WRAXFRA (c) .NET Foundation F15TakE

Bt : 5| FARYFRTIE
MIT 3 a]3E

Permission is hereby granted, free of charge, to any person obtaining a
copy

of this software and associated documentation files (the "Software"), to
deal

in the Software without restriction, including without limitation the
rights

to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is

furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in

all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,

FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL
THE
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AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER

LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM,

OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN

THE SOFTWARE.

Apache WFEIE, hRZS 2.0

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,

and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by

the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
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other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the

outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity

exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation

source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation,

and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or

Object form, made available under the License, as indicated by a

copyright notice that is included in or attached to the work
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(an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,

the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by an individual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the

Licensor for the purpose of discussing and improving the Work, but

excluding communication that is conspicuously marked or otherwise
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designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and

subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of,
publicly display, publicly perform, sublicense, and distribute the

Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their

Contribution(s) alone or by combination of their Contribution(s)

with the Work to which such Contribution(s) was submitted. If You
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institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate

as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You

meet the following conditions:

(a) You must give any other recipients of the Work or

Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices

stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and

attribution notices from the Source form of the Work,

excluding those notices that do not pertain to any part of
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(d)

the Derivative Works; and

If the Work includes a "NOTICE" text file as part of its

distribution, then any Derivative Works that You distribute must

include a readable copy of the attribution notices contained

within such NOTICE file, excluding those notices that do not

pertain to any part of the Derivative Works, in at least one

of the following places: within a NOTICE text file distributed

as part of the Derivative Works; within the Source form or

documentation, if provided along with the Derivative Works; or,

within a display generated by the Derivative Works, if and

wherever such third-party notices normally appear. The contents

of the NOTICE file are for informational purposes only and

do not modify the License. You may add Your own attribution

notices within Derivative Works that You distribute, alongside

or as an addendum to the NOTICE text from the Work, provided

that such additional attribution notices cannot be construed

as modifying the License.

You may add Your own copyright statement to Your modifications and

may provide additional or different license terms and conditions

for use, reproduction, or distribution of Your modifications, or
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for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed

with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the

origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or

implied, including, without limitation, any warranties or conditions
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of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any

risks associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
wWork (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor

has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,

or other liability obligations and/or rights consistent with this

License. However, in accepting such obligations, You may act only

406



CITRIX® STOREFRONT 2507 LTSR

on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason

of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

Microsoft Z23EVFA[IE (MS-PL)
This license governs use of the accompanying software. If you use the

software, you accept this license. If you do not accept the license, do
not use the software.

1. Definitions

The terms “reproduce,” “reproduction,” “derivative works,” and
“distribution” have the

same meaning here as under U.S. copyright law.

A “contribution” is the original software, or any additions or changes
to the software.

A “contributor” is any person that distributes its contribution under
this license.

“Licensed patents” are a contributor’s patent claims that read directly
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on its contribution.
2. Grant of Rights

(A) Copyright Grant- Subject to the terms of this license, including
the license conditions and limitations in section 3, each contributor
grants you a non-exclusive, worldwide, royalty-free copyright license to
reproduce its contribution, prepare derivative works of its contribution,
and distribute its contribution or any derivative works that you create.

(B) Patent Grant- Subject to the terms of this license, including the
license conditions and limitations in section 3, each contributor grants
you a non-exclusive, worldwide, royalty-free license under its licensed
patents to make, have made, use, sell, offer for sale, import, and/or
otherwise dispose of its contribution in the software or derivative works
of the contribution in the software.

3. Conditions and Limitations

(A) No Trademark License- This license does not grant you rights to use
any contributors’ name, logo, or trademarks.

(B) If you bring a patent claim against any contributor over patents
that you claim are infringed by the software, your patent license from
such contributor to the software ends automatically.

(C) If you distribute any portion of the software, you must retain all
copyright, patent, trademark, and attribution notices that are present in
the software.
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(D) If you distribute any portion of the software in source code form,
you may do so only under this license by including a complete copy of this
license with your distribution. If you distribute any portion of the
software in compiled or object code form, you may only do so under a
license that complies with this license.

(E) The software is licensed “as-is.” You bear the risk of using it.
The contributors give no express warranties, guarantees or conditions. You
may have additional consumer rights under your local laws which this
license cannot change. To the extent permitted under your local laws, the
contributors exclude the implied warranties of merchantability, fitness
for a particular purpose and non-infringement.

A) N
BSD 3-Clause ¥FAJiE
Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions are
met:

1. Redistributions of source code must retain the above copyright notice,
this

list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice,

this list of conditions and the following disclaimer in the
documentation

and/or other materials provided with the distribution.

3. Neither the name of the copyright holder nor the names of its
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contributors may be used to endorse or promote products derived from

this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS
IS"

AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE

DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE
LIABLE

FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER

CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY,

OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE

OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Microsoft EEVFA[IE (Ms-RL)

This license governs use of the accompanying software. If you use the
software, you accept this license. If you do not accept the license, do
not use the software.

1. Definitions

The terms "reproduce," "reproduction," "derivative works," and
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"distribution" have the same meaning here as under U.S. copyright law.

A "contribution" is the original software, or any additions or changes to
the software.

A "contributor" is any person that distributes its contribution under this
license.

"Licensed patents" are a contributor's patent claims that read directly on

its contribution.

2. Grant of Rights

(A) Copyright Grant- Subject to the terms of this license, including the
license conditions and limitations in section 3, each contributor grants
you a non-exclusive, worldwide, royalty-free copyright license to

reproduce its contribution, prepare derivative works of its contribution,
and distribute its contribution or any derivative works that you create.

(B) Patent Grant- Subject to the terms of this license, including the
license conditions and limitations in section 3, each contributor grants
you a non-exclusive, worldwide, royalty-free license under its licensed
patents to make, have made, use, sell, offer for sale, import, and/or
otherwise dispose of its contribution in the software or derivative works

of the contribution in the software.
3. Conditions and Limitations

(A) Reciprocal Grants- For any file you distribute that contains code from
the software (in source code or binary format), you must provide
recipients the source code to that file along with a copy of this license,
which license will govern that file. You may license other files that are
entirely your own work and do not contain code from the software under any
terms you choose.

(B) No Trademark License- This license does not grant you rights to use
any contributors' name, logo, or trademarks.
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(C) If you bring a patent claim against any contributor over patents that
you claim are infringed by the software, your patent license from such
contributor to the software ends automatically.

(D) If you distribute any portion of the software, you must retain all
copyright, patent, trademark, and attribution notices that are present in

the software.

(E) If you distribute any portion of the software in source code form, you
may do so only under this license by including a complete copy of this
license with your distribution. If you distribute any portion of the
software in compiled or object code form, you may only do so under a
license that complies with this license.

(F) The software is licensed "as-is." You bear the risk of using it. The
contributors give no express warranties, guarantees, or conditions. You
may have additional consumer rights under your local laws which this
license cannot change. To the extent permitted under your local laws, the
contributors exclude the implied warranties of merchantability, fitness

for a particular purpose and non-infringement.
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